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PRI AT TS, AR AZHMNUSATIRGS, s AZHNLREAT RO E, w7 23 B mT LR I B
)\ “?7’ .

(1 ssem

1833 Telnet Bt B RIEAUET, 75 1242 5 BUR HALEYG TP dodk (155CT 48-F-3K Telnet 40777 )
S0y e BASE, NS BUE NI HT 1P ik, I E T EE.

1.2 i@ 17 Console A& R

Bl Console LS iy 5AC WML TS, HAEHCE B,

1.2.1 #7455
FEBEATIE L Console B SRAS HMLIEC & BT T MEULEFPERI N RS . e & SbdsvE 1 B BAT
KRB HERS, A TP, HERf IS R B AT SS

1.2.2 ZENT W3
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Quidway S5700 F 41 LA M AZ el
HiC B 5 B - LA 1 B SRACHAL

11 Console N5 SATH MWLM P BIE B 71

1.2.3 Bii ' v
1k Console & A #e b L IC ' 2 i 1 T7 V4

1.2.4 G ATl
1k Console & AT ML T7 v

121 BuRERES

FEHEATIELL Console IS SRATHMUNL B /Y 1 WECRF PR A NI FASE L 0 B SRR 1 ) i A
O AR HE S, AT T HERG I 52 I C EAT 55

Lz IR
11 Console 178 5 £ T A AL — IR L HEBUAMALE .
AT
L R AT KZAZ ) B, @it Console B &3k,
MEEE
FERC BB Console AL B AT AL AT, T5 58 LA FATS -
® iU PC/Z& i (5 H AT RS-232 HELZR)
® PC C&ZEZumfi EFEF (U1 Windows XP K748 2 23w )
HiRHESE
7Eif i Console ML E AT A2 I, 77 L4 LU 2dis
(1] ssem
o i@t Console B A FZ XA EE T AAA BEF X, TEEEZH P LAEAH,
F5 | 8iE
1 Kl 5 S8 (R PEERR . BEAL. AR A5 b R S )
2 (AJIE) AAA Bk 77 2N 8 sk H 44 Fl s b
1.2.2 BT IR EE
11 Console I8 s AT M LI W) L2 51 o
E=ER
THAE B RN AT LU R iC &
BIETER

$T1 A E BS0K PC ) COM HFIAZ #eHLE Console F1E$E .

SCRSRRAS 03 (2011-01-30) Ly IR P I Y 1-3
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1 B SRATHL

Quidway S5700 41 LA M AZ e 4l
W 5 R - A

T2 v B, ARIER.

B
1.2.3 BL B & in
JH 3L Console I8 AL e HLAC E: £ 1 5 ¥
E=ER
WTE PC _EHATLL AL
BIETER
$E1 £ PC LIz T &um i HARY, WELimilfE S0y
® iR 9600 bps
® Hiflif: 8
® [FILfV: 1
® KU ¢
® jif®: &k
4R
1.2.4 BRI
JE ) Console H B sRATHMLI 712
E=ER
WHE PC _EHEATRL A .
BRIEDE

TR1

% Enter 8, HEEHILH B B 6 SATHRRAF, Wi<Quidway>; ZULH T EEANT H
0B B IR
(1 sem
4o R 8 it Console P A F RMAEALE T AAA K Password BiE 5 R, FBAEBRZAH AL T
F P 4 Fa g A,

s

1.3 i@ 13 Telnet R HHN

i3 Telnet Mo 280 b AT HALKIERE, NI,

1.3.1 @Al EATR S5
FEREAT IR Telnet 63 AZ HALC B AT 1 AR LR VLN PSS L 0B R VR A0 A B 55 A
Bl e, ATB T AR 58 OC BAT 55

1.3.2 ZET 43
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Quidway S5700 F 41 LA M AZ el
HiC B R g - LA 1 B SRACHAL

T3 Telnet B srRATHMLIKI P BLIERL 75

1.3.3 &SR 25
13 Telnet & Az #eHLHC & & sk H 7 S50 71

1.3.4 M Telnet 5 7 i & 55
JHTT Telnet B SFEAS WAL TTiE,

1.3.1 BB BES

FESEATIERL Telnet 6 AT HATUC B AT 1 AFLARFPE RN PSS L 0B RV A0 B BT 550
Hyaness, AU FHRE. MRS R AT S5

I RS
R E ARG AT HHLP TP sk, - v LAE L Telnet 5 A8k 28l -, #EATA
Mool AR .
MEEE
FENCE T Telnet S AZHML 21T, F5E5EH L FAES% -
® & L EKIEN
® JERIF PC (£ L1 Ethernet A2 X/ FL18 M 28 )
HiRHES
FENC B Telnet BC B ASHALZ AT, 75 ZHE#S DL £dk .
K5 | #iE
1 PC 1 IP bk
2 FFBCE AT AL LK 42 1) TP Huhk
3 Telnet Ui M I P 5 B (H P % B4 FIEAE 720
1.3.2 BT YR EE
T Telnet & S AZ HeH L W) FEE L T vk .
BRENH
SERC BRI I AT .
RIES B
FE1 E LAY PC HIEBL PC FIAZ B Jill 38 ok X 22 e N 48 b
SCRSRRAS 03 (2011-01-30) 1l B A TR B 1-5
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Quidway S5700 Z 41| LK M AZ el
1 B S AT AL Bo B fG p-SEA I A

133 EEZFRARSH

11 Telnet & AT #eHUNC & & s H 7 S50 51

BERiER
TE B S PbL BT L R
RIES R

P il E B Ay .

HIE 2 i AR B
BeE I B AR IS 2 W, 5.4 BOE VTY B REA 5.6 BLEH &8,
453K

1.3.4 M Telnet Z Fin &R
AT Telnet B SFEASHALIKI TTvE,

36 B 4=
B> Ell%\

TH7E PC i BN CE

RIESER
S$B1 7E PC _LizqT Telnet & i fe ¥, BN H AR AL Telnet 45 H04% 10 1P Hbhk.,

P2 G E AR A4, Bkl )G, HIH R R ATIRARE, W
<Quidway>. ﬁﬁtﬁﬁ)ﬁlﬁﬂ?ﬂ%)jﬁlﬁﬂﬁﬂlﬁ

—HETR

1.4 B E 24451

it Bl Console I Telnet kAN LIS 0 MT . TS5 A ECE ALK T ke &t
o FCE NP AFEAL K EEEE%%iﬁ%DEﬂEEBE%QQ

1.4.1 B iH T Console &3k~
fit & 18 ik Console & gAML o FEARBIF, 7E PC iR T B SR M BEE, SEIL
il Console M #AZHeHL o

1.4.2 Fid B il ik Telnet skl
BB I Telnet &AM RG] . EAREIH, HHFCEH P E%S8, LMMNE P
Uity B SR AT Ao

1.4.1 Bt B 1833 Console A& R

fC'E 1l JT Console & A HMLIVRGE] . FEARBIH, 7E PC i T 8 M s, Kl
i#d Console H & 3#AZ#HH ..
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Quidway S5700 R 41 LLK AL AL
B B AR F - Sl S 1 B SAT AL

AR TR
ACHHLERS — U EH,  FE B R A B LA T AR A BC

1-1 B2 & i id Console % 3 4H M &

d S

PC Switch

[T s 85
1. @it Console [13%4: PC MAZ#HHL o
2. 4EPC it T 8RR E -
oA A o
BiE S
il 5 S50 CUFEEERR . BRI AR A bR D .
BIESE

$E1 SV AHE EE, HFRE PC (&) 1Y DI FRUE RS-232 e & HL 48 SAS H LI
Console M3i%E$2,

2 (£ PC L T&um i AL P . BE Kl (5 2800 9600bps. 8 ML Hafr . 1 Arfs 147 .
T WA, WwE1-2 2/ 1-4 Fios.

1-2 FriEEE

HiM A MBI EERE.

EZE R

CoMm1 |
Bl (1)
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1 G HHL

Quidway S5700 41 LA M AZ e 4l

Pie 45 F - S Al B

1-3 Eim O E

i A FFHE EIEREERE R

EZE (L) )

ES®): |

iR, |
EEAEA W S |

- T

1-4 i ABESHIRE

rcon B

mORE |
TS B): | 9800 v|
BN @ [o v
FERRE): [F v
FIHI E): |1 v|
BEREN © [EE | |
[EEAEAME ® |
|l m= | Bk HEG) ]

T3 A LR AR, REASHTICE, ARSSRERORH ARG, BRI A AT
PERFF (W<Quidway>)

1-8

B R

LT © N BARA R 7
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Quidway S5700 R 41 LLK AL AL
B B i e - A 1 B SAT AL

%MTH%va,é%iﬁﬂtﬁﬁ§,iﬁiﬁﬂﬁﬁmﬁ,%gﬁ%ﬂu%ﬁﬁ
AN 927 RT AR S5 A % =

R

1.4.2 LB #1T Telnet BEF A
it & IH ok Telnet B gAML~ o LEA NG, T ECE H Sk S8, sSLUNE

Uit B S AT A
B>
FH Al LB PC 250 H & 6 3 B e B S, BEATmREgedr,
& 1-5 BL & BT Telnet B EHAM
Switch Target
Switch
A& B
1. g YRR
2. WERPERSH
INEE i SR AT L
HiR S
® PC [ 1P Huht
® L EAT ML LA M FE L) TP Mkt
® Telnet V5[ B R /4. A FIEAE 750
RIES B

HIE 1 {F PC i FIAS Wb L3 43 T R X 4% iz .
HIR 2 7 Target A2 Heb/ L lic & 5 5 H 1 340
# e B B s ik

{Quidway> systemview

[Quidway] vlan 10

[Quidway-vlanl0] quit

[Quidway] interface gigabitethernet 0/0/1
[Quidway-GigabitEthernet0/0/1] port link—type hybrid
[Quidway-GigabitEthernet0/0/1] port hybrid untagged vlan 10
[Quidway—-GigabitEthernet0/0/1] quit

[Quidwaylinterface vlanif 10

[Quidway-vlanif10] ip address 202.38.160.92 255. 255.0. 0
[Quidway-vlanif10] quit

SCRRRAR 03 (2011-01-30) LA RS 1-9
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1 B SRATHL

Quidway S5700 Z 51| LUK A8 L

P E Fi5 e - i i

# Pl R ik 3

[Quidway] aaa

[Quidway-aaa] local-user huawei password cipher hello
[Quidway-aaa] local-user huawei service—type telnet
[Quidway—aaa] local—user huawei level 3

[Quidway—aaa] quit
[Quidway] user—interface vty 0 4
[Quidway—ui-vty0-4] authentication—mode aaa

TiC B iy B o
4 PC LizA4T Telnet, W FEHTRN.

1-6 PC £ &Y Telnet M

=]

IERAERF. Lk, R Internet THERIS
o Windows RAEITHE.

IH @ |te1ne+. 202 35. 160, 92

v

D T

]

A< E >

PR S E VAT T 4 A 4

<Quidway>. ﬁlﬂ:ﬁﬁ)ﬁlﬁ]\TﬁﬁF PP T P 5 o

(1 ssem

AR L IRAHT

— 4k

% BARIE PC Fo HALAE S ping 8

» WA s, U R AT

T ) T i B S B AA.

W, =

LR AE R
LT © N BARA R 7
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Quidway S5700 R 41 LLK AL AL
B B i e - A 2 AT

2
&
!
=X
5

XTARE

fHFXTu%E’J HUE A, LB Ay ARSI Pl It A 00 Beas T Ao Al
T ARSI B LR S 3 e A .

2.1 AT
AT P AT T A

2.27&%%%5%
BN AT B A TR E ML A5 I, AR B nT CASR AL AR I B T2 AR S B

2.3 AT
AT R E R g R P . EonkErE . IENRIE A L S a4

2.4 Pt
A48 S5700 BE A HRAIL DL bEgE .

2.5 Jic 281
T LR LA 28, nT LT il By AT IR EAEH .

—
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Quidway S5700 41 LA M AZ e 4l
W 5 R - A

A AT LR R iy AT AT i TR

PO
m:
2
A
—\
I
o
O
=
>
=
4
I
=
=z
>:/+%
G
=
&
N
I
o=
cu
mf
=
i
e

ARG A T IR T3, A MEEIE R4 16 20

2.1

3 AP

i S LB U AT AT AT I SIS . RGP i S HEMAERAS (L) ar &4
BN, TR N A eI T R 2.

HI X

)

2.1.1 s E$1TEO
Iy AT R N AT, AT DU AT e LR 7 B A

P 8RR AL I AT 8RR A, BIEEAN 24748210 CLI (Command Line
Interface) » Ay ATH 2 P SAHN AT B H H T

ARG it — R a4, A AT BUER A AT E D A A%, XA B LEA T e B A
(EBLP

AT H AT U R R

® AVHEIY Console HIFAT AL E

® FUUFIlLL Telnet. SSH UEATAHhBRZE FEMAL &

®  {{lt User-interface ML, & BEAFh & FH - RF € lLE -

® A RARYT, AFGON I HBEAT AR G0 ) i 4 o

® I ANIAIE. password. AAA ZFRPIGUE I, R AREAUH P AR ANAZ WML, R
UE RGN L4

® el CABEIIEEA “27 3RS AE LA ) o

o AWML AT 4, W tracert. ping 25, IS WKL LT I .

o LMK EE. WATERMIAGE, IS4 i,

® i telnet 7y 6 i FEIL & ATHA L

o R{ILFTP k5, T BAL. FESCHE

® LA DosKey IIhRE, W LASNAT I ) i 4.

] ?é‘ﬁﬁﬁ’?ﬁ%%fﬁx%%@ﬁﬂ%ﬂi?i?@ﬂ%%%?EF%] Redn AT 732, 7R P

(AARTTY

2.1.2 G S5

0 AL TEAMBITHIARERKA SRAFH, Q08 REEARGFL,

O R AEHARTEAXMATRE, & TFTHAMRGRRE PR GRETEEX, TRFK
B P AERERESAFHGTS., RAERN, EGASABLERE., Bk, &
15 ) RZ AR A ATREN, LE22EbEKE,

ARG KM By I3, i MRS R4 16 A2

2-2
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Quidway S5700 R 41 LLK AL AL
B B i e - A 2 AT

BB TEOCR, LW 0 ~ 3 RIHATH

® 0%, ZMP: MLZWr THM4A (ping. tracert)  MAE & H & Uj n) /M5B 3 % 1
4 (Telnet 2 )i ) 25,

o 1%, Wk HTARSGYY,

® 27, MEN: WHEHEMS,
W 2% IR 55 o

® 3%, FWHY: HTARAIEARZITHmL, IS RMCCEER, W3R8
FTP. TFTP. Xmodem F#&. AL CAFDIHm 4. Sidshilm . H a2,
WAL E M RENTSHRE M2 T4 2 K debugging #ir4>

Vv
&

S A SR R PR Al B, T DAy O TR 0 ~ 15 . KT g
FRFAES I “HEWSER” .
(1 ssem
O SIREIY, RAEAASNERAE, A THEINLLSSNREBAN 2 ST RGBS 4
AL 52 AT SE J 6 R 3

® HFAPFENNSAH 16K, HWARA L. RRAANGH P AFE, REAFTRIETA
THBA L. RTFRAP A BEAL “APER .

5 display 254 .

,
Wi SAMGRXI A, 1 SR E

Ay ML R AT i AT AR BT . R G PITAT fir L AR MAERA (HRELE) A &40
KR, RAEA NI T A BRI T AL T a4

# LAV IEE, RSN S RO E, WHEAT AL, fEBE s L

<{Quidway>

# BN system-view )5 W14, HEANRGEAIE

{Quidway> system-view
[Quidway]

#AERGALE T HEN aaa, WATHEN AAA B .

[Quidway] aaa
[Quidway—aaa]

(1 sszem

AATIRTA “Quidway” R 69 EML (sysname) . BT FHFTAFIB S AT AT G9ALE,
Bldo: << RRAPAE, 7 AFRAPLEAS L EAE .

ALAERGAE NI S, A ERE e LUSEEL, HSCBLThRES dr & Pl

PIHE.
= HME
S5700 M 2 MEERZ, F s A& e AR K . HABAL I N 7 U7 2
a2 W, iES W (Quidway S5700 T L1786 HI ML ir $2%) o
o MK
SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 2-3
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Quidway S5700 Z 41| LK M AZ el
e B R - SR

XIY/Z % ERENTIRAKNED HED 5T,

P57

® VLAN #L&

il =| R
Dt B S5700 ) LIS RS MG THE B
A4 ST S RN
BENJEEERTT | <Quidway>
B iy & <Quidway> quit
BHFEIRRTT | G
ARG
= i
Dhfig %ﬂﬁ S5700 (ARG SHL, Hm ik Z A HE NS ) 6 1 e R
A4 <Quidway> system-view
HNEHRRFT | [Quidway]
R4 [Quidway] quit
B EHORFT | <Quidway>
PAK 2 AR
- GE # ALK
| R
Dhfig EDEE S5700 T-IELAK ML AR OGS4, A BT IR LUK I 42
N2 [Quidway] interface GigabitEthernet X/Y/Z
HENGHRET | [Quidway-GigabitEthernetX/Y/Z]
Ribr 4 [Quidway-GigabitEthernetX/Y/Z] quit
B EHRTT | [Quidway]
(AR

DAL A5 T F T AR R e

InH

R

e

B DA VLAN i VLAN BR300, BlE VLAN flifg
HIEZ IR

2-4
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Quidway S5700 F 41 LA M AZ el
HiC B R g - LA 2 i AT

= %23
BN [Quidway] vlan 10

HENJGHERFT | [Quidway-vlan10]
B i 4 [Quidway-vlan10] quit

B HEHRRAF | [Quidway]

® VLANIF #1144

InH ii1% 3
ike Jic & VLANIF #1011 1P #uhik, &P VLANIF #2211
WAL [Quidway] interface vlanif 10

HENJGEHRET | [Quidway-Vlanif10]
B 4 [Quidway-Vlanif10] quit

B HERAF | [Quidway]

(1 ssem

10 4E &8 B4 VLANIF #0245, #EA VLANIF 42 2 AUE Z 87 5620 64 22 25 5 49 VLAN,

2.2 TEZ AN

BN AT BGEATICE NS5, AR BT LASE AR B T 2 AR S A B o

ERER
S5700 [P fir AT 4 3L an ™ = Fhfe e 3
o Al
® ol
® IATHIIRE R
2.2.1 524358
NHsEeH), R UM EERAGITH, 472 7SR,
2.2.2 o4
NHES 7 H Wy, RG] LIS AT AT, 45T LUZ AT R K R I QB
SRR .
223 AATHIAE B
P P BEA 4, iSO E AR A, WIERAT, & RGOS R R
HEL .
221 EEFE
NS, REv UMM EERAGITH, 4TS5 mMiR.
CRYFRA 03 (2011-01-30) LA RREE R 2-5
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Quidway S5700 41 LA M AZ e 4l
2 AT A W 5 R - A

ArAT M SE e Bl LI AR 3 Bk sUERER:
o EFTHA MK, A “27 JRIBGZ AL T P K fir 2 A LR LA

<Quidway> ?
® AL, JEEELRERI 27, WIRAZAE OB, WA AR OC e
Rk, 240
[Quidway-ui-vty0] authentication—mode ?
aaa AAA authentication
none Login without checking
password Authentication through the password of a user terminal interface
[Quidway-ui-vty0] authentication—mode aaa ?
<{cr>
[Quidway-ui-vty0] authentication—mode aaa

H:H aaa. none Al password s& KE# T, AAA authentication. Login without checking
F1 Authentication through the password of a user terminal interface & X} JCBH# - 1173 7l

il
<cr> TN ERAT KRB TS HL AR T DA T izm SR, Hi%
BRI AT AT

o AL, JFEUER AN “27 , WRZALE AN ZAL WS AT RS H A
SRR . 2EHBIE .

<Quidway> systemview
[Quidway] sysname ?
TEXT Host name(l to 246 characters)

Horp TEXT /22 %44, Host name(1 to 246 characters)+&: X Z H ) ik .

2.2.2 ER5E5 BN

RT3 B, RG] LU B AR RN AT, 45T LA 54 0T Sk i B A S0 B 5
SRR

AT AER 233 Bl m] LU AR =y SRR

o HA TR, JUREE 0, FUMLLA TR R K I KT

<Quidway> d?
debugging delete
dir display

® HEAN—MmA, TR 7, Bl A LLZTERT B ISR T R T

<Quidway> display b?

bfd bgp
bootrom bpdu
bpdu—tunnel buffer

® AN KB FIET LAY BE, #4 T <tab>4, TuﬂTtH EL DS
I A IR LA ZRERT DAME—fpon HOZ QB 7, I, ELkE F<tab>E, nl A
[ DB, P ] DA P e 488 T e 2 1 B 7

et
:Z.:Z.E; H[]té;.?:fl EiR 1:::LJ\

B P AR S, ASE AR A, WIESSRAT, W RGOR 2 1 P 005 A ik

'fl:l (h )
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Quidway S5700 F 41 LA M AZ el
HiC B 5 g - LA 2 i AT

F2-14 REBREEFR
RVEIRER HiR R B
Unrecognized command WA LI 4
B AR T
Wrong parameter SRR
SRS
Incomplete command AT AT
Too many parameters MASHRZ
Ambiguous command A AN
2.3 an S ITHHE

AT R PR O RR B ASE . Bkt IR WIRRIE AR T LK s i 4

Pt

2.3.1 gmRg I
2T Y N REA B T 18 R FH 5 ey e (A B R4 7 2 I G R B 5 SR A T B

2.3.2 Wonkrk
AT I AT S E 1 Won ek, OF T DU B ik, Ry o 7 0.

2.3.3 IEMFRIER
IENERR R — A UL AE T, B W — e R Ay st DU A =R, AR VL FC R X
5 HERR S 3T ITHC .
234ﬁ§mu7
AT H LSRN Doskey Difie, BeW® HBNRAFH T BEAT D S 4, FH 2 vl LRt B

Uﬁﬁﬁ AT RAF I D s 2, IFEEPIT.

2.3.1 fRiE4FiE
AT dmE L e B T8 ) FH RS0y i i R Ty 2 1) 2 i el B 3R A 5 B o
S5700 Ifr AT IRALEAR I S i Thae, SCREZ A9, M4mO mAKE N 512

N2

[ S
B I S IR 2-2 R

* 2-2 wiEINEE
IIREsE Ih&e
W T FOMEROE PP X AR, WA RS BICARLE, IR AR5
Febr, W), Mgk,
SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 2-7
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Quidway S5700 41 LA M AZ e 4l
W 5 R - A

DhRes Theg
iB#% 5 BackSpace MBRSChAL B TR — A4, Jebn 288, ok s

. M,

e bR < si<Ctrl_B>

bR BB — AN FALE, A OLBE M, W
ek

FOthRiE— sli<Ctrl_F>

bR AR AN FRAE, UL e R, W
oy S

Tab % ENANTERE B TGN Tab 8, R4 AP AT 55

B

® 55 VUHC o B ME—, T R4 b 5 3 1) S e
AR NI AT BN, YehrEE iR RS —

® X T ANDURD Bk UGS A R Bt A ANME— 15 0, B0 B
AR, dRELfi Tab BEIGIAENE], MO ebrE R BEAS
¥, AR R — N

o NI NGOG, & Tabit)S, #ATE R, HAM
RKEEFAAR

2.3.2 FR4F M

P a2 AT A 3R R Bk, JF BT RIS RE K, RasH B 5 7.
S5700 (1 AT HE AL BRI

® L i BB ROt SISO R R

® B s

W 2-3 P

% 2-3 RiRINEESR

BES, SRACEEThAE, AERS Wi R DA R,

Iges ThE
bt N<Ctrl_C> 15 1 R A AT
AR
AT BN, B A b 0 B bR
TR MAT .
BN 2 i BB T —hHE R
PNEIRG e BR T —ATE R
2.3.3 IEM|ZRIEK
IEN IR e — MO TR, PR — @ iR A it VE RO, AR5 R VR X
5 HbRN G EATILE .
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Quidway S5700 F 41 LA M AZ el
HiC B R g - LA

2 AT

IENFE AR T — R A7 R LG, d 5l 47 (BIIn7 45 a 3 2) FURFIR 4
CHRR “OUPAF” ) e IENIZRIE AN AR, R R P A T R 1 74

HREATILAC.

E s U L F e
O A I A A TR, T DREGA T
©  HURULHE BRI S e AT BRI

IEMFRERITEIZR

TEUZRTE 3 3 5 A RS R A AL o

Y 2 AT

® AT

WA FRFUCHC N R F AL . BRI R SRVNG AR HUF bR
AR SRR RS . Bl a DURC abe 1Y a, 202 PERE 202.113.25.155, @UCHL
xxx@xxx.com H H@-

o KT

RPPR A LG ¥ 0 P A UL IR 2R SR IR I AT A A 1o 3R 2-4 SR 7 4 I LT
TR SR A

R 2-4 FFRF A R EEEE R

SRR | TheE 451
\ B CFRF o BN — AR CRpik | \*DLRC*
PR E M R Al A
T
A VCRCAT B A & A10 JEAE 10.10.10.1, ASPUAD
20.10.10.1
$ VCRCAT R I 1$ULHEL 10.10.10.1, ASPLRL
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.
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display ip routing #l! display ip routing-table, B {RA7 J 41 a4 .

2.4 RiERE

41 S5700 e e AL P REgE o
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1.
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# N Tab 8] A R AT A AR CEE 7, B/ A R 7 5 1 E Al o

BRETE
® LN SE R OB S DU 1) O M —
W AE S5700 FHAT LA NECE
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[Quidway] info—
2. F%F Tab #.
M 48 F e 58 B ) O R AR AN IR AT W, JhRiR I B s — 4%
[Quidway] info-center
® LN AVURAL B VUL ) OB T AN —
W TE S5700 FaEAT LA NIECE
# T info-center Ji5 [H T LAFR AN 2 AN OCHEY
[Quidway] info—center log?
logbuffer loghost
1. AR T
[Quidway] info—center 1
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[Quidway] info—center log
3. YkZdi Tab BEOEIAEHIA], MEISEhREE R R A T
[Quidway] info—center loghost
[Quidway] info-center logbuffer
e T 75 B K T logbuffer &, 15 1E1% Tab .
4. JMEEE, ARJE NN —N A channel.
[Quidway] info-center logbuffer channel
R
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Y Ei R S SEFRAEAE B 1 .
Y ELR RS A B DRk 454 1 .
S5700 H Hi SCHP) B AL 45

® Console M
® TJKLLKM GE (Gigabit Ethernet) %1
® JjJRLLKM 10GE #:1

WHRHE S SRY LA AR A S il B AL R
S5700 H Hir SCHF (K241 1AL 4T .

®  Eth-Trunk #%1
Eth-Trunk H 68 H1 DK P B #5644 il
Eth-Trunk £ ARA7 41 N0 A
- H9MA9E . Eth-Trunk $22 F1 7 58 A2 5 B0 1717 58 (1) s R

- PEEATEEPE: RS R OB DR N, VRS B S AU 31 A ] %
% F, M HE A Eth-Trunk 858 (1 0] S5k
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B “BiE Eth-Trunk #2117

® Loopback #%
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HE, AEIX I R g TR
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HARMELE 77552 ILEE B Loopback #11.

® NULL #0
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WY 8 B HR SCE s EFE . Null $22 1 22 I AE Btk SR semg g b . et
FEM IR RE, WRUCEA RIS, S HeCE R .

® Tunnel £
Tunnel $2 1&—F2E: 0, TRV FHARF: D& 8210 . #57 GRE BB LK
MPLS TE B%i# .

® VLANIF 11
2 S5700 7 E5 W 2% 2 e 2l AR B, T RALE S5700 AL T VLAN (111242
M, BJ VLANIF #:H. VLANIF 0 2M&E 20, nTDIACE IP ik, f58h
VLANIF $211, S5700 5t g5 Ho e I 25 2 1) e 2% FAHIEAS .

HAKECE 7752 0L (Quidway S5700 241 LUKMAZHAL BL'E F5re-LAUKM ) o
i) “HdE VLANIF 8117
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322 BEANE DA

K OB TR B, T ES AR OME.

323 WMEHD N IramA
HEANZLOWE G, ATUAEZOME FRFTE .

3.2.4 IUE B D HEIA

S5700 X FHE 104 AN DR, HBRIBEH G ACIZ 8 O H &, DUEE R,
3.2.5 A8 O

MY ONE, WA ERBLR, X HZED, Pkl T eEdE 0 R
W Y TEELAS OGP R LN, 35 S Sh AN B .

32,6 H—HEREN

B & se 3RS HUG, TERIE T E— PRl E R .

3.2.7 Ko E A5
HEAZHIEC G, U OCH display iy 4 BonFC B 45 .
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FERCE R OV TAET A B S RO E AT, 5 S0 AT R A
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®’IED
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$IE 2 AT 4 interface interface-type interface-number, BENFREHFIME MK

e, interface-type N3 1KY, interface-number Jy 4% %5 o

R
323 EFZEOTHENS
HEANZLORE G, 7T EEHEOME R w2
EEEs
WHAE S5700 FHEAT LA FCE .
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FE1 HAT 2 system-view, ARG
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HRIETR
$B1 HATH2 system-view, N RGWIE.
$IE 2 AT 4 interface interface-type interface-number, BENFREHF I ME MK
$I;E 3 T2 description description, BC'E H Ik .

B

3.2.5 BEifikAEN

IR N E, RAERRAEN, EHECH D, PR T SR L R
W AT OGP DN, 3 R SRR

ﬁ R1I=I i
(00 352em
® Null##v —H AT Up K&, TREAEA A XA Null #0,
® Toopback 47 — A6, #—HRH Up kA, FEeMH 44 X M) Loopback 410,
BRIESER

® CHE:N
Hi{E S5700 FHEAT LA R RLE

1. HIT@ 4 system-view, ARG
2. PJUTM4 interface interface-type interface-number, HENFG € L 11#H MK,
3. $UT4 shutdown, SCHIEZM.
(AREVT:
RAMAT, o TATFRE,
o Jimifn

T AE 85700 _E#EAT LA FRCE

1. T2 system-view, HENRGIE.
2. PUTM4 interface interface-type interface-number, HENF& € L 11#H MK,
3. #4714 undo shutdown, Fzh#0.

s
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BRIESTR
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g5 B

FI2 AT 2 display interface description, 74 1 HHIAE &

T3 PUTHr 4 display ip interface [ interface-type interface-number |, F 1 1P ) EEALE

R

T4 PATi s dlsplay ip interface brief [ interface-type interface-number | , X H 11 1P 1]
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—HETR
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3.3.1 AL EAT S
H P aT BLE s sl IR Loopback #H. Loopback 4% 11— H AL GIEE, #—HIREF Up IR
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3.3.2 i & Loopback % 1 IPv4 {510
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RIESR
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e
3.4 #EFPHEO
AU e
3-8 LR AE R SCRSRRAS 03 (2011-01-30)

AT © AR IR A+



Quidway S5700 F 41 LA M AZ el

P 5 e - i e 3 fyfey A A ¢ 1

341 EBREOgHE B
BOGiHs B G, ANEEWE . EERrEranemil.
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IRESE
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interface [ interface-type [interface-number] i K4z 1745 B

s,
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WS P A AR A e R 2 ], SEIRR P RER 4N B, T DR ar AT
JEThEE, B %ah 0 ~ 3 gk =L T3 0 ~ 15 2%,

EES
ERCE RGN 2 AT, T 5L F T4
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6703 )

® THHLEH AR

TERCE RGBT, Fa ks LU~ 4l .

FsS | ¥

1 EX |
2 TR
3 xR
4 i 4

422 B AR

B AR AT IR i ZEEAT L R B AR

THAEAZ L EREAT I N AR

AT A4 system-view, FEANRGME .

T4 sysname host-name, W'H W&o

WA AR AR AT 5 R T eh, TP AT URR 4l 5 22 50 S0 & 4 PR
BRAATES T, ZHHLENLA N Quidway.

R

=

4.2.3 1B R GHTH

N T PRAUER 28 B AR I Bl A, G 2 B BT R e Bt

E=ER
T ARIES oA & & W TAE, T EUMER S B RGN ). S5700 SR XA I il
-&E o
[ARETE
UTC (Universal Time Coordinated ) #5:@ J th38 B 4],
THAEAS HM L BT 40 R BT .
BRIESER
$B1 HIT2 clock datetime HH:MM:SS YYYY-MM-DD, & 2451 i 18] o
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L2 T2 clock timezone time-zone-name { add | minus } offset, B&'E FTAERIN X,

® add 47t UTC FrufEt [a) (R 5Eal EXG nda e M X g . B, 7ERGEEINK UTC I
X IEEAL b, b offser, #inl LAAS 3 time-zone-name P hRiR IR I X I [H] o

® minus {575 UTC FRuERT R A9FEAE Fuk Z45 @ M X mi . [, 7ERZEERIAN UTC
X SRR b, 92 offser, LRI AR E time-zone-name FT bR iR FI IS X IR TA] o

T3 PUT1r 4 clock daylight-saving-time time-zone-name one-year start-time start-date end-
time end-date offset &Y, clock daylight-saving-time time-zone-name repeating start-time
{ { first | second | third | fourth | last } weekday month | start-date } end-time { { first |
second | third | fourth | last } weekday month | end-date } offset [ start-year [ end-year 1],

HEAN.

O AR A, A T AR I TR AN ZS SRR TR S FU+ U A0 b+ 2
W B+ HIDUA R E D 3. BCETEE 2% clock daylight-saving-time iy

s

4.2.4 BRI A
TR 7 O G s ] SR B R sl WG B, AT DA S SR N B8 sk ) R A i
A
RIESHR
S HATHT 2 system-view, ARG
ST 2 PUT1r4 header login { information text | file file-name , B¢ &G 5% FIbp @l A,
S 3 AT 2 header shell { information fext | file file-name }, B& '8 58I JG AR EUCA

PRABUCASE T ISR RIS BEAT S SR UG UE UL SO IR A H L BN R 8 s i) — Bl
=)

ME R R BRI TR R B, A

B
425 K BWSHRAN

BT, A dk 0 ~ 3 GEAFNE, W S IR R AN B, 1T DA
AUHRTIE] 0 ~ 15 .

E=ER
R R R Akt A R S iy 00, an A gt BT S, R T
AATHE LR R B B i 4
® 01 Pt D IREFRINAAR
® 2 mAPRTEE 10 & 3 K TR 15 o
® 2~ 9 R 11 ~ 14 FIXLEm S H AP BE 1T, H ] DU 417 21X
SRR, DASEIRL R (RS AL 2L,
(1 s3mm
2BARAE) 10 &, 3 BIRAE] 15K, FRAFAKEIRETA, fAE—RMERHA.
THAEAS AL BEAT I A &
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P 5 e - i e

4 FEARRLE

RESR

$B1 HAT 2 system-view, N RGIE.

S 2 HAT1r4 command-privilege level rearrange, Tt $ETar4 1205,

R PR R EA N YRR 15 HH P GONREN, RESTRH P EE 15 ZH M
super %65, F i RS UEEPAT IS YONETE, SRRV IER N7, WE M.
RikFET “Y”7 , WAt Mgoiia HEMESRT, F2EE Console HH P Like T
H g0

T4 command-privilege level level view view-name command-key, B&'E 4 2.

command-privilege level iy % 1] LL—IXKF5E 2 55t S (command-key) W S HTAERN

KPS

BT 0 S AT RN ORI 2, — AT B8 P30 T T 5
s

4.3 BCE A PRIEARINE

P B SEASC B, AT ] 90

4.3.1 Bl EAT S
FEREAT F P S AT i B i T SRR P IO A . T B AR P ) 17 AT 45 R i v
%, BT MERGH S I EAT S .

4.3.2 P B o a4
H P AR DI 2 s o ag, T E 4.

4.3.3 Y - 25
P AR e 20 s ], T B N BEE I I 14
4.3.4 8iE /A

HI Py DS BB 10 11 4, B0 HL ™ S

431 BiREBES

FEREAT P A REAS AR E BT T AP Rr PR PR N PR TG B SR P PO T A 25 A0 o
oo B TP, VERIb S R AR S

[ FIRE
P AT DLBABAR 00N G 4 & sk BIAC L, BT AR E A A A . U B E AN E
W, DB s o Sy . Rk, TG E P T I U AR S
BT
FERCE P AR IR 2 0, TS bl M5
® TNl L ERIEE
HiRHES
FERCE P AR IR 2/, T A DL N Edh .
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T
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432 B BYVIHRAFAESMO<

P ARG U e B = SOn AT, 75 ERE 12,

HEER
W P DU RO () B 3 B S BIAC N UG, 7 BEUI B4 i 200 (A 47 33047 4
Y, AU NIERIZRI DI04 . %04 T EFERE
Zﬁ&&ﬁ
R A% simple £, AR LT XIRG AR E P, KBER BTG P 7T VA
BB FRE H RRRBL B, EREeFA. B, —&HELTF, MAEA cipher it
R, A4 F I E RS
Flot, 12/ cipher £ X E T A, REMZARE, FHFE/E, LbBEaREE
%
AR AT R (S

BREDE

FB1 HAT 2 system-view, ARG

FI2 AT 2 super password [ level user-level | { simple | cipher } password, L& V) H

4,

TR
4.3.3 {13 R 5

P BRI D) 20 = e, 7 B AN L) 114
EEEE

EAERZ WAL FIAT W FELE .
IRESE

FE1 HATH 2 super [ level |, VI3 H 20
P2 RIERGEER, WAV OA,

WERE A2 IR, R OIS R0 . I AESE =R AR 12, KRR e A
R PR FFEA B 20 -
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(1] ssmm

BOMKER B Feg A P it super AR HER N, RGAANKE rap 28, JHLRAER
A, eXBAGAIKT SRR, WGLEa &,

B
434 SEARSFHE
F e U B D4, Bie P S,
EEEsE
L8 H P i B I 2 TR & sy, A LB AR P e 1% L S, o] DU e
S
THAEAS AL ERAT I R AL & .
IRESE

FE1 PATH2 lock, BiEH ) A
T2 WRIFERG R, WMABBRBE D4, HMila4.

{Quidway> lock
Enter Password:
Confirm Password:

BUERIG, ROCKAUR A R B ABE.
BUE ST R, FHERA TSI, ARRBUER . LA TR,
BT

44 RTRRFEAREERER

IR RAGIANES BAMNA display 1742

FIH display fir % ] LSS RGUIRAAE B, WA he n] LA 4r 4 BLR JL2E:

® DURALINEAG SN display A4

® IR RAIBITIRAEN display #r 4

® IR RAIZWIE BN display fir 4

® IR EFMHEE(EEM display A4

A K& D@ﬂ%ﬂjﬁ LI display #p 231G 2 WAHKE T . T AN LG R REM
display 172> o

AT AL BT R TR

4.4.1 WoR RGN ERS R

M P aTUE R RGRA . RGN, EHERERD Ui E R B EE S

442 BRAZIBITIRE
F P AR T OIRE . Mardl K s 1T S .
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443 Lly AL \/JL-L/ Lﬁ{%‘l%\
M LV R R G2 W s R .

441 BTRAZRERR
FIPRTLUET RAR . RAEh. RUANE R A R

dbEL:l sy
O e R AL &
BRIESE
® T4 display version, B8 RGHA.
® HUTr 4 display clock , E/R RGN B
® T4 display saved-configuration, W NiE AN E(E .
® P74 display current-configuration, E N YHIACE S S .
e
442 RRARFREBETRS
M P AR PR OCRA . a1 AT il & 55 S
BEEER
CL e AT
BRIESE
$1 T2 display debugging [ interface interface-type interface-number | [ module-name 1,
BRI ORES.
P2 HATH 2 display this, T/ SHr KSR E .
R

143 WERFZZHER

MPATUER RS WS E .

36 B 4=
B 5&1I=| l%\

CIEFEANLE .

BRIESE
$E1 PUT1r4 display diagnostic-information [ file-name |, W78 RG22 Wi{E B

F%éﬁtﬂfﬂﬁﬂﬁﬂi Hs g my, T, FEKERZIER, HAHEMNE
dlsplay R %, RME—RIE S B4, XIS rLUTH display diagnostic-information
AT AT R GG SN BLR E AT E Bk .
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display diagnostic-information iy&—CPECER T 1T fir & o 0 £ o I AE &, A
G: display clock. display version. display cpu-usage. display interface. display
current-configuration. display saved-configuration. display history-command %%,
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5 H P E B

5 FHRETR

XTARE

F A8 AR S A 368 S5 I PR S

5.1 A B A
FP ST A P BRI S A R

5.2 i3k Console K& % S5700
A4t Console 18 5% S5700.

5.3 lid'& Console I/ Fm
fi & Console H /' JL1fT, SEILAE A M 4E P28 B b

5.4 BE VTY H 2 Lami
Bo'E VTY H ) S, S g4 a8 bl

5.5 EELH S

BB P H, PRFEAEH 7 RENS 22 2 AT H L

5.6 Fil B H s R

Bo'E P H, S A LA o, M P RE 104, S T R,

5.7 e & 2545
Wi P AN ) 5 2B A WAL s o BC B e B G 2 T R L I Y A R
B S PR AT
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oy Jeke
51 AP EEBE T
P TR e B AR

5.1.1 F P 3

F 7 541 UL (User Interface) J& S5700 $&4itH & s IG5 11— R4 I . £ B A P S #R
K, AT DLBCE AV BLTE TR D . R 52U R R 1 S5, St
S B BOUE A IGAIE S B AL L )

5.1.2 P 5AE
X832 S5700 I, RS0 BAR B c w6 b AT 36 AE AR UE RS 22 4=k .
51.1 AR & |

F P #4i UL (User Interface) #2& S5700 $EAH & sk IR 551 —FHAR ] o A B P S At
K, ATDARCE M E T LRSS A8H 70 N O FZ#EE NS4, SEEUT
B BB, IR E S AL ]

AR AmeyEs
S5700 SCHE A SIS IR 5-1 s

F5-1 ARRmER

R | B 15 AR

CON | iEHT M Console #Z1#E | CON E£on—Fhgk it 5 11, 4 EIA/TIA-232 b5
AT A B 5% HE, PEO2RA DCE. BN BiRf—A

Console #: 1,

VTY | &R T35 Telnet 8% SSH | VTY & —FhERIE L, FonBHEL&idk. 4 »
77 AT A H B P8 5% | & LA Telnets FTP 8% SSH 77 208 3% %1 S5700,
WAL T —4 VTY i&EH#.

RRAER %S
i P SR T AR P PR 5 T e AR i 5 R 455
o RIS

HES 2 5 S AERERP SRR - FH I (0 N A T 9T o AR 25 g X RERE i o T
M A b i) — A a4, AR R A

F P LI AR 5 R A “ P S8 8+ 95 7 o AR SRS R0 4n
- CON [PJAHXI 95 A consoleO
- VTY 45 FIAHX 95 70 08 viyOs vtyl. vty2. vty3 il vtyd
® NGy
S5700 & CON M1 VTY H 7 S sy mlde g 7 ME— Mok e >, 2 aldm s h
0y 34, oo v 38, I ERAE i g n] DABE SR I SRR
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HiC B 5 g - LA 5 S

® XSG RN 40T G 5 A RO AR
(7l P T AR ATX G 5 AN 20 G 5 2 T RO N5 2R G 5-1 BT o

& 5-1 55700 AR R EM RS
FH P G 22 A 5 Ay T R=

CON [ » consoleQ [w-meeb 0

vty0
viy1

VTY (e wty2 ST 36
wty3

PP—— 37

(| w4 el 3g

METRTELFE AR G5 FHZE 0 G Z AFAERS OGRS 4 5 console0
AR G 5 0 X6 NEAR[R] (0 ™ S, vty 1 A 35 560 M AR TR] AR P ST

(RRRTT
FE 85700 £, B P R&Esth T RAATEE R 0. 34 ~ 48,
5.1.2 i PI&IE
XFF28 53 85700 I P, R G0 AT BAR P IC & AT I0AE PAARAE R A 22 21

TR A5 S5700 I, RGN AT AR B AR S B, LI M Console 4% 1718 5% S5700 I
JC T H P I .

WRARYIVCE S, W& LK I Telnet 53085k, TRt E, FEXE
S P REATIRAE . R KA (-7 A REE Sk 2 S5700, JFREAT A e B AN 4 5

k.
RIt, 5 254E S5700 LRSS P, A H P B8 S VS 03, i s &
S PR,
MEBEFHA PR
Yo B P8 s 1 S5700 Ja SRAF RS RAUHIBR, v LLKE B S H P 3k 5-2 7%
I3
FT52EFHABLEE
BARER | BFik BAREEEXR
R P M Console % 3 i LA G, AT | WIRAKE S % H

ABR Jr Ja SRR .

Telnet /I /7 | MELKI I8 Telnet J7 & 5%, A2 | @IUIRIFE SR .
MR . 70 & i S5700 2 [A] 4357, Telnet 4% .
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R PRI ER

WIFE XA

RARER | BFR#ER A RBIERX

SSH i MR Il SSH 7 208 sk, A AR . | Ui g H .
LEF] P & Al 85700 2 )T SSH % 4% .

FTP H J~ MELUKM 3l IE FTP 5 06k, a2 | @Uur & H
LE P i Al S5700 2 a3 ST, FTP %4

H 1@t Telnet. SSH AT FTP 45 5 2G5k, AEsAF ISR s T8 s e T (e H - Sk
AR SE S [, S5700 SCRE[E-—F P RE RN SR 2 R S5 (R, 75 24 BRI
SH PR P00, e s v e 4k .

RYGSCHPAE L 1 Telnet F 3047 43 40 B

A RSk, PR R 16 A, FObRiRA 0 ~ 15, AUkl
PIEGoE

(1 ssmm
Yo B AR P AT A SR, BT P AR BRI A 0 ~ 3R, WAES,
FH 7 BT RE T 1) i 2 1 25 5 e 1 P AR 4 53 ke 5E

® U R ANEAIE S password $AiE, ¥ F] S5700 [ /7 g U5 R ) fir 4 2%
53] 1 B SR IS R FE P T 2 ) R S

o WUENHT R AAA KAF, B3] S5700 BT BT REV [l i e 220 i AAA Bt
A B R A AR e RO kg .

FP B e V7 1) (4 iy & A0 45 1 B AE L 900 (0 i A SAR T P G0 R i 2

flan. AR H ARG GO0 0 ~ 3 4%, oo 2 BT AT LAV R 20004 04 1.
2 %o 2o 3 B AT LLYG R T AT fir %

7E 85700 LAL'E TH G, RESXIHIE S AT B RAE. S5700 $24E T =GR
s WK 5-3 Piass

F5-3 B KAPHEIEAR

WA BRI

ANBAIE R P AT B N AR B, T LU S S5700. A7AE
(FONIIEeo 35

Password ¥64lF | B H S R EBRANZNE, BRHE 4, LIRS — e K2 aet,

AAA BiiF P R P A AR, S5700 MR A HB D E B H P S
SRHTIAE. HE—P0eE T 2a, TR TH eSS,

& F Tl i Console #: 1 Fl Telnet B3I .
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5.2 i§ 33 Console l:l'é' REF S5700

Al i Console 1E 5% S5700.

5.2.1 BT AT S
5.2.2 il Console 3% S5700

521 BIUBFES

[ FIRE
P 75 28 Console 118562 S5700, W 5-2 . KW, S5700 H Switch £7R.
5-2 1& 3T Console O F % S5700
U‘m—\ RS-232[1 ConsoleD@
PC Switch
[RARTY:
o S5700 R E A EE, FAAFEEEEMARE S5700, A A RE8idiE Console 7 A FK 3|
S5700.
BT
LEIE L Console %353 S5700 7, FHE5E8 L FES:
® FHA%ESE PC HLAT S5700
® S5700 IEH E3h
HiRES

oG
2 & 1T Console % FE S5700

dE = g
B = 1l=l G
et Console &AM BEIFIER, F/ 0] LAZE PC _Eiliit Windows R&ET Y “H8
H&u” 5 S5700 N IERE.
BRIETER
$®1 57E PC A BB A&
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Pie 45 F - S Al B

KEHE “TFUA > FLFF > WO > B> BAESH” SFORT, Windows AT SBSE

B2 Pk

WK 5-3 fiose AE “ARR7 SCRMER R BT ZER I A PR, IEFEEbR. )5 “ o

7 AL

5-3 @&

PR3 BCEIE R

BEANWIE 5-4 Prosii [ EER] ] @ HJE, R PC (BliC E 28 0m ) S Fr Al 1) s 1/
RN N R ARME R TR R R e FHL

-

5-4 EEIH DR E

S0 AR A
EF HE) ©):
XS E): oo ]
BEVESED () | |
R WD [
[ m= [ ®mm |
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$®4 KEHGSH
HEAWIE 5-5 Frosi [ @ bE 1 & 05, i%E 5-4 TR T B S S B RE .
(1 ssem

BHTH Windows BHE R b, B TRAGED SR  SBRIEH" Tk
RIS St

5-5 i 1B IE S IR E

CcoN1l Bt
mORE |
SRS @) | 9600 v|
B 0): |5 v|
HEtk @ (% v
BIHT ) [1 v
BEWEH O [T v
[(ERHABIE ® |
| = || e |
% 5-4 BIESH
S H{E
BEFMATEL CBRR RO 9600
AL 8
AR o
{Z1EAT 1
LAC ke /TR Ak D) o

S5 ARG, K SO > EE” SR, SENE 5-6 Fronir) [ EREM ] A
Mo JEFE “BE” A, 75 “Aimfi R FHAIRMERIERE “ i ” 5
“VT100” . By “HiE” Hlas mikE .
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W B 5 e - AR

EER | HE |

Theese, #7080 cwl BEATE
G} SEUREE (1) {:} Windows 2 0H)

Backspace RFEIE
(&) Ctrl+HC) O Del (D)) Ctrl4H, Space, Ctrl+H (H)

EROR ED

VT100 v [ HHREEG... |

Telnet 528K IDME): (VT100

FRLEPEATEI(B): 500
(] FEsarlr e A0 )

4

(AR D... | [ BEEW..

iE || B |

ML L S AP IREE R E 5, 4~ “Enter” #, JF#:H Bl<Quidway>#E/mfF, F#R%E
K3 S5700. B g Al Hm NS, Bl E U HE S5700.

B

5.3 Bit & Console F AR |

fic & Console FH ' FtiiT, SZILAEAHhZE AT bl o

5.3.1 &7 EARSS
FEHEAT Console FH /S FTC & BT T Af SRR MR A0 N IR0 L TC B L e () i AT 45 RN
Pe s, G TP, HER 5 R T4

5.3.2 i '& Console #2111 )&%
FH P AT PARC E Console 2 AL E 2 . W47 . WA 5 1B A B4

5.3.3 fit & Console 2 g 1k
P AT DAL & Console 2 1 H P B IS WriETh e i B S 10 o /A 5 DA g sE i 2 2%
X KN

5.3.4 BiEH P g
A a] DU E T T Console 48 1 &Sk L6 .

5.3.5 BB A P EIE T =
Rt AAA AHUIGAE . BFRLIGAF FAIE = Fh 7 .
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5.3.6 Ku Al & ah )
Console F /' SHHIBCE D 5, W ULEFR S - S G . WEEEAECE . A
HoHH P 9 R AR 26 FH P 5 N 2%

5.3.1 iR BEES

FEREAT Console HI )™ F 1 (¥ B B H 1 MR BLAF PR N IR  IC B e 1 (1 i A 25 AN AL
PR, AR T U A T e BT 5

I FAEREE

Y P EAEAR AT AN, FFEACE Console H /7 FHfI .
EES

TENCE Console F /7 SN2 |/, Fa E 58 LA N TS

® ML EHIFEBIER

® PC HL5AZ LI it 20 3 4
iR

TEBC'E Console F 7 S 2 1/, 5 22 ME£ LT 2ids

FsS | 8=

1 (L% Tpu i SNITE G/ W vy Wl Lot VAN € VA

2 Ve W WIS T 1 R S 1 AN i 2U NN
3 REDRKY Wt

4 Mg, g, B4

[ARETE
VAL 3R RSB, — R RE R ML E .
5.3.2 Bii & Console EAORE
A ] DUECE Console 2 0 BB HIH R . MBI RIGAT . 1= 1T FAEARAT

d6 B ==
=8 I=II§\

T AE 7 b 6 SR B A e WL EAT 40 T B BCE
BRIETER
FTEE1 PATIA system-view, FANRGAE .
L2 AT 2 user-interface console interface-number, IENH] 7 FHIHALE o
T3 (n[iE) T2 speed speed-value, 1 EALHIHR .
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5 B I T - S A

AL E, ALHE A 9600bit/s .

S$B4 (L) T2 flow-control { hardware | none | software }, ¥ & s 7.
A TESL T, A7 4 Nones

$E5 (v[ik) $T#4 parity { even | mark | none | odd | space }, B E KA.
BRETEN T, K574 None.

$B6 (nik) HATAr4 stopbits { 15|12}, BEEEILAL.
BATEOUN, EIEA Tbit.

$B’7 (k) HATH4 databits {5]6|7|8 ), BELIAL.

ALY, RN 8.
(RARTY

L F P i it Console 42 17 A K AR, ABARLR 0 Lk B B fe MGG HE 0 B AR —E,
T ] AR T B AR,

B

5.3.3 tii & Console & ix/E 1%

de
ExiER

RESR

w

.IJ:.E%]_
"‘:3%2
P&R3
PR4

HIPal EABE . Console 2 IR HI BN W DI RE . 2% 3w e (1) Sl s B S DA B I e i 2 22
DR

TEAE ] S ok R A LB BEAT i T C

AT system-view, HFEANRGALE.

AT A4 user-interface console interface-number , N FLHALE .
PAT A4 shell, J& 8225 -

AT A4 idle-timeout minutes [ seconds |, V& F /" HEIN WHZ D) fg
BRAATEOUT,  H P S W R N IS TR 2 10 234

1774 screen-length screen-length, &5 23 bt %5k bt s AT 4L
BRAATEDL T, 2 iy s AT ECY 24 17

h

AT T4 history-command max-size size-value, ¥ & [ 252G X KN,
ES N N DA T TVAE gt/ L U PPN AD/S I (VI PR Sl

—-Z5R

3

SE

N

T4 screen-length screen-length temporary W LLF5 & 2 b bt e (1) 1w B 2R AT 40

534 B EAPA awwez&

Al ARG E 8 i Console 422 &SI AL 5E 4 .
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Quidway S5700 F 41 LA M AZ el

P 5 e - i e

5 EH

ﬁ (=)
RESR

AR 30 8 SR (K AT B AT N G

PAT 4 system-view, HEAN RS

KR

AT T2 user privilege level level, B&'E H IR ELK .

user-interface console interface-number, BN SRR

RIS 2R i & B SE GO ATRS 2, BT HBE A FRT E L AR Y iy &
i SRS W& H) -

B

5.3.5 BELE A RPRIEA

BRIESTR

ARG AAA AHIAIE . B ABEUENIANKAIE = A7 2

AA AR
?}VT/E 4 system-view, ARG
PAT T4 user-interface console interface-number, i\ Console F /" FHHIFEE o
PAT 74 authentication-mode aaa, & )7 KE T X AAA KhiE.
AT 42 quit, JEH Console H F SR E
PAT T4 aaa, BEA AAA HLEL

HAT T2 local-user user-name password { simple | cipher } password, &AM
F P 24 F b

o UEEDIIE

1
2
3.
4

PATAT A system-view, FEARGHE.
HUT T4 user-interface console interface-number, N Console H /= FTHIALIE o
AT 4 authentication-mode password, 1% & H F 5k 7 2O AL 5GHIE

HUT 4 set authentication password { cipher | simple ! password, &
password JiiE ¥ 114

® UE AR K

1.
2.
3.

LR

BT 4 systemeview, BEARGHI.
A7 4 user-interface console interface-number, A Console i/ S .
AT 7T % authentication-mode none, BE /5617 2 ANBKHIE .

53.6 REBARLBESR

Console 1| /" I E S s, vl LA 2R S AEHIE B DR eI E . A
Mo P SR FIAE L ] 7 4 N 2%

SCRYRRAS 03 (2011-01-30)
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W 5 R - A

HI R

BRIESTER

V58 H Console H P F 1 1 A7 L 2 o

® il display users [ all ]y 4 {27 ]~ S A A5 B .

® {{iH] display user-interface console ui-number! [ summary ]2 2o~ F P S 4 21
JE PRI

® {{iH display local-user iy & &G A M F 413K .
® fii[f] display access-user iy > £ A ELLH P o

TR

54FE VIY ARRTE

FCE VTY JI St SEIAE AR e A8 e o

5.4.1 BTG EATSS
FEREAT VTY P FH R e B0 1 s P R S PRGBS A i A 55 A A
R, B TP, S L AT S

5.4.2 BOE VTY HIJ™ Frim i) dseo KA 4k
F Py ARG E [F) I 8 s B A LI VTY 2878 Y = 5 i) e R A4

543 (Afik) Ho s e N H PR
P AT DARCE VTY J87H P i e N7 H FR 4

544 BLE VTY & @1k

HPATDACE VTY 8 A H P WriE T Re . 2 b5 0 K DA D7 S22 2%
X RN

5.4.5 BB H P 6AE 5 5

R AAA AHIEGIE . BRI UE FIANEIE = Fh 77 o

5.4.6 ko B O A AR
VTY M SR E & a, T L B S A5 S VTY BT~ S i
KAy B Jeg AT 55 A

541 EiIREES

Bz A EREE

HEES

JEHEAT VY JHL ST O AT ARICAS e PR 55 T S i 0 55
Motk ATONFHOE. M oE R AT S

] T N E A B Telnet 5 SSH G ACHMLN, T ZERCE VTY HIJ AUl

FERCE VTY R FHEZ R, #7258l RS
® THHL EHIFRBIEH
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Quidway S5700 F 41 LA M AZ el
HiC B R B - LA 5 S

® PCHLSGAMHLERIEH

HiREE

FERCE VTY U A2 iy, 5 ke LU Bodfs .

Fs | 8

1 VTY SR P FEH B KA

2 CRIE) X VTY 8RB IR BEAT BRI ACL 5

3 Ly 1 AR N B TR IR TR) L 2 0 e e ) — e A A0 g 52 i - G i XK/
4 HP e, s, 04

542 B E VTY AR R mam AN
H 70T DURC & R  B s BIZZ He L VTY 2888 1 7 S i) de N2

VAR 3 S B A AL _E AT R R C

$BE1 HAT2 system-view, N RGIE.
S 2 HATHT 2 user-interface maximum-vty number, WHC'E 7 LLA] N & B A HAHLI VTY 2K
TR SR 1 e KA
(0] ssem
HEE VIY AP FERANEA 00, EAR P (LERER P ) HMEEEII] M.
WIRERCE R VTY H P O s KEUN T 4ar s R8s, AR EHERE.

UR B E ) VTY )7 45 D ds K BCR R i (R R, it 2B s n ik
P BC B IRy AN E S DU T AL 12 1 R Gk A AT SR E

Bt MET VR Z 5 A VTY HI RN AL, DUAERCE D SEVF 15 4> VTY H 7 R
2, M4 VIY FH) 80 5 ~ 14 3 752 1% f authentication-mode #1 set authentication
password iy 2t B 5k 7 A, BlE R

<Quidway> system—view

[Quidway] user—interface maximum-vty 15

[Quidway] user—interface vty 5 14

[Quidway-ui-vty5-14] authentication-mode password
[Quidway-ui-vty5-14] set authentication password cipher huawei

TR

5.4.3 (A[ik) ECEMENEDS PRI
HP ] DUBC S VTY 28 H 7 5 e N R B )

SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 5-13
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VAR o SRk B A el AT I R IR

PAT 4 system-view, HEANRGAIE.
PUIT 4 user-interface [ ui-type | first-ui-number [ last-ui-number |, HENH P S E

AT 4 acl acl-number { inbound | outbound }, FCE VTY ZEHH - S FIIE AR H FR
il

it EEPRAAC A Bk sl i B P 6 Sk BIAZHALIN, ] inbound; 45 Z G 24
ORI R B EAHALN, A outbound.

G

N

544 B8 VTY &igB 14

68 (=
H>X Ell%\

RESR

$E1
$E2
$E3
P4

w

v

$IES5

%6

IR ATEABC . VTY 42 1A P I WE Dh g L 20 B K s A B DAL g S iy - 22 o
DXIRIR N o

FEAZHHL_EEAT I N &

PAT 4 system-view, HEAN RS

P AT 4 user-interface vty numberl [ number2 ], HEN VTY H P S

PAT A4 shell, JHH] VTY ZiiifiiRss

BT 4 idle-timeout minutes [ seconds |, V& & i Wi Thag

AT T4 screen-length screen-length, & 2 i bt %5 bt Wos AT 50

BRAATEGL T, 2t Bos ATECN 24 17

AT T4 screen-length screen-length temporary 1] UL i £ Ui 5 e I I 2 7~ 4T3
T4 history-command max-size size-value, V& &[] 222X KN,
s

5.4.5 BELE R PRIEA RN

e B 4=
B >R l=|l§\

ARG AAA AHURAIE B A5 UENIANKAIE =7 2

ACHHLFL AL =R IAIE Ty 5
® AAARIE: EBCEM S AANE.
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® HILIGUE (password): AT EEWEM 4, H—E@ BERCE S, S N s
Console & RATHH Lo

® AIBIE (none) : AFEWE T AMEM, FRATHHUNBALITRAE.

BRIESER
o IE AAA Bk
1. PUTM4 system-view, HEANRFHLIK .
2. AT user-interface vty numberl [ number2 |, HEN VTY F P FmiALE .
3.  PATAT4 authentication-mode aaa, WE IR ) AAA K.
4. PATAEL quit, B VTY HI SHHALEL
5. PUTAA aaa, HEA AAA L.
6. HATHT2 local-user user-name password { simple | cipher } password, FCE A
H 7 24 RV R
® P E ML
1. $ATH4 system-view, HENRGIE.
2. PUT 4 user-interface vty numberl [ number2 |, Bt VTY H 7 StiALE .
3. U714 authentication-mode password, ¥ & ] I UE 7 2Ok B IGAIE
4.  HATr4 set authentication password { cipher | simple } password, W& %MK
ERT A4
® WE AN EIIE
1. PUTM4 system-view, HEARFHLIK .
2. ATHr4 user-interface vty numberl [ number2 ], HEN VTY 7 FHALE
3. #4774 authentication-mode none, ¥ & H 50k 7 XY ANKIE
R
5.4.6 IR BEELR
VTY M7 SR E ) 5 TH%E?UF@F%EE’J@%V < VTY EBYFH p 5 i ) fe
KA T ) B e P 5 2
(IR 35
CLoe s VTY H P A A L .
BRIETR

® fiiff] display users [ all [dy 47 F 1]~ S 4 H {5 B
i display user-interface maximum-vty iy 225 VTY %’ém FH = 1 1 e KA

® fiif] display user-interface [ [ ui-type | ui-numberl | ui-number | [ summary |y 2 23 75
FH P S ) B R

R

5.5 EEFARASAR

FCE M B, DRAEEREIT P RENS 22 208 BT b L
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5.5.1 Z ST E IR
FEREATAE B P SR A BCE R T AR T i N R AR L IO AR A R AT A5 R B U
%, TBITRE . MERGHL e I EAT S .

5.5.2 KAk B H e S St

FH P a] DU o e B S B0 AE B 7 ST A A% 3 0
5.5.3 FEERELH

FH ] DUE PG B S R PR e e ) .

5.5.4 KA 45 R
EELH P A E TG, wl CAEE R P S A A R

5.5.1 BiEBNE

Bz R

AEES

kS

5.5.2 &%

=36 B =
B>X l:ll%\

BRIESTER

Sk

FEIEAT S R G 00 A ISC B AR R P P S PR3 B B R P PR T A 25 A0 o
o AP, VER S R AR5

N T ORUE AR L BEAS 22 4 BEACHBL, T LAAE L S ) AR B i BRR 2 I
A

~J o

FEEHH S|, T SE A M55
& THHLERIFIEREE)
® PCHLGAMHLIERIENR

TR P SR A, 5 EEEA DU Bl
FsS | &iE

1 H P S SR AR

2 FURIE I B A

BEHERRRE
PP T UL B ST T R 0 .

FEAZ ML EREAT I N

B®’1 U714 send { all | ui-type ui-number | ui-numberl }, T EAEH G AL
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Quidway S5700 R 41 LLK AL AL
B B i e - A

5 H P E B

T2 WERGR, MAZESENER. M “Cul Z2” sRIFIZ 45 A A

s
5.5.3 ;5MRELHA R
FH P AT DL o e s Bre e MTEL ) .
E=ER
LEAT ML BT 40 IS
BIES

T 1 HATH 2 free user-interface { ui-number | ui-type ui-numberl }, WHERAELH .
P2 W RGN, e mERIEC L.
R
554 (B BLLER
EELH P S AL E R G, v LA B P S A A S

GIE= G
L A P SR 0 BT R

RIESR
® i} display users [ all J#ir 4 {27 - S A (G B .
i

5.6 i EFAREE

PCE B E, SEBUOARCHALENE AT, A B D4, XL BT B

5.6.1 BT E A4S

FEIEAT P 4 BRAC C B 00 1 AP s M AR P B L G S P P i A 55 A T 6

AR AR S I AT 55

5.6.2 T E KR ;77 X
ARG AAA ARHBIGAE H A5 UEMIANKIE =y 3

5.6.3 it & Password Jy zUH T4
F AT PABC & S0 I UE 1 14, PLAH el i o 7 2.

5.6.4 Bt & AAA J7 X P 44 R
F P AT ARG E AAA ASHBIGF A 114, DL B SC el a5 e 1 8o 77 2.

5.6.5 BB B AL
FH 0] DUBC B G s A e LI KO ANEIE 7 2

5.6.6 BLE M/ L)

SCRYRAS 03 (2011-01-30) Sl A RS B
WAL T A © M BARAT B2 )

5-17



Quidway S5700 41| LA M AZ e 4l
5 g Wi B 5 R - A

M BUBE B 64

5.6.7 f A fic B 45 L
%F PEMCE D)5, TR P S A S B A P SR RN Ze ] 7 455

g_,\ o

5.6.1 EiIFLBEES

FEREAT HLP A BN RO B AT T AR DR PR A S AT TG B SRR P 0 T A 55 R i e 2
BRI HER 58 B BAT 5

[z FAIREE
MECE T SR AR TP bk S, AT P AT Telnet 2% 2138 #1471,
AL N PPP BV M N4, B8N T A4 th. hBRIX PG, T A
HLEVEE 7, s 04, S 3 T #.,

EES
ERCEH P 20T, FESERLL R A%
o  THHMLLHIFIER EE)
® PCHLSAZWHIERE EH

BiE S

TERCE P 2 i, A% DL R i
FS | &

1 e 7

2 M2 F 01 %

3 F A 5 2%

562 BEEWIEAPHAR
RYHLHE AAA AT . BT FR AT 7

H46 B /=
H>= nl%\

VAR o o 2 Sk (AL B AT T A C B

BRIETR
FE1 PAT 2 system-view, FEANRGALE.
T2 PUTHr 4 user-interface [ ui-type | first-ui-number [ last-ui-number |, HENH 7 S
$I® 3 HIT1r2 authentication-mode { aaa | password | none }, & & H /7 46E 720,

TR
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5.6.3 ft & Password ARAIO%S
ARl DU E S5 88 F K 1 4, PASIR Sl 3 S i B on T 2

VEAE ™ o 7 G SR (R AL B AT 0T RO C

$BE1 P72 system-view, N RGIE.
T2 HATH 2 user-interface [ ui-type | first-ui-number [ last-ui-number |, BENFH 7 FHHALE
$IE 3 AT 4 authentication-mode password, ¥¢'E M P KA 74 Password HiiiE

$IE4 U iT14 set authentication password { cipher | simple } password, ¥ & %Y 125
BESSE 1 a m RS

(1 ssem

RIRAEKIA GG I IE 7 X2 B AR HE
— R
5.6.4 Bi B AAA AR P BINE

HIP T DARE S AAA AR GER) 14, DL SCalas SO s 7y 2.
VEAE ™ o 7 G SR AL B AT 0T AR BC

$B1 HATH 2 system-view, N RGAIE.

T2 PUTHr 2 user-interface [ ui-type | first-ui-number [ last-ui-number |, HENH 7 SR
fiT% authentication-mode aaa, &7 KET X AAA KiilE.

B4 PATAL quit, R[ERGE

T 6 AT local-user user-name password { simple | cipher } password, BCL'&E AL 42 F0
AN
B

5.6.5 BL BB FAWIIE
FH P A DA B 8 S A B ML) 7 28 ANEGE 77 2K
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Quidway S5700 41 LA M AZ e 4l
5 R W 5 R - A

==
A TE

REA R XA RIIE, 25— 22 P,

AR 30 e 2SR N AL B AT A B (K

RIESR
FB1 HAT 2 system-view, ARG
T2 HAT 2 user-interface [ ui-type | first-ui-number [ last-ui-number |, BEANF 7 FHIALE

S 3 F4T1r4 authentication-mode none, [t 'E [ J' & FAK AL .
(11 +mm

® o R FeE 49I0IE S XA KA RISIER password BiE, WA P AR R 455 AT 17 B 69 642K
A B PR 4R S B

® WwERAEEMIKIESXEZA P LAl WA PFAREGEE RGeS 3 G A 2 ek
B,
4R
5.6.6 & H REILER
IR R 8
E=ER

HARUEZ W (Quidway S5700 41 LK RIACHAL Bo B -2 42) .

567 B ELER
P& NS 5, w] LA R 2 S ffd A B A P R FIELe H P 485
S|

B4
Oy H P S B T Bl E .
BRIEDE
® f{i}{] display users [ all Jfiy% %= H = S 048 A B
® {{i[f] display local-user iy % 2 G AL J1 41 3& .
® fiH display access-user iy 2> A A ELH o
%W
5-20 LA RS B SCRRRCA 03 (2011-01-30)
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Quidway S5700 F 41 LA M AZ el

B fEr - S & 5 H P E B
5.7 tic & 25451
Bt & P T AN [F) 7 S A WAL s . BB P R T R L B R IR
fic B L
BE=ER

=
A =

AT & —ANFadh =/ éﬁaﬁfwwuﬁ%—%ﬁ, LATH P VIY0, st &#ATHmAeRAy
2 VA L8y B B A aRAE, H AT VAR i b XA R AT MR BLE .

5.7.1 Bl & H il Password g 208 S AS L~ 45
Bo & I8 ik Password ﬁﬁyv‘%ﬁci‘ﬁ%mﬁ’]TW AR, JEEEE VTYO L.
IR 7 SR IBT R IE R I TR], SEBRAE B Password 7 28 S A bl

5.7.2 BB FaE s AAA 7 B SRS Bl L 4]
BB L AAA J7 B FA NI ™. fEAREIT, WHCE VIYO RS Wit
TEBRIAI [A] LA KT A HO ] P I N B DD W OGS A, SEIAE FH AAA 7 2B SRS M L

5.7.1 Bt & A P i@ id Password 75\ E KA AL~ 51

Bo &I ik Password J7 G A AL -] . AR F, W BLCE VTYO AL SE
BOAE g AW TR IE R ], SEBAEH Password 5 UG Sk AT H#A L

HARTER
PC HLI) COM H5AZH#HLEY Console FIAHIE
FCE VTYO IIPLSEH A 2, XN VTYO F 11 AT password KiilE, 178 s i 2
BINI14 “huawei” o
BT, AR P 30 r A ASHNLIEAT B A, RIS AE LI i
BLE BB
SR FH T R SR T 6 SR AT AL
1L MEAH P EOWE, BCE VIYO IR N 2.
2. PCE W SCIG RN T R R IS A
iz
o TE UG B, TR LT A
o IiF Y
® IR I A
SRR 03 (2011-01-30) LA MRERE R 5-21
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RESR

$T1 FE VTYO BIL5EL%H 2.

Ao &

{Quidway> system—view
[Quidway] user—interface vty0
[Quidway-ui-vty0] user privilege level 2

TAC PO S0 AT R DRI 32 42 1) I T

[Quidway—ui-vty0] authentication-mode password
[Quidway—ui-vty0] set authentication password simple huawei
[Quidway-ui-vty0] idle-timeout 30

BT

#

sysname Quidway

#

aaa

authentication—scheme default
#

authorization—scheme default
#

accounting—scheme default

#

domain default
#
user—interface vty 0

user privilege level 2

set authentication password simple huawei
idle—timeout 30
#
return

572 e B P AAA FRNERZIGHLRE

ELEE

BB R

6703 )

fe B AAA 7 AOESKATHALF RG] . ZEAIREIF, WEECE VIYO L gk. Wit
TEZ RIS IA] DL ST FF A 2 i PN B DD W DS 34, SEBE ] AAA J7 508 SRR kLo

PC HLI¥) COM 1542 #:HL1¥) Console IHIAHI%E .

BeE VTYO LS R 2, XTI VTYO S 3t AAA 5E, 5 i 75 25m
ANHT 4 “huawei” , 25 “huawei” .

G, MR 30 B ASHN AT BeAl, R W S AT BRI

SR 1Y JED B P P S A e L

1 AR P EORE, BE VTYO ek 2 FWFIER ).
2. BN AAAYLK, BCEM AL B SR
3. 1E AAA BB AT ITASHLA] ™ (0 P B DT T 5% o

N SEIRIERCE B, AR 1 -

5-22

MRy LA LR B A I SRR A 03 (2011-01-30)
JRAUITA © g BARA A H



Quidway S5700 R 41 LLK AL AL
B B i e - A 5 S

® USRI E ] AL A Y
® I IFIE 1IN ]

RMESR
SWL AN LICE VIYO PGS0 2, I aaa, WiTFEEBET ) 30 5360

<Quidway> system—view

[Quidway] user—interface vty0
[Quidway-ui-vty0] user privilege level 2
[Quidway-ui-vty0] authentication—mode aaa
[Quidway-ui-vty0] idle-timeout 30
[Quidway-ui-vty0] quit

SEB2 EH A WA S
[Quidway] aaa

[Quidway—aaa] local-user huawei password cipher huawei
[Quidway—aaa] local-user huawei privilege level 2

—HETR

o & 3

#

sysname Quidway
#
aaa

local-user huawei password cipher N C55QK< =/Q="Q MAF4<1!!
local-user huawei privilege level 2
#

authorization—scheme default

#

accounting—scheme default

#

domain default
#
user—interface vty 0
authentication—mode aaa

user privilege level 2

idle—timeout 30

#
return
SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 5-23
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6 BEENHRS

XTARE

NBT ARG RIEAEAR, AR SO, S H SRR B R R I T T .
6.1 LR i

A B A R A IS

6.2 EHLAAAE R &

e AA A & 1 71

6.3 B H 5%

] DL H SR AR A s SO A

6.4 P4

Al PLE SO, BT AR . WIBR. Eav AR,
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Quidway S5700 41 LA M AZ e 4l
6 I ARG W 5 R - A

6.1 XHRGFEE I

i B S R G o

A
A RGEFERS AT IS HSR I, IR s o Rge, Gl kR, &
M SEASCIERTH 3, USSR SO N 2
ARG LI IIRE: BB S B BEORAE AR B A T B SO
FiEsE
AR A 18 FH T Al s i A
S5700 H {3 #1471 %k Flash Memory o
Xt
AR RS R, TS AT B — LA
BX

H S — MR A SO R S AT AL L], H SO SCPFZ B A

6.2 EBFMIZE

I 4k Al B 1T i

6.2.1 L BLEARSS
i L 85700 fAE KU, AT LI A7 fif e & AT A% A

6.2.2 (n[ik) #EAEAE R &
B AL 2V A7 A P I T A SO R H %

6.21 BiIMBETS
T EEZ S5700 {5 B, ] UK AA g v 2 AT R =04k

BT
ERCE B HAA AW S 0T, T 5 PL M LS
®  S5700 ZAE5E I N A B 1w
® Zpumnl LAUEskF S5700 1
HiRES
CERC B FEAP G W A 0T, T RS DL Bidi o
6-2 Sy LA TR (5 S SCRSRRAS 03 (2011-01-30)
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Quidway S5700 F 41 LA M AZ el
HiC B 5 B - LA 6 EH ARG

Fs £ 677
1 BRI AR

6.2.2 (A[iE) AU FHEEE

A% AT 2B Al AT SO EAT H 3K

E=ER
(1 smm
AT format flash: 44/, S5700 275 % Flash A% PP A XA B &, FARTIRE, iHiE
B4 A 4|
RIES B
HIB 1 P MIE FHAT format flash: 772, & AR %
—-ZEW
6.3 EEBEFE
A DL L B H A K SO o AT
6.3.1 FA A5
EEHH SRR, SR EATSAEPRE S, A0 TP, v e S T0UE P A e &
1155
6.3.2 TF MAT TAEH 3%
MBS TR H S S B, T DA T A A T TAE H s R .
6.3.3 B T H %
T AR BRI H ST S, AT RAMEAT AR 2 H S R
6.3.4 o H o SR B
MTEEAER - HF Az = FIOSCHnr, vl LT o H s -5 B4 .
6.3.5 QI H =%
AR H A, AT T H SRR, AR e G BEAS dR i H R B
H.
6.3.6 MMBx H =%
MR H SR, AT A TN H SRR
6.3.1 BB BT
EEFLHRZ AT, SEAT AT BHERES, AT, MEmfh o s I8 e id &
1155 .
N IR
AR i S RS A wi AT SO, T AL SO RGN H ST
SCRSRRAS 03 (2011-01-30) Ly IR P I Y 6-3
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6 EI ARG Wi B 5 R - A

HIEES
(MR SO RGO AT REZ 1T, T 2E5E A F AT 5
® AL e I B IEH
®  LUIEHhE A S H

HiEHEE

(ERL BT H S IEA T A A, A DL e

RS | %

1

AR H %4
TR I H 5 4

2

6.32 EFHITIEAR

TR TR R H SR AU RN, AT BT i AR H R A

EEESE
THAEAS AL EEAT I P .
ISR
$B1 PUT2 pwd, Bike LB MATETALR H 3%
B
6.3.3 T YHETHZF
A S BB S A, T LT SO Y i S R
EEEE
TEAEA AL FAT I P E
IRIESE

T PAT2 ed directory, 578 HTFTALT H 3% .
T2 HATH 2D pwd, &FMATHTAAN H .

TR

6.34 EERIXHER

it EEE R R MAZ H SRRSO, T AT SR H SR sOCHE R

)
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TFTP (Trivial File Transfer Protocol) & —Fiiaj B e A4 AL sl o

5 FTP ML, TFTP ANHEARE Z4HIA8 B AR D RAEE S, & TR HIARS 42
AT R A B S Bln, RSN TFTP KRS N AFHLE .

TETP Wil 7F UDP JEAl Sz,

TETP Phil A& % Ak o 4 2 N ORI, i 7 i) TETP g% a4 A& i
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8.2.6 BLEARSFABE RIFNER

P T ABCE FTP HI S B07 sSORRA H =%, PRE 24t TERR T REANGE DT 7]
FEEEH %

=6 B 4=
=8 Ell%\

THAEVE N FTP R4S 25 S Hed L - AT a0 F L & .

RIESHR
S HATHT 2 system-view, N RGAIE.
SE2 (%) HATHTS set default ftp-directory directory, Ft'E FTP )7 AUEE TAEH 3.
(10 isem
% B R4t TACACS A P A1 3%,
$E3 JUT@ 4 aaa, A AAA WAL
S 4 HAT1r2 local-user user-name service-type ftp, Ft'E FTP R4,

PS5 AT 2 local-user user-name ftp-directory directory, FLE FTP H IR H % .

7
8.2.7 BB B R

SEHHLIE Jy FTP [R5 IR B I, o LA EEA 5] FTP IS5 38 IR AR S B
[t FTP JH P 5 B4 P12

AR &Y
e AN AE R FTP RS o8 0 T A3 e
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W 5 R - A

El=3 =
=] §§%1E5:u»

E5 B

® fiif] display [ ipv6 ] ftp-server 772 £ A FTP g 55 2% AL E AVRS(E B .
® fii[f] display ftp-users iy £1 & 5 3% K FTP H 15 B o

Bl & FTP R4S 285256, ATAr4 display [ ipv6 | ftp-server, 1] LAE # FTP IR 455 2% IF4E
Z1T.

{Quidway> display ftp—server
FTP server is running

Max user number 5
User count 0
Timeout value(in minute) 30
Listening Port 1080
Acl number 0

PAT A4 display ftp-users, 1 LLUERIYAIECE M FTP A 4. w5, AH
SKEEE R
{Quidway> display ftp-users

username host port idle topdir
z11 100. 2. 150. 226 1383 3 flash:

8.3 FL & FTP ifj o) H#l%E

M E FTP Ui I3 HI81R, S SRV 52 R 2 ) b 6o B AL

8.3.1 VL EATS
FERHAT FTP Uy ¥ 51 (R & AT T MELCR R PE RO N A . C B SRR I 1R B AT 45 A EL
PEUESS, AU TP, R e R B A5

8.3.2 ffifiE FTP k45 %%
FTP RS 28 Ba 15 00 R oS, 4] FTP ThRE 2 Hide 2 1 Jefiifie FTP RS 2.

8.3.3 ML B AL A ) I 45 il 3
M P ar ARG E ACL FU . A FH R A B, AE R s L ACL B 45 B

8.3.4 lit'E FTP FLASy ] #2551 %
FH Al DUBCE FTP SEASTT [l a5 46 .

8.3.5 fu A fic B 4t R
FTP i #2515 R A G A )G, nfUAEE R FTP RS 4 Il & AR AR S &K FTP
e BN 2.

8.3.1 B EBMTSE

FEREAT FTP Ui 42 51 R ARG E AT T AR SLRF PR R ARG 0 e P P i A 55 AN
e, AT TP AERIHL T R BAT S5

I R
A HN U FTP IS5 asit, Jydemzeaxtl, v LU A & ACL seBLUR sevri AL VLT
AT S 7 1) e 55455 o
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LB r - S & 8 FTP Al TFTP

MEESE
TENCE FTP Vi W51 R 2 0, f5 258 il LA R AT
® ML LR SE I L H B
® K PumMIEN FTP MR 554% A AL bl ik o

MR
ERCE FTP U M IR 2 Ay, e B DL 5 .
Fs | #rE
1 Ui ) #5151 % 5
8.3.2 {HRE FTP PR
FTP R 4458 50 R o<, R FTP ThRs 2 Bl B sl e FTP R4S 4%,
EEEE
VELEAE K FTP 55 ae AS L Eab T an R Iid & .
IRES B

F$IE1 AT 4 system-view, ARG .
$E2 Hri4 ftp [ ipv6 | server enable, 55} FTP 45 %%

R

8.3.3 BLEE iA1= H]5|3R

AR LARC S ACL AU A FUSHaEAE L, 124 € L ACL B 4% R

BRiER
VEAEAE N FTP 45 B A2 bl L MEAT I F (AL
RESR

$BE1 HATHT 2 system-view, N RGAIE.
H 2 HAT A acl acl-number, N ACL YLK,

SBT3 PUTH 2 rule [ rule-id | { deny | permit } [ fragment | logging | source { source-address
source-wildcard | any } | time-range time-name | *, W& ACL M.

(1 sem
FTP R L H A7 P49 &
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8 FTP Al TFTP fic B fer-JEnlie &

8.3.4 B & FTP BEAifeiEHIFER
FH P a] ARG B FTP LA ) 3% 5141 26

db6 B /=
B 5?11leu»
WEAE R FTP R4S A AC L Edb T R RC & .
BRIESE
%1 PAT 4 system-view, HEANRGAIE.

=1
$B2 4762 ftp [ipv6 | acl acl-number, BB FTP FEAVT A #H171 % .

—%R
8.3.5 iR EECELR
FTP Ui 3 HI7R M & ) e, LA 2] FTP 4548 e & AR S B Bk FTP
MR RSN
AR &4
CL5E R FTP 1 il 8 1l 51 26 (1) B A7 i
BRIETR
® fiiH display [ ipv6 ] ftp-server 7T 2> £ FTP g 55 2% HIHCE ARSE B .
—45R
5B

B & FTP R4S 2855, ATH4 display [ ipv6 | ftp-server, 1] LI % FTP JEA jr) 4%
A 2345,

{Quidway> display ftp—server
FTP server is running

Max user number 5
User count 0
Timeout value(in minute) 30
Listening Port 1080
Acl number 2345

8.4 BLE X IRHIEA FTP B P im

B B AT HALAE K FTP % i, Bk FTP JlR454s .

8.4.1 {7 BALSS
LERATAZ M UNE Ay FTP %57 i T R0 T At v e N P PR L T W e P PR i BT 55
FIEHEHES, B HERf M 5 i BAT 55 o

8.4.2 &5 FTP M55 4%
P ALEIA FTP ALK, FH P340 DL 5% FTP ARk45 2%

8.4.3 BL & AL /5 =
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P 5 e - i e

8 FTP Il TFTP

FH Pl ARG A i ) SCPF ) et R AR S iy 5

8.4.4 7 FTP i 2 IAE L #5B)
F v LAFE FTP & i AR R A2 F FTP my &2 AEZ T B .

8.4.5 AL, NHE
F P aT DOB A Hs () SO DA B FE FTP ARSS 2%, Wl LA FTP R4S 8% NSk I ARAf
FEAR

8.4.6 F I H %
P T DUFE FTP R4S 78 LREAT 0. MBS H 8558 BLERAE

8.4.7 FHIAF

Pl PUE R FTP IR 454 b fe e im e H Sl SCrfs &, s ER FTP k45 2% b r4R
JE S

8.4.8 M G

F T DU SO /8 s, FOBE T8 3¢ FTP JIkgs- 4 .

8.4.9 WiJT FTP 4%
FH P a] LA S RS s 3%z, JHIB RIS ML R sk FTP ALK .

8.4.10 Ky &xlic & 45 1
THHE S FTP & um e &N f5, 7T A& E 2] FTP A4 L E FURAS(E B &%
1 FTP H 5 BSE N 2.

841 EIMEMTSE

FEREATACHMAE N FTP 207 i HONC BT 1 AR VR AN IR IC B s M O B 55
EEAE S, AT BT PR VRS e R C B 55

Nz IR
AfARC B AZHHLAE A FTP &/ g, ARG WA HRALE 5 3] FTP IRSS4%, T WAk sC
. EBERSS w H AR
EES
FERCEACEAUE K FTP & i 2 /Y, W7 2 5e il BA T4
® AR SE It L HH B IE
®  THHLG RS AR AT
B S
L B E AT M IAE N FTP %7 0, 5 B UE#% DU 5«
FS | 8iFE
1 FTP AR5 281 W44 5k 1P il
2 FEST FTP JEFAS H W 11
3 FTP Wil 4
4 ASHb ) SO 44 R A FTP IRSs 2% B SCi 44
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8 FTP Al TFTP fic B fer-JEnlie &
FE | HiE
5 TCFE FTP 4528 B TAEMAR 44 . FTP 2 i A M TAE 42 8 F FTP ik
%4 H x4
6 RN B 7 48

8.4.2 %5 FTP BR&

PR FTP AR, H 4 n] LUE S FTP IR 4%
EEER

T AEAE A& i B AS L _E AT a0 R A .

EARFEFIME T, 5 FTP RS as i i3 7 A FH .
RS

® IR SS A [P MuHESR AN, HEAT AR R AR
- JR55 A A2 1Pv4 Hudik.

- HPRETE, @525 FTP RS 4% 1iEHe.
AT 4 ftp [ host [ port-number | [ public-net | vpn-instance vpn-instance-
name), 5 FTP JR5-as i rididi.

- FTP BN, #3rty FTP 55 & L.
L. $drdns fip, FEA FTP ALK
2. T4 open host[ port-number ] [ public-net | vpn-instance vpn-instance-

name ), 5 FTP JIRS-as @ #.
(RARTY
JEBF FTP IR%-35 20, T vAhAT4 4> set net-manager vpn-instance, X & 2kik#) VPN

EA), PATIEZHAE, 4T FTP AR BT 8 49 VPN 52 45) B ] P fie. B 69 2N VPN 52
.,

- JRS5 ARt IPve ikl
- HPRETS, @35 FTP s #s 1k,
AT A4 ftp ipv6 host [ port-number |, 5 FTP JR45#% i 7%z
- FTP ML, #3715 FTP JRds s itk
1. $Aréd ftp, PEA FTP #IK .
2. PUTH4 open ipv6 host [ port-number |, 5 FTP R4S 4%t i+
R

8.4.3 BLE X HEHAN

JH PRI G B A i 1) S 0 K S R SC Ay 5

ERER
T EAE R % P i B A e L BT 4 R
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BRIEDER
S 1 AR RS 2e i 1P Mol 2R AR ], EAT R
® 745 A A IPv4 il
- HPWET, @575 FTP RS 252 .

AT A2 ftp [ host [ port-number | [ public-net | vpn-instance vpn-instance-name ],

5 FTP JIR4s 48 iz
- FTP MK, #75 FTP REa:riE#: .
1. 474 ftp, HEA FTP #LIK.

2. HAT4 open host [ port-number | [ public-net | vpn-instance vpn-instance-

name), 5 FTP R4 rididi.
L1 seem

A FFTP RGBT, 7T AMATH 4> set net-manager vpn-instance, X & ZKiA#) VPN 52
Bl PATZPAJE, AT FTP 3RAFI P2 R 49 VPN 5249 PP R P B B 69 BRIK VPN 4.

® 55 A A IPv6 Mkl
- HAHET, #3725 FTP k%A miER:.
AT A4 ftp ipv6 host [ port-number |, 5 FTP 45 4%t id 4z .
- FTP MLEIF, #3725 FTP g% S i0idsk.
1. #A7dr4 ftp, HEA FTP LK.
2. HATH4 open ipv6 host [ port-number ], 5 FTP JR55 28 % # .

PIE2 AT A ascii 3¢ binary, A E L5 SO A STy ASCIT i al g — 3l
FTP = #F ASCII . —@EHISCFRM . 3 X 2

® ASCII i ] ASCIL 745, JE[RIZ-EANRAT 4550 TT o
® LI R A AR A

FTP it th & F ot ATk 88, RGERIN ASCIL 7o %2 i vl 4 FH S ) e iy 23k
1T (ASCIL A1 Binary) o A& SCARSCAHEH ASCI 77X, &4 — BB SCFH# A Binary

7
$IE3 AT 2 passive, HLE SCOAL T XN B8 772
%W
8.4.4 TF FTP fr S HITELE B
H P AT DUZE FTP &% Fim Al R &5 A FTP fr & 1I7EL BB,
E=ER
TEAEAE R A AL LB T R IR
BRIES TR
1 ARIEIRSS 2e i 1P MR AR, ST R ERE
® [R5 28uini A& IPv4 Mk,
- HPRMETT, @5 FTP RS- 2510z
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AT 4 ftp [ host [ port-number | [ public-net | vpn-instance vpn-instance-name ],

5 FTP JIR4s 4 st 3 id %
- FTP MK, #3725 FTP RE-#HiER .
1. 474 ftp, HEA FTP #LIA .

2. HATH4 open host [ port-number | [ public-net | vpn-instance vpn-instance-

name |, 5 FTP RE-a8 ik
(ARRTTY

R FFTP R4 BZAT, T AMATH 4> set net-manager vpn-instance, X & ZKiA#) VPN 52
Bl PATIZAAVE, BAT FTP BAERT P42 R 69 VPN 524187 A 7 Bie B 49 3IA VPN 524,

® JiRZ5 A2 IPv6 Hidik.
- HARHET, #3725 FTP RS A miEsz.
PUAT 4> ftp ipvé host [ port-number |, 5 FTP %575 v iEH .
- FTP WL R, #2375 FTP RS &G
1. PATd4 ftp, BEN FTP K.
2. PUT4 open ipv6 host [ port-number |, 5 FTP JR&5 48 .

P2 HATHr 2 remotehelp [ command |, 7 FTP iy 2 HIAEL I,

s

H P DA HB R SCPE B B FE FTP R4S %%, W nl LA FTP R4S &% N 8 SO IR A7
EA

TEAEAE N % b R A B L_EBEAT R BTG

HB1 R IRSS 2 P 2B, SEAT 0T # A
® RS A8 ufi & IPv4 Mtk
- HPWMETR, @5 FTP RS 8510z

AT 4 ftp [ host [ port-number | [ public-net | vpn-instance vpn-instance-name ],

5 FTP k454 it ar ik
- FTP ML F, 5 FTP ARG 210
1. #hA7d4 ftp, HEA FTP #LIKl.

2. PUT4 open host [ port-number | [ public-net | vpn-instance vpn-instance-

name ], 5 FTP JlR55+#s k.
(AARTTY

JEBF FTP IR4-BZ ST ASAT 44~ set net-manager vpn-instance, X & ZKiA#) VPN 52
Bl PATZPAJE, BAT FTP RAE 0 FTA2R 69 VPN 52451 Bp ) P B B 69 BRIk VPN %41,

0%%§%Emwﬂmo
- WP, @575 FTP s as it i&E .
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AT 4 ftp ipv6 host [ port-number |, 5 FTP JR45 a5t ik Hz .
- FTP BN, #5305 FTP JIRds s k.
1. $ATHA ftp, BN FTP #LE.
2. PUT4 open ipv6 host [ port-number |, 5 FTP [R5 45+ .
PI|2 AL T RO,
° %ﬁﬁé\ put local-filename [ remote-filename |, 5 A1) SCAF AL RERE FTP ARSS

® PUT 4 get remote-filename [ local-filename |, M FTP k55 2% F B FERAFAEAR
Hh.

LR

8.4.6 EIEHFE
FH P AT DAAE FTP 452 kAT 6058 . MBS H 28 #EAE .

Hb B =
B 5&1I=I l%\

VAR N R AZ AL EBEAT TR BTG

BRIESER
BB RIS A [P MR AU, ST W R ERAE.
® 55 v A IPv4 Hihik .
- MBS, JS2E FTP RS deriE sz .
AT 4 ftp [ host [ port-number | [ public-net | vpn-instance vpn-instance-name |,
5 FTP [R5 a3 L& #
- FTP MR, #2375 FTP g% dsiidsk.
1. PATMA ftp, FEAN FTP HLE.
2. HAT4 open host [ port-number | [ public-net | vpn-instance vpn-instance-
name ], 5 FTP 554 i k.
L0 i52em
A FFTP R4 AT, T AMATH 4> set net-manager vpn-instance, % & ZKiA#) VPN 52
Bl. PATZGAE, BT FTP 240 FTAL R 69 VPN 48P 7 B B 69 3RIA VPN 451

® kg5 & it IPv6 Hihik.
- HPHET, #375 FTP g ik .
AT 4 ftp ipv6 host [ port-number |, 5 FTP 55 4%t %+ .
- FTP ¥R, #375 FTP JRds s iidsi.
1. $ATH4 ftp, FEAN FTP #LE.
2. PUT4 open ipv6 host [ port-number |, 5 FTP JRE5 2@+ .
B2 JATUE Ml 2 R AR B H %
® HITAr4 od pathname, SAZILHE FTP k554 L I0 TAERAE.
® HATA4 edup, B FTP JIR5S i i) TAERRAR S F— 2 H 3%
® HuiTdr4 pwd, IR FTP 45 a%ut TAEHZ,
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W 5 R - A

AT AT led [ local-directory ], ‘7R ERE AL FTP 2 1 i I AR #R 1%
1744 mkdir remote-directory, £ FTP 545 LA H %,
A
R

(1 sem
o LEMEA XTUAFHEAIMFENEL, BRTUUA<. > 2. \. 1 FHEKFHF.
® Lo RPAT4 4 mkdir /abe, WA AERE X FAZE—A LA “abe” 49-F B X,

BT

8.4.7 EIEN

HUP T 7R FTP 55 4% LA IR H o s HIE S, BE IER FTP k5545 LR
AT

TEAEA % i R AZ AL EHEAT R B RC

R M 55 oy 1P MR ARUANE], FEAT T F #4E .
® g% ki At Pv4 bk
- HPMET, #5 FTP & it .
PAT 4 ftp [ host [ port-number ] [ public-net | vpn-instance vpn-instance-name 1,
L5 FTP RS54 ALiERL .
- FTP ¥R, #375 FTP JRds s iidsi.
1. 474 ftp, HEA FTP MK
2. PUTH4 open host [ port-number | [ public-net | vpn-instance vpn-instance-
name |, 5 FTP JRE- a8 ks
(10 isem
AT FTP IR4-BZ AT, T AMATH 4> set net-manager vpn-instance, X & ZKiA#) VPN 52
Bl. PATIZAAVE, BAT FTP 2RAE BT FT42R 69 VPN 524 Bp A 7 fic B 49 BIA VPN 54,

® JlR g5 AL IPve Hilik.
- AP, 75 FTP Ik4sas ik,
AT A4 ftp ipv6 host [ port-number |, 5 FTP 45 4%t %4z .
- FTP MR, #3725 FTP kg5 4 midsk.
1. PUTa4 ftp, BENFTP K.
2. PUTH4 open ipv6 host [ port-number |, 5 FTP JRE5 25 i+ .

HEAT TN —Ph B 2 Pl R B

® HATH 4 Is [ remote-filename | [ local-filename |, ‘2.7~ FTP Jk454% L 45 € e H 354,
ARG B
W R SRR A TR e AR AR, A RGUKAE TAE H % PR SR e i k.

® HUTHn2 dir [ remote-filename | [ local-filename ], ‘7~ FTP k457 L4 e e H sk ak
SCAFHITEAE B
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I SR IR SN A TR B AR AR, ARG TAE H & TR e 1030
® HUITH 4 delete remote-filename, Mk FTP k55 o5 L35 e SC .
R e R SO N A R B AR AR, A RGN A TAE H sk MR35 € 30,

16 5E local-filename I, AT AT SR I SCAFIAT OSBRI A .

B
848 EERAR

P T LA BSOS AR BT, TERTHEAT B FTP IR 5.
ERER

LA o2 P A L AT IR
BRIESE

B MRS 1P kS AUARE], HEAT W R AR
® J55 A% Pv4 Hiht
- JAP RS, @AY FTP RS as i

HAT 2 ftp [ host [ port-number ] [ public-net | vpn-instance vpn-instance-name ],

5 FTP JIR4s 4t ar ik
- FTPME N, #5715 FTP RS 2 midfs.
1. AT ftp, HEA FTP MK

2. HAT4 open host [ port-number | [ public-net | vpn-instance vpn-instance-

name |, 5 FTP JR%5#s i k.
0 i52em

JEBF FTP IR4-BZ AT, T VAHAT4 4 set net-manager vpn-instance, % & ZKik#9 VPN 5
B, PATZPAE, AT FTP $AF 0 AT 69 VPN 52480 A P Be B 49 3KIA VPN 4.

® IR 55 gk i 2 IPv6 Hidik.
- HPMEE, @375 FTP kg nidds.
AT 4 ftp ipv6 host [ port-number |, 5 FTP JRE5 48 &% .
- FTP ¥R, #375 FTP IRgs#smidss.

1. $ATa4 ftp, BN FTP AL,
2. AT open ipv6 host [ port-number ], Y FTP 5528 d % # .

TR 2 PAT L user user-name [ password |, HWHCURTHIE R, BEHEHTE K.
YT S S, R RIE B W T

s

8.4.9 Wi FF FTP EiE
H Pl DL R S RS 2 ii&se, JRB R EH - AL FTP ALK .
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8 FTP Al TFTP fic B fer-JEnlie &

THAEA % i R AZ LB HEAT AR AR RC

RIES R
$B1 AR ARG 2o 1P Ml 2R AR A, AT MR
® %5 2euni AT IPv4 Mkl
- HPRMET, @5 FTP RS 25 1%z

AT 4 ftp [ host [ port-number | [ public-net | vpn-instance vpn-instance-name ],

5 FTP Me4s 7 et ar &z
- FTP i ~, #3715 FTP k4548 &R .
1. #Ardr4 ftp, HEA FTP #LIK.

2. PUTH4 open host [ port-number | [ public-net | vpn-instance vpn-instance-

name ], 5 FTP JlR55#s @ik,
(0 352

BT FTP IR A7, T AMATH 4> set net-manager vpn-instance, X & ZKiA#) VPN 52
B, PATIZAAE, AT FTP AR 0 FT4E R 69 VPN 45087 Al P Bt & 49 ZIA VPN 541,

® 745 Aun A IPv6 Ml
- AP, 505 FTP k454 iz,
AT 4 ftp ipv6 host [ port-number |, 5 FTP JR55 48 @i+
- FTP #LIEF, #3L5 FTP g5 s HiE sk,
1. 474 ftp, HEA FTP #LIK .
2. BUTH4 open ipv6 host [ port-number |, 5 FTP RE5 45 % .

B2 MR E T2, EHERAT I T #HAE.
® R[IEH AL
AT R4 bye Bk quit, Z1E SRS BIGER:, FHEEIF LA,
® E[[#| FTP #LA.
AT T4 close HY disconnect, #1015 5% s H0IERE, IR [HIE) FTP ALIA .

(1 ssmm
L EE SRR A FTP £ 2 #AUE THAT
8.410 EARELR

THHUAE N FTP & il &S5, 7l LA 2 FTP RS # IR E FREE B Bx
) FTP 7 {5 B4 Y 2%

IR &M
O 5E A LIRS FTP % s (R AT B
316 Ty LA R 1 SCRERA 03 (2011-01-30)
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P B 5 R - 8 FTP I TFTP
BRIECE
® f{fiH] display ftp-users iy 2 £ G &3k FTP H P15 B
B
£ 51
PAT T4 display ftp-users, " UUE ARG E ) FTP U M7 44, Sl 5. BRAUH
KA R
{Quidway> display ftp—users
username host port idle topdir
z11 100. 2. 150. 226 1383 3 flash:

8.5 EC & 3 #RH1EA TFIP & P i

BB AT HHLAE N TFTP % ) i, &5 TETP 554 .

8.5.1 AL it EAESS
FEHEAT TETP BCE BT T ARk R P EREE . 1 B A P 1 T AT 5 N v 4%, AT 1)
T, R 5E D AR SS .

8.5.2 f#i ] TFTP F# A
FH P AT LAE TFTP % 7l R 20 IR 45 2% 1 1# S04

8.5.3 ffi ] TFTP AL 4
FH Al LUAE TFTP 8 ) i EAR SO R RS 2%

8.5.1 B BEESE

FEREAT TFTP FUEHT T AR SRR PRI S IS . 0 B R M I A BT 25 M 4, A7 )
TR AR S T BAESS .

[ RS
T A ARSS Ah i 2 AR A SO HAR TR B A AS BRI, A DAd A TFTP
IS
EES
ERCE TFTP 20, 72 5e il L T4
o ML EEEsE eIt LR A A E R
® XA TFTP RSS2k ] ik
HiRHESE
TERCE TFTP 21T, 5 ZAE& DL Eds .
F5 | BiE
1 TFTP A %54% 1P Hutik
SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 8-17

AT © AR IR A+



Quidway S5700 41 LA M AZ e 4l
8 FTP Al TFTP fic B fer-JEnlie &

E567:]
2 TFTP fij 55 #i R € SRR SCAE 4
3 SCAEPTHER H %

)
Jio

8.5.2 {#F TFTP TF& 34

H Rl DIAE TFTP 287 v N af kg% o8 Lt soqt.
LeEEe

W ALEAE A TETP 25 77 i A B LHEA T4 N B A .
IRES

PR MRS d s 1P HBERAUANE], AT R A

® Jli5asiii IPva Hihk, T4 thtp tfip-server [ public-net | vpn-instance vpn-
instance-name | get source-filename [ destination-filename 1, f#H TFTP |4 304

o Ji A& IPve Hihk, T4 thtp ipv6 tfip-server-ipv6 [ -i interface-type interface-
number | get source-filename [ destination-filename |, {#H] TFTP & C1F.

-

8.5.3 (€ TFTP L&

P AT LLZE TFTP 2% /7 i EAL SO SRS 2% .

de B g
B 1|=| I8

THAEVE N TFTP % 7 i R AS He W LgEAT 40 F i EC &
RIESER

T RIS 2500 1P HbERAUARH], ST W M EAE,
® IS5 esuti s IPv4 Huhk, ATHr4 tftp tfip-server [ public-net | vpn-instance vpn-
instance-name | put source-filename [ destination-filename ], i F§ TFTP R4 3CfF.

® Jli5asiii s IPve Hihk, T4 thtp ipv6 tfip-server-ipv6 [ -i interface-type interface-
number | put source-filename [ destination-filename |, 1#H TFTP & 3C .

s

8.6 FR#I¥ TFTP AR 2Ry 9]

Jic B IR il & 7 g B 5 TFTP AZHebl, SEIR FRVFAS Y 45 L TFTP J5 208 3k 2 LL TFTP ik
5% o

8.6.1 H Vit HATSs
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8 FTP Il TFTP

FEREAT BRI TETP [ 5% a4 00 U7 1) C BT T W MR PR (R P PRSP 1) i AT
S MERAE S, AR TP AERHb S RC EAT 55

8.6.2 Mt B LA [ 5 71 2%
H AT ARG E ACL B0 .

8.6.3 il & TFTP LA o] #2241 &
FH AT DABCE TETP JEA i sl o1 26 .

8.6.1 I BEESH

Bz R EREE

AEES

iR

FEREAT BRI TETP Hi 55 4% A0 U7 1) BC B AT T A SEARF R RO S A5G 0 B2 AR P PR i A
SS AR, AT BTG AERB S R BT 55

THHAE S TFTP & i, AT DAAERS Hedl B & Ui =gk, ) e AR w45 LA
TFTP J7 & sk FMFLE TFTP R 5545

FEFCE BRI TETP R4S 2807 [ 2 1y, 352 il L R AF5% -
® AL A SE It L H S IE
®  AHRHLAI TFTP R4S 4L fm ik

FENCE PRI TETP g5 5 07 0 2 A, SEE & U #idls

FsS | 8

1 TFTP Hiz55-#% 1P Hudil:

2 Ui i) 5 K

8.6.2 HL B £ AR iy i) 4=l 51 5=

AT LARCE ACL B,

ERER
(1 sem
TFTP R L #H A AR5 F 42419 &
WAEAE A TFTP & Ui (1) ¥ 25 AT a0 N AL
BRIESE
P$EE1 AT 2 system-view, ARG .
$® 2 P AT S acl acl-number, N ACL ME.
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S 3 AT 2 rule [ rule-id ] { deny | permit } [ fragment | logging | source { source-address
source-wildcard | any } | time-range time-name | *, W& ACL BN,

-

8.6.3 Bit & TFTP A ifa)i=H%5R
FH P a] ARG R TETP LA a4 41 36

36 B ==
B 5&1I=| :%\

THAEVE N TFTP % 7 Ui R AS B LBEA T 4 F i e &

BRIES T
FB1 BT 2 system-view, ARG
B2 WP TFTP R4S 45 (bR, EHEPATU R 2 MEE 2 —.
® UIRJE TPv4 2Ry
AT A ttp-server acl acl-number, A% 5 ) #2151 3% BRAIASB % o0 TETP JIRk55
RV A
® 152 IPve B I M-
AT 4 tftp-server ipv6 acl acl6-number, AV )42 51 2 BRI A 8 £ 5t 6 TETP
AR 25 A3 V5 7]

TR

8.7 BL E %+ {5l

T 7~ 4H FTP A1 TETP 5 WL H o

8.7.1 i & FTP k5% 25 i 4
FEA TSGR, Sl EA G 2RSS LA FTP )5 08 % 3 FTP R4S %%, SEIl R
AR A A LA 28

8.7.2 Mt & FTP 1y ) #1131 2 7~ 5]
ARG, WEE ACL, 2L FTP IR4s 28 K O VF R — L& %,

8.7.3 i '® FTP %% F i A4

AR, TSk FTP RS 28, SZHL FTP ARG 25+ R 3 R 44 AN & 40 3]
P

8.7.4 Wil 'E TFTP %/~ v il

FEARTRBIF, Switch /F k) TFTP %8 /7 i S EL M AR 25 2 s B 28304

8.7.1 Bit & FTP BRSE=EimHl

FEA RSB T,  JE AR IE A RO P 2 A8 65 L FTP J5 30U 8 FTP Ik d5 45, SEI R 3K
A RIATHMLNIAAAE A5 -

LHME K
e 8-1 fin. A¥i PC YEHK FTP % /7, 1P Huhikh 10.1.1.1/24.
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Switch /E24 FTP Server. 7E Switch AL E VLAN 10, Kf¥i 1 GigabitEthernet0/0/1 JiI A
VLAN 10. Ft#& VLAN 10 4% 1 IP Huhl 2y 10.1.1.2/24.

PC [f] Switch A& ST

8-1 Switch {E24 FTP PR 228928 MW &

VLAN10
FTP Session T : FTP Server
PC Ethernet L2 Switch  Etheret Switch
Switch EzAn| XJ ) VLANIF IP Mk
FTP Server GigabitEthernet0/0/1 VLANIF 10 10.1.1.2/24

(T8
KR ) B L E FTP RSS2 ThfiE:
1. ¥ FTP I45 255 Switch @ IEAAIY) FTP H ) & M54 .
2. PC LLFTP J &% 3 Switch .
3. AR FTP RSS2 i o
HiR S
FSE UL E ], TR R
®  FTP JR45#8uiifr) IP k.
® IR HIHVEE FTP )40 ul, WA fippwd.
® iSUfRAE PC FIERAIIERAR
® [ Frct4 R4 Switch 17 &
RIES B

S 1 (£ Switch I VLAN 10, FHAc'E VLAN 10 #20 IP Hihik ok 10.1.1.2/24

{Quidway> system-view

[Quidway] vlan 10

[Quidway-vlanl0] quit

[Quidway] interface gigabitethernet 0/0/1
[Quidway-GigabitEthernet0/0/1] port hybrid pvid vlan 10
[Quidway—GigabitEthernet0/0/1] port hybrid untagged vlan 10
[Quidway—-GigabitEthernet0/0/1] quit

[Quidway] interface vlanif 10

[Quidway-Vlanif10] ip address 10.1.1.2 24

HI®E 2 7F Switch LJHZ) FTP %5, JFRCE FTP P4 ul, 14 fippwd

[Quidway] ftp server enable
[Quidway] aaa

SCRRRAR 03 (2011-01-30) LA R E S 821
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o & X

[Quidway-aaa] local-user ul password simple ftppwd
[Quidway-aaa] local-user ul service—type ftp
[Quidway—aaa] local-user ul ftp—directory flash:/
[Quidway-aaa] return

£ PC ML L, [7] Switch & FTP %48z, A4 ul F114 fippwd

PC ML Ef#) FTP % /3 LA Window XP #:4F 246 k451l i ] .

C:\WINDOWS\Desktop> ftp 10.1.1.2
Connected to 10.1.1.2.

220 FTP service ready

User (10.1.1.1:(none)): ul

331 Password required for ul.
Password:

230 User logged in

ftp>

7E PC HLE, BB —BEHEsis UM PC LA H %

ftp> binary

200 Type set to I.

ftp> led c:\temp

Local directory now C:\temp.

7t PC b, |a] Switch FALSCAF d006.cc F vrpefg.cfg

ftp> put d006. cc d006. cc

ftp> put vrpcfg. cfg vrpefg. cfg
ftp> quit

C:\WINDOWS\Desktop>

s

#

sysname Quidway
#

FTP server enable
#

vlan batch 10
#

interface Vlanif10

ip address 10.1. 1.2 255.255.255.0
#

interface GigabitEthernet0/0/1

port hybrid pvid vlan 10

port hybrid untagged vlan 10
#
aaa

local-user ul password simple ftppwd
local-user ul service—type ftp
local-user ul ftp-directory flash:/
#
Return

8.7.2 B. & FTP if[a)4= 51k <45l

EARHI, WEE ACL, 28 FTP 4528 K AU VFR— 185,

LS

&l 8-2 flizn, FTP IRSs2% IP #idik hy 172.16.104.110/24.

8-22
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8 FTP Il TFTP

2 P PC1, PC2 1 FTP R4S 2886 i nl ik, 7E4EN FTP RS 25 1 Switch 77, Fl® ACL
J5i, SZHLFTP MRS 28 K A E-LHEE K. 172.16.104.111 () PC1 0] LAETE FTP R F#k

B, PC2 ToVi%ERE FTP R4S 25 .

8-2 EC & FTP iy [e) = %1 51| = 4H W

FTP Server

@ 172.16.104.110/24
| I I

I
d

172.16.104.111/24

[T W5
KR ) B LB FTP RS 287 i) #5591 2 T fig -
1. 7E FTP &5 #sum AT S mlific & .
2. fF FTP AR4Sasumic & Uy ) #3513 2% .
HiRHES
T SE LG E 2, TR IR ) E O -
® [FARSGHSumE FTP 4 4 ul, 444 huawei.
o i EHINIES.
RIES B

$E1 HE FTP AR
iEZ N, 8.7.1 FLE FTP RS 22IRRH .
$IE 2 [ilE ACL JLA V) #1513

<Quidway> system—view
[Quidway] acl number 2001

[Quidway—acl-basic-2001] rule permit source 172.16.104.111 0.0.0.0

[Quidway-acl-basic-2001] quit

$BE3 [iLE FTP SZH ACL 53
[Quidway] ftp acl 2001

$4 M PC1 % FTP Server

c:\ ftp 172.16.104. 110
Connected to 172.16.104. 110
220 FTP service ready

User (100.2.150.40: (none)) :ul
331 Password required for ul

172.16.105.111/24

SCRRRCAS 03 (2011-01-30) Ty AT A 1 B,
RABLITAT © RN BARATIR 2 ]

8-23



Quidway S5700 41 LA M AZ e 4l
8 FTP Al TFTP fic B fer-JEnlie &

Password:
230 User logged in
ftp>

$IE5 M PC2 %4 FTP Server

c:\ ftp 172.16.104. 110

Connected to 172.16.104. 110

Info:Connection was denied by remote host according to ACL!
Connection closed by remote host.

-

EE X
FTP k5525 G & Sk

#

sysname Quidway
#

FTP server enable

FTP acl 2001
#
acl number 2001

rule 5 permit source 172.16.104.111 0.0.0.0
#

vlan batch 10
#

interface Vlanifl10

ip address 10.1.1.2 255.255.255.0
#

interface GigabitEthernet0/0/1
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#
aaa

local-user ul password simple huawei
local-user ul service—type ftp
local-user ul ftp-directory flash:/
authentication—scheme default
#

authorization—-scheme default
#

accounting—scheme default
#

domain default
#
return

8.7.3 it & FIP %X ik {5l
TEATRGI, I B 5 FTP RS 8%, SZEU FTP ARSS 2% rh N4 R G0 o F e & 4 - 31
B

LHME K
W& 8-3 im. GRS 24t FTP RS- 2L ThfE, 1P #utlk A 10.1.1.2,
Switch 5 FTP Server 7E FLIEMEL, M1k, Switch 4 FTP & iy, M I
GigabitEthernet0/0/1 #| GigabitEthernet0/0/4 # R LA[a] #h A FTP HEHZuE K,  1X 4805 16}
M) TP Mkl oAy 10.1.1.3/24.

Switch M FTP 45 a5 F#CAt
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8-3 Switch {E24 FTP & FimaY2E /M

FTP sessi_o_n_ i
I3
: W HB 4 | [ ]
PC FTP Client FTP Server

BoE B
KRR BB E FTP %/ i h B«
1. M FTP % )7 i & 5% ) FTP IR55 5
20 MRS s NSRBI E P g IR Al A

HiREE
TERRLRLE ], AT A

® FTP %/ uiff4 T8 1 VLAN 54 VLAN10, % VLANIF 3 114 1P Hutil K
10.1.1.3/24.

® ARt KAE Switch HRIALE .
® T mHl SR 4 ul AR fippwd.

BRIESER
1 Eimimk4 2% LR sl FTP Server IR N, W01 FTP H 4 ul, %74 fippwd.
S 2 7F Switch FAIE VLAN, JfACHE IP Hulikh 10.1.1.3/24.

{Quidway> system-view

[Quidway] vlan 10

[Quidway-vlanl0] quit

[Quidway] interface gigabitethernet 0/0/1
[Quidway-GigabitEthernet0/0/1] port hybrid pvid vlan 10
[Quidway—GigabitEthernet0/0/1] port hybrid untagged vlan 10
[Quidway—-GigabitEthernet0/0/1] quit

[Quidway] interface gigabitethernet 0/0/2
[Quidway-GigabitEthernet0/0/2] port hybrid pvid vlan 10
[Quidway—GigabitEthernet0/0/2] port hybrid untagged vlan 10
[Quidway—-GigabitEthernet0/0/2] quit

[Quidway] interface gigabitethernet 0/0/3
[Quidway-GigabitEthernet0/0/3] port hybrid pvid vlan 10
[Quidway-GigabitEthernet0/0/3] port hybrid untagged vlan 10
[Quidway—-GigabitEthernet0/0/3] quit

[Quidway] interface gigabitethernet 0/0/4
[Quidway—GigabitEthernet0/0/4] port hybrid pvid vlan 10
[Quidway—GigabitEthernet0/0/4] port hybrid untagged vlan 10
[Quidway—-GigabitEthernet0/0/4] quit

[Quidway] interface vlanif 10

[Quidway-Vlanif10] ip address 10.1.1.3 24

S 3 7F Switch [, [3] FTP Server &iti%$#%, FTP Server i IP Hubilky 10.1.1.2, WIAFH /"4 ul
FE4 fippwd.
{Quidway> ftp 10.1.1.2

SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 8-25
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o & 324

Trying 10.1.1.2 ...

Press CTRL+K to abort
Connected to 10.1.1.2.

220 FTP service ready

User (10. 1. 1. 2: (none) ) :ul

331 Password required for ul.
Enter password:

230 User logged in

[ftp]

£ Switch b, P BEHI 4 4R U Flash T H 3k,

[ftp] binary
200 Type set to I.
[ftp] lcd flash:/

The current local directory is flash:

7F Switch I, Mizhiy FTP lR%5#% N4 vrpefg.cfg SCF-

[ftp] get vrpcfg.cfg vrpcfg. cfg
200 Port command okay
150 Opening BINARY mode data connection for vrpcfg.cfg.

226 Transfer complete.

FTP: 9124 byte(s) received in 3. 100 second(s) 2.94Kbyte(s)/sec
[ftp] quit

<Quidway>

R

#

sysname Quidway

#

vlan batch 10

#

interface Vlanif10

ip address 10.1.1.3 255.255.255.0
#

interface GigabitEthernet0/0/1
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#

interface GigabitEthernet0/0/2
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#

interface GigabitEthernet0/0/3
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#

interface GigabitEthernet0/0/4
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#
return

8.7.4 it &E TFIP & Fi% {5l

GRS

TEAZRBIH, Switch £E R TFTP 2 b S B M IR 55 4 3 1 4850 1F

el 8-4 fron. Switch ANREVE A TFTP HI RSS20 3 i IR 5 28 32 41L TFTP Server 3
fie, IP itk 10.1.1.2/24.
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o E B

kR

B &

Switch YE24 TFTP %% F'ij. {E Switch EFCE VLAN 10, K% [ GigabitEthernet0/0/1 il
A VLAN 10. Fid# VLAN 10 [0 1P Huhik>h 10.1.1.1/24.

Switch M TFTP iR 55-#s it %% SC 1.

8-4 Bic & TFTP ¢HW
TFTP session

. - - .‘~.‘k
:‘ ﬁ'l | Ij
W | |

PC TFTP Client TFTP Server

KR ()RR LB TETP A5 c A ohfi .
1. 1E TFTP MR4552shiizdT TETP 3 AF, I B SCAFE R 25 2% T A & o
2. fE Switch L[] TFTP x4 N A

N FERIERCE B, AR B -

® TETP RS 24 2e2 TETP #cAk:.
® iU TETP RS 25 (8% 4%
®  HhrfE4 KAE Switch FAF U 4%

fE Rt AR 25 2% L5 5 TFTP Server A%y, fk TFTP A4S N ARAEAL T 15 IR AS
1F Switch A4 VLAN 10, JfHCE VLAN 10 £ 111 IP Hodilkky 10.1.1.1/24

{Quidway> system—view

[Quidway] vlan 10

[Quidway-vlanl0] quit

[Quidway] interface gigabitethernet 0/0/1
[Quidway-GigabitEthernet0/0/1] port hybrid pvid vlan 10
[Quidway-GigabitEthernet0/0/1] port hybrid untagged vlan 10
[Quidway—GigabitEthernet0/0/1] quit

[Quidway] interface vlanif 10

[Quidway-Vl1anif10] ip address 10.1.1.1 24

1F Switch [, [i] TETP Server & ifdi%#H:, F# 8031.cc 31

{Quidway> tftp 10.1.1.2 get 8031.cc 8031new. cc
Info: Transfer file in binary mode
Downloading the file from the remote tftp server, please wait...

R

#
sysname Quidway
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#

vlan batch 10
#

interface Vlanifl10

ip address 10.1.1.1 255.255.255.0
#

interface GigabitEthernet0/0/1
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#
Return
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Telnet Xz SSH

XTARE

Telnet J SSH $i it i £ izt #5555 I Vs ) e 55 14 75 3K

9.1 Telnet 2 SSH fij />
& 5%, Telnet M SSH FEAHE & .

9.2 it & Telnet X Al 4%
13T Telnet PrSGERE S K BIAZ BN, XAZHALEATICE

9.3 il & SSH HH
BCE SSH F P, 51F STelnet 5% SFTP %% P i fe % 5 5% 3] SSH R4 7% .

9.4 Fil & SSH JiR%#sThfik
SSH k%578 FINC & k. 1 /G1E SSH IR55 4% LAl BE STelnet B¢ # SFTP, fRilE Stelnet Al
SFTP BhHeIfEH .

9.5 it & STelnet % /it LI fig
STelnet & i AL & 77k B um MRS 48 < ML Ui, @22 aiEse:, &)l
PUGHEEAE Telnet —FEE R4S 25

9.6 it & SFTP % /i B g

SFTP & /7 it FRTC B 71k e R4S 28 el 5o 25 77 s PO DATIE B R ) R B N8, kg 2 S
AEEEIE T 22 2= RS -

9.7 Mt & 4515

NC'E Telnet &2 SSH BN FH sl 45 A0 BRI TR0 E A . le & sl b AL s
A NN U R S ER TR LW A
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9.1 Telnet & SSH {54y

FH )85 . Telnet f¢ SSH FEANHE S .
9.1.1 ) & 5 hitid
A el LA Console 1. Telnet BY, SSH 3E4T A Hh Bl vt £2 78 5% .

9.1.2 Telnet 2 Al 55 FE A2
S5700 HE it Telnet k45146 Telnet Server Al Telnet Client.

9.1.3 SSH & uiii Al 45 He A &
S5700 SZHEFFEEAY SSH Wil &/ uigHIfe. SFTP H3i8. STelnet ¥,

9.1.1 F REZRH#H2

Al LB Console H . Telnet 5% SSH #3847 A< M mli e #4254 5% .

FCE 7R S, BB ikags e, A RSk BB, A EGL K S5700
BHTECE . Wi Rgedy.

M SRS RN D, B BRI RS e e 4y, 280 IR g5 WIS A8 S il Sk
H A S5700 SCRFIE 5% 7 AR

® jiiid Console %3k,

® it Telnet 5 SSH HEAT A% Hh sl izt Fi 8 5%

9.1.2 Telnet 2% AR 55 B A #HL &

S5700 $2 AL [ Telnet k45 f0FE Telnet Server 1 Telnet Client.

Telnet Fpi3AE TCP/IP Wh iSO J& TN JE P, 10 ek [ 25 Fi Azt Fie 6 s Rk $0 2 i g

fEo

S5700 $24Lf) Telnet JI 45045 :

® Telnet server: [ {F PC [I&4T Telnet 2 /7 b fe P 5 sk FIAS AL,  XFAS A LHEATIC
BEH., W, TENLILAE Telnet server AR%5 .

®  Telnet client: F /7 7E PC il id Z i fj FAR TR Telnet %5 ) B 7 @ 37 5 AT HeM LI
ERGE, AT telnet iy 2 5 BN e A2 #pL, XL TRCE B, WA 9-1 By
7%, SwitchA M EEAE A Telnet server, IR $Eft Telnet client IR 55 -

9-1 24 Telnet client R %%

Telnet Session 1 Telnet Session2
-7 T T - T T
7 7 Telnet
/ / Server
PC SwitchA SwitchB
9-2 LA R SCRERRAS 03 (2011-01-30)
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9.1.3 SSH & imk FEAH S

S5700 SZHEFEEAY SSH WMl & uiiBhfe. SFTP Hpi8. STelnet Wi,

SSH &4y
SSH (Secure Shell) 7E TCP/IP thiUikH BTN JE M, 32 T7E 7 2 RIE 241
IR 4 B4 55 rp PR 0 R S I R L R S T g . SSH JE T+ TCP i 82 4 4545 AR o i
GAARERUF RS, A AR TP Mk . B SC&5 AR EL . DoS (Denial of
Service) ZEXidi. Wi 9-2 ffian. K9, S5700 H Switch £,
B 9-2 PC 5 S5700 331 A th SSH &
VLAN1
gsH  TelnetSession ;--o--ooooooomeec oo : SSH
CIient_--l_____I ..... l-« """"" l'""l""'lu‘EServer
PC ' Swi
SSH KH T & FIRSS sk #4581, Tl 437 SSH A i 2 4 2 A AL fnil i . 1)
an, Switch 124 SSH Server, RS2k HZ/ANH P PC ML (SSH Client) [1i%#:, H P
PC HLFIT SSH Server 2 [A 1] EAE(EHE L2 Switch 4%, SZFRZH MRS, Hisk PC Fil Switch
Z B IA M.
SSH Ry t8
SSH [ U35 STelnet 11 SETP, AHX Telnet. FTP 2540 ik4%, SSH ] LATERA 224>
P (R 2% 3Rt 2e e BT ), PR R
® STelnet & i I e
Telnet H/b 22 4N 20, T HAESE R TCP $EAT W SC& 4,  FAAEIR K%
L, B4 Telnet R4S B 23358 DoS (Denial of Service) « AL IP Huhik-k
By B EH O O S R B i
AHXS T Telnet, SSH ik DL FE i SEINAEAN 22 4 W 4% _F 3k 22 4 (P RE Ul ) -
- 3 ¥F RSA (Revest-Shamir-Adleman Algorithm) % iiF /7 2
- > ¥f DES (Data Encryption Standard) . 3DES #{## in Jy =X
- SEEFH 4 DA N AL
~ SCHRAC H B I I A
SSH Zui k4 K FH RSA 503k, v DLl FE R0 FR S 4R 2 0 hn s e 0, il o 2R mle 2
PIRRAE, DUnas 5 AL 4/ 04 RS HEEE, B2 74
1 SV iy 280 oy 22 A AR 35
® SFTP &) imIhfe
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SFTP /& Secure FTP [T #%, AFAEPFIRNY .

- PRIz 2 A il S5700 ok Bm et b, BHATSOMRE R, NS
R RGP T EESCAARIE R T, 890 T e A fan i) 22 ek

- S5700 AL LMEA % 0, AEASBE G gt 4r FTP B REBies, MHAT ORI %
EXiZOR

SSH &RV TR
SSH & L FEALFE Ul R TN B :

1. B SSH A S

2. s

3. KAFF S0y

4. ifRIE

5. AHAAE
?gm&ﬂ%%ﬁﬁﬁam«@mWwwmm%wuﬁwiﬁm¢ﬁﬁm&%mmﬁ»

9.2 Bt & Telnet X imBR 5%
i Telnet PHSEFLE R FISHNL, X AN TALE.

9.2.1 FEST EH A4S
PEREAT Telnet £t IR 45 HITC B /T T AR LAV A DY RS L T B s P PR A AT 45 R B
WA, AT, WERH e R B AT 5 .

9.2.2 {#§E Telnet Ak %%
A 5 RSS2 H Telnet EE4EZ AT, T5 2175613 Telnet k4.

9.2.3 #37. Telnet %%
P AT LB Telnet iE2, Bk HAZ ML

9.2.4 (W) Telnet M) 5 I Wi T
F 7 A DG & Telnet B2 NI IH] o ZE B ST, W1 ER Telnet S REAA LML T 25 PR
&, AW HshW 1% Telnet % .

9.2.5 Ko &l & 45
Telnet ¢y iR 45 C &IN5, AT LAEE B2 50 H P FOinE B ol 84 H P Sond 1
By CLACHRTEESL T TCP IEIE SN 2.

921 EiBEES

FEREAT Telnet 23w IR 55 (KINC ELHT 1 W CRF R RN PRSI0 L SRR P I AT 55 A S
e, AT, RS B AT 5

R FIERE
A I Telnet Phisze fE 8 s BIAS HN LA T 4E3 B BRI, 75 BACE Telnet 28 iR 55 o
9-4 Sy LA TR (5 S SCRSRRAS 03 (2011-01-30)
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HIEES
{ERLTE Telnet 2555 2 AT, 858 A FAE S

® HHUIEATIER

® FAABCE A HRALEE O 1P Mtk
®  E T H KT DL IE R 1S S B UE 7 TR 52 R AR )
® Ay 5A L B T Ik S
VRS
TERCE Telnet & Ui RS 2T, e BAES DL N Hds
FE | HuE
1 A AL TP Mkl
2 VPN 3241 4
3 TCHHAS WAL TPv4/IPv6 HihikeE 4144
4 T AT FALEE A Telnet A4S 1 TCP & 5
5 CRTE D FH P 53 16 DR 32 2 1R AR B sk ]
6 (AIE) W AAEN Telnet 25 7 g Rtk (i Yz 1)
9.2.2 {§gE Telnet AR5
AT 5 RS A1 Telnet EHZ AT, 75925 56HF )3 Telnet k%5 .
E=ER
THEAE N Telnet HR 55 #3 A AL EREAT U0 R IMBCE .
MR M WL T TPv4 I8 & TPV6, IEEPITIN B —,
BRIES R
® LML T IPv4
1. #7124 system-view, HENRGIE.
2. #ATHr 2 telnet server enable, 1§ fE Telnet k%5 -
[RARVY:
® HHENT, A% Telnet R4 AT B4,
® T4 4~ undo telnet server enable % 7] Telnet AR %R0, 4o A @i telnet B 84
B PR, BEAPITIRARI.
® A Telnet RE-H48/E, FARsE:E L Telnet 7 RAF XL, R4t SSH R4
&0 F oy XAEFEE.
® MK FET IPv6
1. PIT4 system-view, HEARFALKE .
CRYFRAS 03 (2011-01-30) e EHAR (S 9-5
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2. AT 4 telnet ipv6 server enable, ffifE Telnet A% .
(1 350

® BT, A% Telnet IRE-3h 82T 244,

® HAT4 4 telnet ipv6 server enable % 7] Telnet IR 42587, 4o R A @1 telnet B K49
AP EL, ZASPIITERS.

® XM Telnet R4 fe/5, ¥ AfeiBid Telnet # XA KL L, RALi@it SSH X3+
&0y XKL E.

TR

9.2.3 # il Telnet EiE
H TPl Telnet 342, & s I8 IR AL,

d6 B ==
B> I=II§\

W EAE R Telnet 25 P v I AC B pL EREAT 0 B B RC
HR 4 X 25 B FE T TPv4 I8 & TPv6, IEFEHATI R 2 PRz —:
BRIESE
® {774 telnet [ vpn-instance vpn-instance-name | host-name [ port-number ], &3k
AL A AT AL
® HUTn 4 telnet ipvé host-name [ port-number |, &I B HAMAZ HH

-

9.24 (H[i%) Telnet IR E R KT FF

H P AT PARC & Telnet EREAS WS ZEBEE IR, W1 Telnet EFZIGZAL T 25 AR
&, RGK AsWITF1Z% Telnet i%E4% .

El=3 =
B %15 :%\

THAEAE ) Telnet Al 55 & (O ACHBL_EIEAT U0 T AOBC

BRIESR
$E1 AT S system-view, HEARGWIE .
HIE2 4712 user-interface [ ui-type | first-ui-number [ last-ui-number 1, 3ENF AL
H3 P AT idle-timeout minutes [ seconds |, FCVFE Wi IT Telnet %42

7
9.25 B HLR

Telnet #4555 ACEL I Ji» I EATEAR 31024 L7 S B ol R/ 7 ST
Dl ORI PTAT TCP ERAG LA A A

AR KH
B¢ Telnet Zuii AR 25 I T A BLE
9-6 1l B A TR B SCRGRRCAS 03 (2011-01-30)
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El=3 =
=] %15 I

E5 76

® f{i}{] display users 77 A E i H 7 FHHGBERAS
® f{i/f] display users all fir %75 F & H] 7 FHHBE BRSO
® fi{i}{] display tcp status 772 AU E T AL A TCP IEH I

P74 display tep status, 1] PLE F| TCP 42k % . Established 327~ —4> TCP # %

CAH .

{Quidway> display tcp status

TCPCB Tid/Soid Local Add:port
39952df8 36 /1509 0.0.0.0:0
32af9074 59 /1 0.0.0.0:21
34042c80 73 /17 10. 164. 39.99:23

Foreign Add:port VPNID
0.0.0.0:0 0
0.0.0.0:0 14849
10. 164. 6. 13:1147 0

State
Closed
Listening
Established

9.3fiLE SSH F A

it SSH HH /™, {#ilF STelnet B¢ SFTP % /7 i HE % & 536 1) SSH IR 4% 4%,

9.3.1 FE I B AT

FEREAT SSH A IRIMC B A 1 A SRS PR A N I PASE TG B ARy 1 (10 i A 55 R K v

%, AETFUE., YRR e R B AT .
9.3.2 fijgdt SSH H 1

AAA ToikEfE RSA NIE, BRI 1A UETr :04 RSA BL password-rsa I, HI ™ 75 241

SSH Ao WAk 5 X8 password, 7] LA AAA LI [A] 44 11 local-user F /7 o

9.33 Ml'E VTY H / Jtis2#¢ SSH #iri
F PRl LUE VTY H 7 SLHIRC S SSH.

9.3.4 A RSA 4%}
TERHAT SSH L& 2 /I, 7 2 1 JGHE & RSA %41,

9.3.5 B E SSH H ™ frliE 15 =X
HH ] DABC & % SSH 7 ##47T Password 4 iF 5k # RSA ¥6iiF o

9.3.6 (A[i%k) HLE SSH ) EEAEAE S B

F Py ARG B 55 45 2 PR ST I (8] SSH WA UE R IS I ) A A SSH 4 iF E i 4

9.3.7 (A[iE) FlE SSH HI/ Hdn 24T HAL
FC B RUETT A RSA I, T 2EACE SSH HI /" #4 i AT # AL

9.3.8 il & SSH H 7 (145 I X
P AT LARCE SSH H 7 iS5 7 204 sftp 58 stelnet 5§ all,

9.3.9 (n[i%k) AL'E SSH A SFTP IREHZALH %
FHP B E S — H PR H 3%, feiF SSH A i SFTP Jili%s o

9.3.10 K &l & 45 3
SSH H P ECE 5, LA E 2] SSH H 5 BAE N 2,

9.3.1 B BES

FEREAT SSH I IR EL R 1 A SRS PR A N I PRSI0 B ARy 1 (10 i A 55 R K v

Feo AR AR M 5 O B AT .

SCRYRRAS 03 (2011-01-30)
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I IR
HAG7E SSH RS a2 ot SSH F /- I IERARC & )5, STelnet 5%, SFTP % /7 bt A4 HE & %
P SSH 2545, SCHCEIAH N [ HE:AE

BT
ERCE SSH F M 2 H, oAl FAT45:

® Qi AH
®  SSH AR5 w5 it B & ) i 1) RSA A %H

iz

TERCE SSH HI 201, & LA R 8di
FS | #iF

1 SSH Y 4 F s it

2 SSH 1/ fIIAIE Ty 5K

3 SSH H It %5 7 =X

4 A SSH HI 1 73 BE X S RSA A 4144
5 SSH JH J ¥y SFTP T.1F H 3%

9.3.2 3 SSH AR

AAA TCiERHE RSA VAIE, PRI UE T 508 RSA 8L password-rsa I, ] P /7 224 4
SSH H /7o W ihik )7 208 password, 7] LUMEH] AAA #LEI R 44 1) local-user HI /7

(1 sm
o R A4 3E SSH A P, LT A8 AT4e T Bt & 49 F it 3722 SSH Al P
® ftE SSH A P thikikts X
® ftE SSH A P #REF X

THAEAE  SSH S5 43 (AL E3EAT 40 R I E o

BRIES TR
$BE1 HATHr 2 system-view, N RGWIE.
HIE 2 P AT A2 ssh user user-name, % SSH ).

anFEIEE 7 Ak password BY, password-rsa ] SSH I F*, NIETFEAE AAA FLE T )
#7441 local-user H /7.

1. FUTH4 aaa, HEAN AAA HLIKE.

9-8 B FREE B SCRYRRA 03 (2011-01-30)
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2. PUTAT4 local-user user-name password { simple | cipher } password, BCE A
AR,

TR

9.3.3BE VTY AP RS # SSH 3L
AT PUAE VTY 7 S id & SSH.

HEEE
WEAE R SSH MR 25w AZ # AL _EREAT Wi R I e
BRIESE
S HATH 2 system-view, AN RGAIE.
T2 PUTHr 4 user-interface [ vty | first-ui-number [ last-ui-number |, JEN VTY H 7 S

IR =

$18 3 {772 authentication-mode aaa, WEKIF TN AAA BiF.

$B4 47172 protocol inbound ssh, i E VTY #F SSH #pi.
(1 ssem
SEMEE VTY B P R&@IES XA AAA B4, 7 ) protocol inbound ssh 5 A8 B2 & ik .
—-Z5R
. R

9.3.4 £ A RSA FAxT

FEREAT SSH B & 2 A, 2 ¢ JChL & RSA %8,
HERER

TRAEAE % b A0 e 55 4 i PR AZ B L 20 S0 EAT Q0 PTG 2

BRIEDE
FB1 HAT 2 system-view, ARG

T2 PUTHr 4 rsalocal-key-pair create, =AM RSA % 4HX] .
(1) smm

R A% SSH A T b 6 ZARME R e B 5 7 £ A RSA H4AxT. AHATHE SSHEEZ AT, %A
A% rsa local-key-pair create At &, & AN 45T,

BT
9.3.5 Bt & SSH A FRYINEAR

H Pl ARG E XS SSH H 7 34T Password J6iE 54 # RSA Kl .

dbEf‘:‘
B =Iao
THAEE N SSH R4S 2 AS L B BEAT 40 F L &
SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 9-9
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W 5 R - A

RESR

FE1 HAT 2 system-view, ARG

P2 HATH 4 ssh user user-name authentication-type { password | rsa | password-rsa | all },

o & SSH I ki Jr e
MR SE PR B AR 2, R R R —

® [l & X SSH HH /34T Password % iiF

- AT % ssh user user-name authentication-type password, X SSH H &
Password %ilf .

- FAT 74 ssh authentication-type default password, X SSH H ' it & St %60 5
.
KA MIAIES, HWTACACS JIR 55 3 ATER, U SRR - /by LR A 28— e
By WM BEEZ, A SSH H AT 4 B A 50k U7 2 n] ARG L
® [iLE Xt SSH I/ AT RSA Kiilk
1. T4 ssh user user-name authentication-type rsa, X SSH HJ /it & RSA KilF .
AT T4 rsa peer-public-key key-name, Bt LRI .
P47 74 public-key-code begin, #E NS HALE
BN hex-data, Ynl A,
BN A SLB DAL A PIG Gi 1)+ /SHEBI A 45, SRR SSH %% 7 il
gﬁ:ﬁiﬁmﬁiﬁio LA RS, AT PABAT display rsa local-key-pair public iy 4 #1

5. $AT7r4 public-key-code end, B H /A LG
R AR N VEN S H YD hex-data, THAT peer-public-key end J&, K JoikA: pi

By PR b HHRE B key-name CAAERINE LN HMER, FH47T peer-public-
key end I, RHESHER: HHCOEA,AAE, N HILBRBIRFUE .

6. FHUTH4 peer-public-key end, iEH ALK, MR RGANIK.
7. PUTH4 ssh user user-name assign rsa-key key-name, A SSH H ' 3Bl A4
(1 i5em

o HANEFHARBINEG, BPTHEF 3% L5 A6 RSA A FAEE I RSB35, HRAH
T FENE 7 RA§ RSA 23k %540 e B B1E 4 SSH IR 425 69 AL L,

® s SSH M P 4 Bestsh RSA A BHALAN, FTAALHI* Ik RSA 25 H 4R E SSH IRA
HimCEAE TR AR B SSH & P 5% ) RSA N3 E 4.

s

o

9.3.6 (H[i%) BLE SSH BRAEABIFER

FH P AT DA A 5% 2% 25 EH () SR IR 1R) . SSHL WA UE B IR I 1] BA & SSH 38 i FE X8

E=ER
THAEE N SSH RS 23 A e L EBEAT 40 F i &
9-10 Sy LA TR (5 S SCRSRRAS 03 (2011-01-30)
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RESR

w

=3

TR 2

9.3.7 (H[i%

ﬁ El{FI i

BRIESTR

[REEALTE

PAT 4 system-view, HEANRGHIA

AT 4> ssh server rekey-interval interval, & HRSS 2% %5 5 16 58 BN A] o
GRATEOL N, SSH RS & 2% PIR 10 SBR[ R R 0, R /K AN B .
AT 4 ssh server timeout seconds, 1¢'E SSH AL I 8]
BATEOL T, SSHIEZINEEEI I H) 2 60 7.

HAT A 4 ssh server authentication-retries times, & SSH %ilF FiA K EL.
FATEULY . SSHIER MR UEE KA 3.

R

) ECE SSH A PRy S1TIRIL

FeE I UE 70 RSA I, T EACE SSH ™ 4 AT AL o

(RARUY:
SSH A F A 4 #33E7% X.: password. rsa. password-rsa #= all 7 X.. password 7 X # 44 FT42A%
Ao B & AL (Quidway S5700 £ 7 vA KW R B B3 d-24) “AAA RA P EHEE” . A
A28 RSA 75 Ko AATHAL,

VLA SSH IS5 &3 AL E3EAT 40 R IR E

BT system-view, JEARAHI.

AT A2 ssh user user-name authorization-cmd aaa, X355 SSH F /5 H B ¥4y 2 1T7%
Lo

B

XFEAT RSA BAE R SSH L E fn SATHRAUG , 16 R THIOC AAA IR E . 750
% SSH H 7 i fir AT F UL AN e A= %Ko

9.3.8 Bt & SSH HFRRIREZ A\

F P AT ARG & SSH Ik 45 77 Xk sftp BX stelnet 8% all.

THAEAE SSH IS5 43 (AL E3EAT 40 R I E o

$B1 HAT 2 system-view, N RGWIE.

SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 9-11
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L2 AT 2 ssh user username service-type { sftp | stelnet | all }, Fi'® SSH H 7 HIRSS J7

9.3.9 (A&

.
BB R, SSH LM MRS 5 SR, MR SRR RS 7 R

R

) BLE SSH FH Ry SFTP BREFBMNEH SR
PSS — H s A AH =%, o SSH H P8 SFTP k-

HEEE

WEAE R SSH e 25w AZ # AL EREAT W1 R L
BRIESE

TTE1 PATH 2 system-view, HEANRFGHLAE.
L2 HIT 4 ssh user username sftp-directory directoryname, W& SSH H /1) SFTP k5%

BH %

BB EL R, SSH I SFTP IR 45 #AX H 3% 4 Flasho

%W
9.3.10 IR ERLELE R

SSH H I E RN fE, v LA A F SSH H 5 RSN
BriE &4

CL5EA SSH H M NPT A e &
d6 B ==

=8 F:)%i

® fiiff] display ssh user-information 7y %7 SSH /|45 #% i 23 & 7 SSH FH /15 B

® {{i/{] display ssh user-information username iy % {t: SSH [z 55 % i 2 & ¥ & SSH H
JHE R

51
1247174 display ssh user-information username, W ULEF|4Jy client001 /] SSH f /1)
I5AE 77 50k password, JIRS55 N sftp.
{Quidway> display ssh user—information client001
User Name : client001
Authentication—type : password
User—public—key—name —
Sftp—directory —
Service-type . sftp
Authorization—cmd : No
9-12 B FREE B SCRYRRA 03 (2011-01-30)
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9 Telnet /% SSH

9.4 Bt & SSH PR35 2EThfE

SSH k4528 FIMC & )71k, 1 /61E SSH R55 %5 LA HE STelnet B¢ # SFTP, fRiE Stelnet Fll
SFTP Dfg ) .

9.4.1 # N EALSS
FEREAT SSH IRSS 45 HREMAC & AT 1 AR ULAFPE R N P PRS0 B bR P 1 i AT 45 R 5L
PEUERS, AT, VL o S B AT 5

9.4.2 ffifiE STelnet flt%%
] STelnet 252 1, 755 5 S AT A REdRAE -

9.4.3 fiifiE SFTP %%
i/ SFTP RSS2 1, w5 By Jo b AT A R At

9.4.4 (nik) ffREIMAMCIRALIRE
FH ] DARC B 150 GE A AR ICAS SSH 3.

9.4.5 (A[i%) TtHE SSH ARG 4 i Wi 15
FH P ol DUBC ' oA B SSH IR 4528 W Wi 1 5 o ARSE Ji5, A5 H P 4niE SSH RS 8 H i)
Mnr S, Bk Atk

9.4.6 (WIIE) Mo MR S5 & 5 PN BB I [a]
FH P AT DAC B A 55 2 3 BH0S SETIN T) BB 85 BH AT LAORAIE 22 4 12k

9.4.7 #r A 45 R
SSH k45728 ThREMC & in, nl PAA A 21 SSH R SS 25 4s R e B A B A5 N 2%

941 EIBEES

FEREAT SSH R 55 #s L BE K NC BT 1 MR SR VE A DI PASE S TIC E SR 1 P i AT 55 A A
b, AR TPE. A T R B AT

R FIERE
DAZRAE SSH IR 4% FAdifig STelnet 84 SFTP, A RE5ERFIAHN [F#/E . SSH R4 244
SCREI T SR 5 B BEE « T B2 SSH RS #i i 1 W W i 115y HoAthoig 11, Mok & A
G038 SSH WA Wi 115 IR SE 5, A3 R 1L X0 306 SSH AR 25 A ity 1 Uiy i) 15 #E 717 5 AR
S AL
BT
FENCE SSH MRS DhRe 2 0, 77 5C L F TS
®  SSH 7%/ b Al IR 55 2% 1F A i 22
®  SSH & /" ufi Al AR 45 2% 2 18145 AT 3k 11 % i
® SSH R4 asumlic & VTY FH - AL 2 £F SSH Wil
® SSH JIR%5#suific & SSH H
®  SSH RS w8 uii A A RSA %55 %}
CRYFRAS 03 (2011-01-30) BRI E 9-13
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9 Telnet /% SSH i i r - SR A e
HiBES
FEBCE SSH IRZS 4 ThRe 2 Ay, TeEse LR £ .
F5 | 3k
1 SSH AR 5% %5 i W Wr v 11

9.4.2 {8k STelnet fR %
i FH STelnet Ak %5 2 A, 5 225 G AT REH A o

de B 2 gy

B=RIao
WEAVEA SSH R4S a4 B ASH AL 1EAT T B AL &
BRIESE

FE1 HAT 2 system-view, TN RGN
HIE 2 HAT A2 stelnet server enable, {#fE STelnet I 55 .
Bt N, STelnet R4S K< PR

s

9.4.3 {8k SFTP RS
i SFTP R4 210, 5B iy se AT Re el .

THAEAh SSH S5 43 (AL EEAT U0 R I BE o

1 T2 system-view, SEARGMA.
T2 PUTHr2 sftp server enable, 1§fE SFTP 5%,
BB, SFTP IR A< AR A .

— 4k

9.4.4 (WIiR) (ERERBIRARATIAE

FP AT ARG B2 15 A BE AR A IRARCA SSH M

BE=ER
THAEE N SSH R4S 2 AS L B BEAT 40 F L &
9-14 B LR AE B SCRSRRAS 03 (2011-01-30)

AT © AR IR A+



Quidway S5700 F 41 LA M AZ el

P 5 e - i e

9 Telnet & SSH

BRIESER
TR1

T]2

945 (T[ik

Hde B =
=] El{FI l%\

9.4.6 (A&

AT A4 system-view, FEANRGME.

AT T4 ssh server compatible-ssh1x enable, 1# fEIE MR IRA T .

BB R, SSH2.0 BHKI AR 25 28 52 M 2% SSH1.X IRZS28ThAEM) . AN fo¥F SSHI.3
~ SSH1.99 (SSH It RA S K F4ET 1.3 H/ANFET 1.99) (%) sk, WHir
undo ssh server compatible-ssh1x enable, 21 fE3 KR ATIHE .

(1) smm

® SSH2.0 #rixA8tk SSHI.X Wil kit, LM IR TY R, TAXBFE L IAEFT EFTHAR
¥k, FINIRES T R4E4H (4= SFTP) .

® S5700 LHFKFEF 1.3 A FEF 2.0 X4y SSH WU A.

s

) ECE SSH AR imislrin AS

AT LA B A B SSH IR S5 Wil s 15 o AR S s, HUA P 408 SSHRSSA8 FH 11
M IS, B A

THAEVED SSH M55 85 AT ML E3EAT A R (P

PAT A2 system-view, HEANRFGHLE.
AT i 4> ssh server port port-number, FCE SSH M55 4 M Wr i 1145

WRBCE TR S, SSH AR S5 wis i S BT T = i 242 S KIBTAT STelnet A1 SFTP
B, RJE PR IS S I YT BRSO R, SSH R SS a5 2 22,

-

) BLE AR S5 2% A X B AT [E]

FI AT LABC &R 55 a2 B0 SR IN T, SBT3 1 n] DLORUE 22 45 Pk

HRER
WEAE A SSH 4528 I AS LA T an MR .
BREDE
$BE1 HATH 2 system-view, N RGIE.
HI2 AT 4 ssh server rekey-interval interval, [ E IR 55 5% 55 5T IS A]
BRATEDUT, SSH RSS2 25 G (1) BB TRl AV B 8 0, RN KA 8T .
-5 IR
SCREARAS 03 (2011-01-30) B FREE E 9-15
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94.7 EEMBELR

HI R

36 B 4=
B 5511::)%3

E5 6

SSH {55 43 DI REMC B B i, 7T LA 31 SSH. RS54 14 Jay e A5 R A5 N 48

CL28 58K SSH R 554 LI RE K BT A7 L A

{iF display ssh server status 17 % 71 F SSH 4575 14 WL EAF H o

121714 display ssh server status, 1] LLE 2| SSH £ i EZ M P BURAS A 1.99, #A7
SSH 23 iHEH M I IR ER 5 55

{Quidway> display ssh server status

SSH version 0 1.99

SSH connection timeout : 60 seconds

SSH server key generating interval : 2 hours

SSH Authentication retries : 5 times

SFTP server . Enable

Stelnet server . Enable

SSH server port : 55535
(10 stem

Je R BAT R sH O T REEE, R FE AR T2 E.

9.5 BLE STelnet & P isIhAE

STelnet & /7 b [MAC & 775 & i MRS #s 2 (M i, s aeaidss, &) umnl
DIAGHRAE Telnet —FEE RS2,

9.5.1 HEV W EAT S

FEHEAT Stelnet 75 7 G D REMIFEC L AT T AR ULRF L N RS . C B SRR PE DA BT 45 N 4L
PR, AR THus . AER T2 R B AT S

9.5.2 flifE SSH E)‘jmﬁ*éw\u\ﬁlﬂﬁ%

{fifE SSH 2% i i VOMIEIhREJG, 24 STelnet 2% )1 i 85—k B 5% SSH RS- 280, ASKt
SSH R4 %5 1) RSA AHIATH R 7 .

9.5.3 (TJ3E) SSH % /iy SSH R 22453 1iC RSA A4H
H AT LAAE SSH %7 i i SSH R4S #5873 it RSA A4 .

9.5.4 J3 5 STelnet %% /7' i
FH AT LA SSH % /7 it LA STelnet 77 & 5% 3] SSH k% #8 .

9.5.5 Ky &r il & 45 3
Stelnet % i I RERC S P 5, Al LLE 3] SSH RS 78 14 JRilic B A5 B35 N 2.

9.5.1 IR ETSE

FEREAT Stelnet 7)™ i L AE KNG ELHT TR UL P DA PAIE . IC AR P 1) A 55 AN
ks, AR T, HER S R B A ST

9-16
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Bz R EREE

EES

HiEtE

STelnet f&—Fh %4> Telnet k%5, SSH H ' vl LAG AT Telnet Ak 55— A¥454E STelnet it
%

{E STelnet 7 7 i iE % SSH R4 Z 0T, i 5CLL FAT5

®  SSH RS 28w A A RSA B 5%
® SSH k% #%imfic & STelnet H /7
®  SSH JIR%s 255 STelnet IR 4511 fig

7ERCE STelnet 45 ) Uik 82 SSH2 RS 28 2 T, THUER DL R 5dE .

F5 | ik
1 SSH k45 2% 44 Bk
2 SSH R 4578 24 17 W T )ity 115

3 STelnet %/~ % £ SSH Il 55 i ) ¥ 326 0 %8 532

4 SSH 45 %% Ui £1] STelnet 75 3t 1) 14 36 0 2 0%

5 STelnet %/~ % #1] SSH Ik 55 % i ) ¥ 16 HMAC $i%
6 SSH JIk 45 %% 5iii 1| STelnet % = 3 (1) 1 i HMAC $i%
7 [P h A ENE S AT

8 A 144 B

9 Yk

9.5.2 {£8E SSH & Fim & R INIELIE

d6 B f==
B >R n:%\

{68 SSH 2 i B UCMEIhBENS » 24 STelnet 25 /7 i 45— & 5% SSH RS 28 15, A%
SSH Al 4528 1] RSA A HREA T SR A .

WA E T RE SSH % i i UOAIEThRE, FSALE STelnet %) i o — V& 5% SSH A4S
2RI, AKX SSH RS- #5311 RSA ANHMATA MM S . BX5, RS H3a B HIRAF
RSA ANH, A FUCE SR AIE.

HEFAE R BE SSH % /7 i i UGN UE D RE,  fajAb T e .

THAEVED SSH 25 i (R AZ el B JEAT R (1P

SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 9-17
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RESR

FE1

TR]2

PAT 4 system-view, HEANZRGAIE.

P AT 2 ssh client first-time enable, {fift SSH & )" i B VA UE T RE .
A TOUT, SSH 27 iy B CIE D A SRS o

(RARTY:

® {#4 SSH & F sk B AINEH ALY B 69, &4 T 4 STelnet & 7 3% 5 — A A 3 SSH R 450t
Rt SSH MR 4-% 44 RSA NABATAH A S, B 4 bt STelnet & 2 3818 Z A -4 SSH JE. 4~
264 RSA 47,

® R IXAAE4EE SSH & P 3% B KIAIET B8, W STelnet & F 3% % —KBFK SSH IR 450, &
Fxt SSH IR 45 69 RSA NAF e F LM, mIHAFRRESB LK,
= 7]
M T 4% 4% SSH & F 3% B KIAET e 4), 4o STelnet & P 5548 5 — K #h 65 R0 5B & SSH k4
%, BTGB IEE L AR P %A SSH R4 E B RSA N4AREIL.

R

9.5.3 (H[i%) SSH Z Fifkh SSH AR5 EE 5B RSA 2M4H

FH Al LLAE SSH % 7 i k) SSH AR %S 7 73 Bit RSA A% .

WA R SSH 27 i 17 UGAIE T RE, A WG Z4E STelnet % F' i &5k SSH R4 %52
B EE RSA A4

THAEAE ) SSH 2 i (R AL E3EAT U0 R R E

BRIESE
1 T4 system-view, UEANRFGMA.
ST 2 PUTHr4 rsa peer-public-key key-name, BENA LA,
S 3 AT 2 public-key-code begin, N /A LA AN .
FHEA M hex-data, AL,
BN P F B DA 4% N AR S Gm s 1 S BEHR 245 5, i SCHF SSH & T i X4
BEALAE . AFEBEHA RS, 7T LAAT display rsa local-key-pair public 772 &5 .
PS5 HAT1r2 public-key-code end, iEH A JLZHImHA A .
WA NG VLEI Z A Yw b hex-data, $WAT peer-public-key end J&, #JCik /A B
WAL b TH5E % key-name CAAEHM T 1 T MR, THHUAT peer-public-key end
I, RASER: FHHOEAAALE, W HERBREWE.
S 6 HAT1r2 peer-public-key end, B HAILZHANEK, FIEIRGMA.
LB 7 HATHr 2 ssh client servername assign rsa-key keyname, 3 SSH %5 %5 77 lic RSA A4,
9-18 LA R LG R SCHRRCA 03 (2011-01-30)
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(1] ssmm

® £ SSH IR %35 o Best st RSA A4AZ AT, FToBLeistss RSA A 4ALIR A4 SSH & F 3% 6.4
Bt B x &k B SSH AR 4255449 RSA A4, XAF STelnet & P 543 SSH IR 425 49 RSA /4F
HATH S Aid i,

® o SSH & Fs#tRfity SSH IR 4238 224A K3, #4744 undo ssh client servername assign rsa-
key, MR SSH &P 345 SSH RSB 4991 E X &, HIMAITH 4 ssh client servername assign rsa-
key keyname, #* SSH MR 4255 Bt #7469 RSA 2~ 4A.

B

9.5.4 |3l STelnet X Al
FH PRI LLA SSH % /7 3t LA STelnet 77 & 5% 3] SSH k478 .

E=ER
(1 ssem
STelnet & & 5547 9] SSH MR £ 22 0T T vA4E % B bt . VPN 5241 %, B EHAMAE. B HE
# HMAC H .
WEEVEN SSH %5 7 B IR AZ e ML _LBEAT 1 T B
BRIES T

$BE1 HAT S system-view, N RGWIE.

HIE2 R SSH ARSS S b2, EHEPATW T 2 MiE 2 —.
® NG IPv4 R H ki

AT 4 stelnet host-ipv4 [ port ] [ [ -vpn-instance vpn-instance-name | | [ prefer_kex
{ dh_groupl | dh_exchange group } || [ prefer_ctos_cipher { des | 3des | aes128 } ]|
[ prefer_stoc_cipher { des | 3des | aes128 } ] | [ prefer_ctos_hmac { shal | shal 96 |
md5 | md5 96 } ]| [ prefer_stoc_hmac { shal | shal 96 | md5 | md5 96 } 11" [ -ki
aliveinterval [ -ke alivecountmax 1], VA STelnet /57 A G % 3| SSH k%545 o

® 2 IPve A

AT 4 stelnet ipv6 host-ipv6 [ -i interface-type interface-number | [ port |

[ [ prefer_kex { dh_groupl | dh_exchange group } ]| [ prefer_ctos_cipher { des | 3des
| aes128 } | | [ prefer_stoc_cipher { des | 3des | aes128 } | | [ prefer_ctos_hmac { shal |

shal 96 | mdS | md5_96 } || [ prefer_stoc_hmac { shal | shal 96 | md5 | md5 96 } ] ]

* [ ki aliveinterval [ -ke alivecountmax 1], LA STelnet 5\ % 5 5] SSH /IR 4548 L.

s

9.5.5 I EA B4R
Stelnet % P iUV R LM, T LA 76 51 SSH IR 45 28 104 T A LB 2.

Ik gaa
CL5E K STelnet 7 ) b B HE A T A T
SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 9-19
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W B 45 e - SR

E5 w5

® f{{iJf] display ssh server-info #iy 27 SSH % )i % SSH k45455 RSA A2 1Al
IV

® fii[f] display ssh server session 172 7E SSH IR %5 #8uii &5 & SSH & i iEFE 451615
/E\ o

121714 display ssh server session, 1] LUE 2K i VTY3 ok b2k, RAIBIIRS 7
2 Stelent, Hiik 77 42 password 45

{Quidway> display ssh server session

Session 1:
Conn . VIY 3
Version 0 2.0
State . started
Username : client001
Retry 1
CTOS Cipher . aesl28-cbce
STOC Cipher . aesl28-cbce
CTOS Hmac . hmac-shal-96
STOC Hmac . hmac-shal-96
Kex . diffie-hellman—groupl—-shal
Service Type . stelnet
Authentication Type : password

9.6 Bt & SFTP & FisThie

SFTP % i (UG B ¥k o JIR 55 At e et 20 7 i (R DAL SO i) RO R Tt oy R 6 S A
et T2 .

9.6.1 # N EAESS
FEREAT SFTP & /7 bt D BE TG B 5 T MR LARF P 1R N P PR 0B AR P 1 i AT 25 R 4K
PEUEsS, AT, YL o I B AT 5

9.6.2 filfiGE SSH 2 /' iy 1 A UED) fig

{ffie SSH 2 /i i VOAUE DN RE G, 24 SFTP %7 i 5 — & 5% SSH RS 28I, A% SSH
AR 552514 RSA A BHREA T RO A o

9.6.3 (A[ik) SSH % )i k) SSH JIR%5 2573 I RSA A%

FH PR LAZE SSH % 7 i &y SSH AR 2528 70 i RSA A4

9.6.4 J55) SFTP % J7 i
H P AT LU SSH & i LA SFTP 75 X85 31 SSH JIR%- 48 |

9.6.5 (wWJik) FHLHM
FH P AT LAZE SETP 27 s A0z, MBS AR SS 2% B H 5.

9.6.6 (W) EH
F PRl LAFE SFTP & P i b 7 SFTP R4S #da e e H B mfE B, 3 I
SETP IR45 2% F e & At

9.6.7 (A[ik) SFTP & /i 4
FH A LAY E SFTP 45 )7 i i
9.6.8 K &l & 45

SFTP % i D RERC B T i, AT LAEEE 1) SSH AR 55 2% 1 4 SR B A A N 2% o

s B
LB

9-20
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9 Telnet /% SSH

9.6.1 BIIMEBMTSE

FEHEAT SFTP %) i Dy RE (A G L HT 1 AR S R PR N PR  C BB AP AP Y i A 55 A

e, AT I, e e R EAT 5

[z ARG

SETP A3 I/ A LA 3 22 4 (¥ BN B 4 EAT SO B, SRR R AR G T 2 38 s 22
SCAFIIARIE RIS, SN T B AR Atk R, i TARAE T Client ZhRg, 7T LAfE

AL B4 FTP BIERE B #,  HEAT SCPFIN 24t o

BT
{E SFTP & i iE i SSH2 IR #8 2 0, 7 5c A AT

®  SSH R4S 28w A A RSA B %
®  SSH R4 #suific & SFTP H /-
® SSH R4 2%iitt SFTP RS-l fe

HimHESR
{F SFTP % ) i 4 SSH2 MR45 28 2 Wi, w4 L N 8

FS | 8iR

1 SSH it 4% #8 42 FK

2 SSH Hi 2% %5 24 Hi W W 1) 3 15

3 SFTP & i 1) SSH R 45 75 i 1 B 3% Jin 88 59k

4 SSH fiR 458 i 2] SFTP 75 7 st ) 1 32 Jon % v

5 SFTP & i 1) SSH k45 75 i (1 1 1% HMAC 5k

6 SSH iR %5 #5421 SFTP & /7 i ) 1 1% HMAC &3k

7 LR AR 3 RTR

8 B 4K

9 BB &

10| SCPEARK

9.6.2 (£ 8E SSH & Fim & R INIEDIRE

e SSH 2 F i i JOAUE DI RE G, 24 SFTP % )7 i 5 — 6 s SSH RS 28 it, A% SSH

k55431 RSA A PHREAT A R MER A

SCRYRAS 03 (2011-01-30) Sl A RS B
WAL T A © M BARAT B2 )
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BRIESER
TH’1

9.6.3 (HA[i&

v

TR ACE T RE SSH % 7 i & UOAIEL) g, ARALE SETP %% ) i o — U & 5% SSH AR %%
2RI, AKX SSH RS- #3110 RSA ANHMAT AR S . X5, R4 H 3R A7
RSA A5, A RUOGFIAE.

HEREAE I RE SSH %)™ 3 1 OATEZNRE, R4 At
THAEAEN SSH % ) i (R AZ # L _EHEAT 0 I A TG L

PAT AL system-view, FHEARFUE .

AT 2 ssh client first-time enable, it SSH % )" i B VA UE T RE .
A TEOLT, SSH 27 i B O E D A SRS o

(10 isem

® (#4L SSH Z FdE AIAEHAEY B 8, AT L SFTP &P jv“‘éﬁ’:"//\’g‘i SSH R 4%
3+ SSH IR 4% ¢4 RSA N 4ABATA 20k &, B At SFTP & P #3080 %4 SSH H&%\
RSA 247.

® o R XA AEA SSH & F 5B KIAIESfe, WL SFTP &P sw % — kA K SSH R4E0, & T
2t SSH AR 435 &9 RSA 2A4A4 20+ #/ysxm, Rﬁ%éﬁ;"%ﬂ&% BRI,

o= i)

MR T 448 SSH & P 3% 8 KINEH XN, 4o SFTP & F 5448 5§ — K348 M5 & SSH IR 4%,
ETAB T FE AR P 3% 4 SSH MR 42 4Bt RSA ANk Z .

s

) SSH % Rk SSH IRE T HHEE RSA 24A

PRI LLAE SSH %% /7 i ok SSHOAR S5 2570 it RSA A4

ERER
UnAREBA ERE SSH %)™ v 1 UOAIEDIfE, A i ZE4E SFTP 2/ i 8ok SSH RS54 2
7B RSA A 4H.
THAEAE N SSH 2 ) i (R AC e L_EJEAT Q1 RO
RIETR
$B1 AT S system-view, ARG .
H2 P AT rsa peer-public-key key-name, HENAILHEHIILE
$IE 3 #4712 public-key-code begin, Ik NI i AL
$EA KN hex-data, N ILEH .
BN A S P U 2 A PIAG G A (1 /S BEHI A 77 R, i SCRE SSHO R 7 s i A
BEMLAE R ASLBHAERNJS, v LAUT display rsa local-key-pair public iy 2 2 &
S5 AT 2 public-key-code end, iEH AL HgmHEAE .
9-22 ey AT R A R SCHERRCAS 03 (2011-01-30)
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R AR N VLR 9D hex-data, /AT peer-public-key end Jii, K Toik AL 5
WAL IR b H R E % key-name CLEAEM I E H N YR, Fi404T peer-public-key end
N, RESin: BHOEANAAAE, N IR A RS .
LB 6 iT1T2 peer-public-key end, EHAJLEAMEK, B RGMAE.
S 7 PUTHr4 ssh client servername assign rsa-key keyname, 3 SSH JIli55#5 73t RSA A4H.
(AARTTY
® £ SSH R4 E o Buxt s RSA NMAZAT, BT 5Byt im RSA 4562 f8 SSH & P 3% €42

BB X%k B SSH AR 4355449 RSA 2MA, XAf SFTP & P %3+ SSH AR 4% 49 RSA 243
FTA A S AT,

® R SSH & 7 ss kA4 SSH RS- 4AX 3, #ATH 4 undo ssh client servername assign rsa-
key, f&M SSH &P 35 SSH MR4-334997% % &, AIAT4 4> ssh client servername assign rsa-
key keyname, # SSH k%35 5 Be#7 69 RSA 247,

R

9.6.4 B SFTP % i
FH Al LA SSH %% 3 LA SFTP 7 & 551 SSH RS 5% .

B> l1a.c
(1 ssem
SFTP & 7 % & 3445k STelnet & 7 3% & Sh &4 RkA80L, #7517 SSH MR 43 0t45 4 R ibat, %
FFRA k. mE kA HMAC fi&, AR E keepalive ) k.
TEA/E SSH % 1 i A e WL BEAT 40 F It e .
BIEDER

FB1 HAT 2 system-view, ARG

P2 MR SSH IRSTAS A HIERAY, EFERATI T 2 MCEZ .

® IR IPv4 KA Mk
AT 4 sftp [ -a source-address | -i interface-type interface-number | host-ipv4 [ port |
[ [ public-net | -vpn-instance vpn-instance-name | | [ prefer_kex { dh_groupl |
dh_exchange group } ]| [ prefer_ctos_cipher { des | 3des | aes128 } | |
[ prefer_stoc_cipher { des | 3des | aes128 } ] | [ prefer_ctos_hmac { shal | shal 96 |
md5 | md5 96 } ]| [ prefer_stoc_hmac { shal | shal 96 | md5 | md5 96 } ]]" [ -ki
aliveinterval [ -ke alivecountmax 1], LA SFTP J7 X G % 3] SSH k%45 Lo

® AL IPv6e FIU [y

AT 4 sftp ipv6 [ -a source-address | host-ipv6 [ -i interface-type interface-number |
[ port ][ [ prefer_kex { dh_groupl | dh_exchange_group } ]| [ prefer_ctos_cipher

{ des | 3des | aes128 } ]| [ prefer_stoc_cipher { des | 3des | aes128 } ] |

[ prefer_ctos hmac { shal | shal 96 | mdS5 | md5 96 } ]| [ prefer_stoc_hmac { shal |
shal 96 | md5 | md5 96 } ]] " [ -ki aliveinterval [ -ke alivecountmax 1], LA SFTP J5z{
%ok #) SSH M ds 4% Lo

BT

9.6.5 (F[iX) BEXEHR
FiLPH AT DL SFTP 7 3 Ll BRI S5-58 10 FI %

SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 9-23
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BRIESE
$IE1

TR]2

$IE3

9.6.6 (A%

(1 ssem
L SFTP & P48 5% %) SSH R4 B2 /5, &£ SFTP & P 3% T vAA| 2 Mk SSH k4% L4y B %,
AR TEA IR R, RTEEH RFHLFRED FKEEL.

THAEAE N SSH % ) i (R AZ L _EBEAT 0 I TG L

PAT A4 system-view, ARG
M4k SSH 45 % (bR, EHHATW R 2 NMEEZ —.
® & IPv4 AL

PAT 4 sftp [ -a source-address | -i interface-type interface-number | host-ipv4 [ port ]
[ [ public-net | -vpn-instance vpn-instance-name | | [ prefer_kex { dh_groupl |
dh_exchange _group } ]| [ prefer_ctos_cipher { des | 3des | aes128 } ] |

[ prefer_stoc_cipher { des | 3des | aes128 } | | [ prefer_ctos_hmac { shal | shal 96 |
md5 | md5_96 } ]| [ prefer_stoc_hmac { shal | shal 96 | md5 | md5 96 } ]]" [ -ki
aliveinterval [ -ke alivecountmax |1, LA SFTP J5 R & %3 SSH k45 4% 1.

® AL IPve AU
HAT M4 sftp ipvé [ -a source-address | host-ipv6 [ -i interface-type interface-number ]
[ port ][ [ prefer_kex { dh_groupl | dh_exchange group } || [ prefer_ctos_cipher
{ des | 3des | aes128 } ]| [ prefer_stoc_cipher { des | 3des | aes128 } ] |
[ prefer_ctos hmac { shal | shal 96 | md5| md5 96 } ]| [ prefer_stoc_hmac { shal |
shal 96 | md5 | md5 96 } 11" [ -ki aliveinterval [ -ke alivecountmax 1], LA SFTP J5 2,
%) SSH g5 3% L.
AR T 2L, BT R AN A A
® T4 cd [ remote-directory |, YU I HT TAE H %
® T edup, UM HI AR H 3O 2957 TAE H o) E— % H k.
® TS pwd, BRI ET AR H k.
® HATM 4 dir /Is [ remote-directory |, ‘Bnigi€ Hak R SCHEFIE
® AT
fr o

® P74 mkdir remote-directory, TENR%s#s LAIEH H %

) EEH

FH el DAAE SFTP %5 ) i b 7~ SFTP R 45 w8 g i A H s sl SO s B, s it kg
SFTP IR 45 %% b B ¥e & St

E=ER
(1 sem
24 SFTP & P #/5% %] SSH IR 4825, A SFTP AP TR E 4. BB, B+t
Fl k. bt FTHRIE.
THAEE N SSH & 7 i AS e WL B BEAT 4 F AL &
9-24 ey LA R B A B SCRERRAS 03 (2011-01-30)
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9 Telnet /% SSH

RESR

1 PAT2 system-view, FHANRGHE.
PIE2 R SSH RS S bR, EHEPATW T 2 M E 2 —.

%3

® 1L JE TPv4 2B (F bkl

AT A4 sftp [ -a source-address | -i interface-type interface-number | host-ipv4 [ port |
[ [ public-net | -vpn-instance vpn-instance-name | | [ prefer_kex { dh_groupl |
dh_exchange group } ]| [ prefer_ctos_cipher { des | 3des | aes128 } | |

[ prefer_stoc_cipher { des | 3des | aes128 } ]| [ prefer_ctos_hmac { shal | shal 96 |
md5 | md5_96 } ]| [ prefer_stoc_hmac { shal | shal_96 | md5 | md5 96 } 1] " [ -ki
aliveinterval [ -ke alivecountmax 1], LA SFTP J5 X &3 SSH k4545 1.

a2 1Pve ZEAY I hil:

PUAT 4 sftp ipvé [ -a source-address | host-ipv6 [ -i interface-type interface-number ]
[ port ][ [ prefer_kex { dh_groupl | dh_exchange group } || [ prefer_ctos_cipher

{ des | 3des | aes128 } | | [ prefer_stoc_cipher { des | 3des | aes128 } | |

[ prefer_ctos hmac { shal | shal 96 | md5 | md5 96 } ]| [ prefer_stoc_hmac { shal |
shal 96 | md5 | md5 96 } ]] " [ -ki aliveinterval [ -ke alivecountmax 1], LA SFTP J5z{
%ok #) SSH M ds 4% Lo

AR, PATW R — AR AE:

® JifT T4 rename old-name new-name, VLRSS LAEE K SCAF I
® P14 get remote-filename [ local-filename |, I FE 5545 11 A
® PUT 4 put local-filename [ remote-filename |, L AEA M SCAF BT REAR 55 4% -
® HATmdr

s

4> remove remote-filename, WIS %% bS04

9.6.7 (T[i%) SFTP X Fis&<S i)

HRf

il

[=|
nes

BRIESTR

il LA SFTP %5 ) ity 2 15 B o

THAEAEN SSH % ) i (RIAZ # L _EHEAT 1 I ARG £

$BE1 HAT 2 system-view, N RGIE.
B2 ME SSH Ik S5#8 bR, IEFPATI T 2 MILEZ —»

® L& IPv4 A bl

AT sftp [ -a source-address | -i interface-type interface-number | host-ipv4 [ port |
[ [ public-net | -vpn-instance vpn-instance-name | | [ prefer_kex { dh_groupl |
dh_exchange group } ]| [ prefer_ctos_cipher { des | 3des | aes128 } | |

[ prefer_stoc_cipher { des | 3des | aes128 } ]| [ prefer_ctos_hmac { shal | shal 96 |
md5 | md5 96 } ]| [ prefer_stoc_hmac { shal | shal 96 | md5 | md5 96 } ]]" [ -ki
aliveinterval [ -ke alivecountmax 1], LA SFTP J5 A &% SSH k4545 L.

a2 1Pv6 JEAY sl

AT A4 sftp ipv6 [ -a source-address | host-ipv6 [ -i interface-type interface-number |
[ port ][ [ prefer_kex { dh_groupl | dh_exchange group } || [ prefer_ctos_cipher

SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 9-25
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{ des | 3des | aes128 } ]| [ prefer_stoc_cipher { des | 3des | aes128 } ] |
[ prefer_ctos hmac { shal | shal 96 | md5| md5 96 } ]| [ prefer_stoc_hmac { shal |
shal 96 | md5 | md5 96 } 1] [ -ki aliveinterval [ -ke alivecountmax 1], LA SFTP J7 2,

%) SSH g5 4% L.
T3 PUTHr2 help [ all | command-name |, .75 SFTP 2 it 24 B
—4R
9.6.8 NEFL HLR
SFTP % " i DI REMC B D Jm, AT LA 3 SSHR 5545 (K4 JR e B A5 8 55
HIR &4
CL5E Sk SFTP %5 ) bt L BE K T A7 L
BEEER
® fi [ display ssh server-info 72 7F SSH % )" hisfr & SSH k%5755 RSA A2 H] 1
XK R o
® fii}{] display ssh server session 7275 SSH Jlx %5 #3 i 24 SSH &/ Ui iE 425165
B
&5

121714 display ssh server session, 7] LUE 2% i N VTY4 S5 Bk, kg7 02
sftp, 30Uk 7 202 rsa 55

{Quidway> display ssh server session

Session 2:
Conn : VIY 4
Version : 2.0
State : started
Username : client002
Retry 1
CTOS Cipher : aesl28-cbce
STOC Cipher : aesl28-cbce
CTOS Hmac : hmac—shal-96
STOC Hmac : hmac—shal-96
Kex : diffie-hellman—groupl-shal
Service Type . sftp
Authentication Type : rsa

9.7 B & 2445

fic & Telnet Az SSH N 7] o 1 45 S0 B FE I T MR IC B L . e B b o 45
HMTER . S R DU S A .

9.7.1 it & Telnet £t IR 55 716
EASREI, i ECE S BUE T S, S23 Telnet 2 35% .

9.7.2 i & PC 1F 4 STelnet & /" i iZE % SSH IR 5525 HI 7~ 151

lL'E PC {E A STelnet %% F'uifidi4% SSH R 5525 sl o ZEA RG], @il 7E SSH AR 55 4%
it 2F A = A X afw“ SSH R 4% 2% fic & SSH /7 (1 2 44 Fl s ﬁ% i BE Stelnet Ik
%, SO Stelnet 2% P uiidi 4 SSH AR S5 2%
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9.7.3 B EHATHHAE M STelnet 25 7 Ui i%i 48 SSH IR 55 7% (11 71~ 441
TEATRGI, TiE7E STelnet 2% /'3 A1 SSH R4S S - BASHL B 4%, {8 SSH RS #a it
G RSA . I P 4858 1% RSA A4, SEBL Stelnet 25 ) i % SSH ARSS 25

9.7.4 it SFTP %% F'hiyiZi 2 SSH AR 45 25 117~ 151
LEATRGI, Gl AE SFTP &/ uii Al SSH IR 55 f ity A2 A Hu 3 57, 7€ SSH IR 55 %% ity
i RSA A IE NI 4852 1% RSA A%, S8 SFTP /7 iii%i 42 SSH R 45 2%

9.7.5 B 'E SSH M 2% % 37 Fr HoAth it 115 17 o] 111 75 451
e 'E SSH 8578 S Fr At s L1505 ) (Rl FEAS S, JE ke SSH RS #5% i (1]
Wy -5 kg FoAth g 15, SEICE AVERH P A BEEE ST SSH ;.

9.7.6 it & SSH 37 £F RADIUS A IF ¢ 75451
fL'E SSH 7 £F RADIUS R RG] . ZEARGIH, it RADIUS HR4s 48 AEH F 15
KL, SEI SSH s 28 AR B A UE 25 R v A& A5 VT SSH 25 7 v Tl % 4%

9.7.1 Bt & Telnet iR 55 =1

FEARGIT, Tl E P BAE Ty SN 5, SCH Telnet 53K,

ARER

nE 9-3, FH )& F) SwitchA J&, WITAE SwitchA [11f] Telnet ££ )3 & 5% £ SwitchB
BRI S 23)

9-3 Ethernet M4 P25 FHMN

99—

SwitchA SwitchB
10.10.10.8/24 10.10.10.9/24

Switch B WtV [ VLANIF IP Hbhik
SwitchA GigabitEthernet0/0/1 VLANIF 2 10.10.10.8/24

SwitchB GigabitEthernet0/0/1 VLANIF 2 10.10.10.9/24

(TR is
SR i B C E Telnet 25 i 55 -

1. 1F SwitchA F1 SwitchB Ac & IP Mk,
2. 7F SwitchB FAC'E Telnet J6iF J A1 %4
3. M SwitchA &>k 3| SwitchB [

BiRkESE
PR E A, A LA A
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Quidway S5700 41 LA M AZ e 4l
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BRMESR

P2

® VLAN [ ID

® Telnet %% /7 ¥fi; SwitchA [¥) IP HibkFiE 115
® Telnet JIR45#% SwitchB [1) TP #Huhl-Fid2: 05
® SwitchB Telnet & 3% [ 56 1F Jy 201 250
il E P ikl

# Wit E Telnet %5 /¥ SwitchA ff) IP Mkt .

{SwitchA> systemview

[SwitchA] vlan 2

[SwitchA-vlan2] quit

[SwitchA] interface GigabitEthernet 0/0/1
[SwitchA-GigabitEthernet0/0/1] port hybrid pvid vlan 2
[SwitchA-GigabitEthernet0/0/1] port hybrid untagged vlan 2
[SwitchA-GigabitEthernet0/0/1] quit

[SwitchA] interface vlanif 2

[SwitchA-Vlanif2] ip address 10.10.10.8 255. 255. 255. 0
[SwitchA-Vlanif2] quit

[SwitchA]

# il & Telnet 55 %5 SwitchB 1] TP Hhudik.

{SwitchB> systemview

[SwitchB] vlan 2

[SwitchB-vlan2] quit

[SwitchB] interface GigabitEthernet 0/0/1
[SwitchB-GigabitEthernet0/0/1] port hybrid pvid vlan 2
[SwitchB-GigabitEthernet0/0/1] port hybrid untagged vlan 2
[SwitchB-GigabitEthernet0/0/1] quit

[SwitchB] interface vlanif 2

[SwitchB-Vlanif2] ip address 10.10.10.9 255. 255. 255. 0
[SwitchB-Vlanif2] quit

[SwitchB]

M Telnet Ak %5 %% SwitchB [1] Telnet 36F /7 R85 1L

[SwitchB] user—interface vty 0 4

[SwitchB-ui-vty0-4] authentication—mode password
[SwitchB-ui-vty0-4] set authentication password simple 123456
[SwitchB-ui-vty0-4] quit

[SwitchB]

RN R
# M SwitchA _E Telnet F| SwitchB.

{SwitchA> telnet 10.10.10.9
Trying 10.10.10.9 ...
Press CTRL+K to abort
Connected to 10.10.10.9 ...

Login authentication
Password:
info: The max number of VTY users is 20, and the current number

of VTY users on line is 1.
{SwitchB>

TR
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B &

SwitchA [1JHC & A

#

sysname SwitchA
#

vlan batch 2
#

interface Vlanif2

ip address 10. 10. 10. 8 255. 255. 255. 0
#

interface GigabitEthernet0/0/1
port hybrid pvid vlan 2

port hybrid untagged vlan 2
#

return

SwitchB [ & 34

#

sysname SwitchB
#

vlan batch 2
#

interface Vlanif2

ip address 10.10.10.9 255.255.255.0
#

interface GigabitEthernet0/0/1
port hybrid pvid vlan 2

port hybrid untagged vlan 2
#

user—interface vty 0 4

set authentication password simple 123456

#
return

9.7.2 it & PC {EA STelnet & RimiE$E SSH AR FZ 2589761

GRS

SSH Client

it & PC 1E 4 STelnet % F'iiiZE 4% SSH RSG5 25 nti] . (EA R, 1HIL7E SSH MRk %543
Ui A AN B BN, AR SSHARSS #s st i & SSH I 7 101 1 44 R h5, i RE Stelnet AR
5%, S Stelnet 25 7 i H: SSH 4525 -

e 9-4 flr7s, SSH JIRk%5#83m STelnet IRF5-1 )5, STelnet % 7 % n] LLE L Password.
RSA. password-rsa BX all TAE) 77 206 % 3] SSH R4 45 Uity o

BeE Gk /7 Client001, #6594 “huawei” , F3x50E 720N password.
JIR 45 % it TP Hbodik /2 192.168.1.1.
P FEHAN S HF SSH Ppils

9-4 Bt E PC {E75 STelnet % Fim %% SSH AR 55 =340 W

S

SSH Server

SCRYRRAS 03 (2011-01-30)
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Quidway S5700 41 LA M AZ e 4l
W 5 R - A

BCERR

kS

BRIESER

KRG B B LS PC 14 STelnet %% )7 i % 4% SSH RS 7%

1. F)/7 Client001 FYFC & /E SSH IR 55 4% E 58 .
2. SSH %55 STelnet 45 i HE
3. PCHE SSH k45 #bimihad (AL 20 password.

N SE IR E B, A T R K -

® SSH H P4 Mk s .
® SSH /&4,
® SSH k%5434

NS5 B A M A

<Quidway> system—view

[Quidway] sysname SSH Server

[SSH Server] rsa local-key—pair create

The key name will be: Quidway Host

The range of public key size is (512 ~ 2048).

NOTES: If the key modulus is greater than 512,
It will take a few minutes.

Input the bits in the modulus[default = 512]: 768

Generating keys..

....... b

.......... b

................................... et

FENRSS 2 & VTY H P Stii

[SSH Server] user—interface vty 0 4

[SSH Server—ui-vty0-4] authentication—mode aaa
[SSH Server—ui-vty0-4] protocol inbound ssh
[SSH Server-ui-vty0-4] quit

(1) +mm
B E AR WLh SSH, N S5700 %44 B 3% 1k Telnet 2 4E.
TENR 257 i liC B SSHH - (R P 44 Fls il
[SSH Server] aaa
[SSH Server-aaa] local-user client001 password cipher huawei
[SSH Server-aaa] local-user client001 privilege level 3

[SSH Server—aaa] local-user client001 service—type ssh
[SSH Server-aaa] quit

i€ STelent ThAE, JHMCE RSN STelnet

[SSH Server] stelnet server enable
[SSH Server] ssh authentication—type default password

LRI AT N
# IR putty S SRS, FRE B TP Mk 192.168.1.1, e %37k SSH.
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9 Telnet /% SSH

:_}2; PulTY Configuration

Categorny:
= S ession B asic options for pour PuT T session
Logging S pecify your connection by host name or IF address
= Terminal Host Mame [or P address] Part
keyboard 192.168.1.1] 22
Bell e
£ i rotocal: : —
| L]
T— ) Baw ) Telnet () Rlogin
Eehaviour Load, save or delete a stored session
Tmnsbhun Saved Sessions
Selection
Colours E = 2
S e EEfault Settings
Telnet
5
Fioin
Auth
Tunnels
E:Icuse window an exit;
O Alwaps (O Mever (3 Only on clean exit
o (e

£'192.168.1.1- PulTY
client001
ientooir

1.1'=s password:

ayright (C) 2
Without the
no decowpiling or

" MNotic

Thi
Tnaut

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Info: The max nurber JTT users is and the number

of current VITT us > on line is
CQuidway> I

#100d putty RGBS, WAH P AFEM, H 4 client001, #65 huawei.

CRYFR A 03 (2011-01-30) Sy LA TR (5 S

AT © AR IR A+
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B & 3

G

®  SSH R4 2 MBC & S

#

sysname SSH Server
#

aaa

local-user client001 password cipher huawei
local-user client001 privilege level 3
local-user client001 service—type ssh
#

stelnet server enable

ssh authentication—type default password
#
user—interface vty 0 4
authentication—mode aaa

protocol inbound ssh
#
return

9.7.3 BL B ZHA1EH STelnet & i iEE SSH PR % 3ZHITRHI

46 P 7oK

LEATRIR, WL AE STelnet 2 ) i Al SSH AR 25 28 i A= A M35 5%, 78 SSH AR 2% 28 it
R RSA . IF A P 402 1% RSA A4, SZ3L Stelnet %5 ) i % SSH ARSS 25

AN G A G K BT AD AT A LIATRC B N, W AR E A HALAE A STelnet 777
SRR A L B AL o

P& 9-5 firon, SSH R4 2% STelnet Ik 1fiE )5, STelnet %% ) % n] LAIH T Password.
RSA. password-rsa 5% all TAIIE 1) 7 26 % 2 SSH RS #5 v

P B PSSR

® )7 Client001, 15374 huawei, FrIiE /724 password.
® J{)7 Client002, il 770k RSA, F£ 4L 224 RsaKey001.

P S S FE SSH P

] 9-5 BL & STelnet % Fif%E1E SSH AR 55 254H M [E]
SSH Server

E' 10.164.39.222/24
| |

10.164.39.220/24 B B 10.164.39.221/24

Client001 Client002

Switch B0 Wt ] VLANIF IP Hbdik
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Wi B 5 P - 9 Telnet f SSH
SSH server GigabitEthernet0/0/1 VLANIF 10 10.164.39.222/24
Client001 GigabitEthernet0/0/1 VLANIF 10 10.164.39.220/24
Client002 GigabitEthernet0/0/1 VLANIF 10 10.164.39.221/24

KT (BRI E STelnet %% 7 31 4% SSH 4545«

e & %582 BT J& VLAN BLEOGEHY, VLANIF 2 1111 1P ik

FH P Client001 F1 Client002 [FIFC B 37E SSH 45 #% L 5¢ 1o

43 AE STelnet 25 F i A1 SSH i 45 i it A2 J& A< Hh 25 B %)

Zf SSH R % 28 A= B RSA A%, JF M Client002 4532 SSH % )7 i ) RSA 22
H.

SSH 2% #8¥ STelnet ik BE o

H P Client001 1 Client002 43 1] LA STelnet J7 308 5% SSH iRk 5525 -

N FE RSB E B, AR A -

B E B
1
2.
3.
4
5.
6.
KiEkEE
[ J
°
[ J
°
RIETTR

FTP 4545 i 125/ v (¥ 1P kit &2 )3T & VLAN, HAKiE 2 ILE 9-5.
SSH I/ 44 FANiE 77 X

SSH H & i 5k RSA A%,

SSH k554844 -

$E1 FUEE TS VLAN FI% N VLANIF 382 01 1P Hutilk .

TEAE R RS 251 Switch 64 VLAN 10, FERCE 11 VLANIF10 1 1P Hudikh
10.164.39.222/24,

{Quidway> system—view

[Quidway]sysname Quidway

[Quidway] vlan 10

[Quidway] quit

[Quidway] interface GigabitEthernet 0/0/1
[Quidway—GigabitEthernet0/0/1] port hybrid pvid vlan 10
[Quidway—GigabitEthernet0/0/1] port hybrid untagged vlan 10
[Quidway—GigabitEthernet0/0/1] quit

[Quidway] interface vlanif 10

[Quidway-Vlanif10] ip address 10. 164.39.222 24

Y8 4% F i Client001. Client002 [1) Switch [¥) IP Muhikfc & [ b (0g) .
S D RS S i A AN S o)

{Quidway> systemview

[Quidway] rsa local-key—pair create

The key name will be: Quidway Host

The range of public key size is (512 ~ 2048).
info: If the key modulus is greater than 512,

It will take a few minutes.
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Input the bits in the modulus[default = 512]:
Generating keys..

FH

FH

o

MR 55 s 61 43 SSH H
[ARETE

SSH A F &4 password. RSA. password-rsa. all iX 4 FFAIEFH X
® 4o SSH A F 49iKiE7 X 4 password. password-rsa Bf, s&%0EE & F) 4 9 local-user A 7 ;
® J4wXR SSH A F ¢9iAiE% X & RSA. password-rsa. all, JR%-3535% M ARAF SSH & F 5% 49 RSA 2>

4.
#ELE VTY H) .

[Quidway] user—interface vty 0 4
[Quidway-ui-vty0-4] authentication-mode aaa
[Quidway—ui-vty0-4] protocol inbound ssh
[Quidway—ui-vty0-4] quit

® {7 SSH F /' Client001.

# B 7 444 Client001 () SSH P, HAMIE 7 Xk password.

[Quidway] ssh user client001
[Quidway] ssh user client001 authentication—type password

# & SSH F /' Client001 Ft B 2515k huawei.

[Quidway] aaa
[Quidway-aaa] local-user client001 password simple huawei
[Quidway-aaa] local-user client001 service-type ssh

® I 44K Client002 1) SSH HH /7, HAAUF 74 RSA.

[Quidway] ssh user client002
[Quidway] ssh user client002 authentication—type rsa

B B 45 s i RSA A8
# 2% iy A R i ) A I R BT
{Quidway> system-view

[Quidway] sysname client002
[client002] rsa local-key-pair create

# B EH %) i FA R RSA A4H.

[client002] display rsa local-key—pair public

Time of Key pair created: 16:38:51 2007/5/25
Key name: client002 Host
Key type: RSA encryption Key

Key code:
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 OF6B97A8
EA91FC4B B9E18836 5ET4BFD5 4C687767 A89C6B43
1D7E3E1B
0203
010001
Host public key for PEM format code:
———— BEGIN SSH2 PUBLIC KEY ———
AAAAB3NzaClyc2EAAAADAQABAAAAQQC/815LxhvXhvkHtd59Z3DD5f0XqyA8 j8u7
yP3y98tnT1GehBkPa5eo6pH8S7nhiDZedL/VTGh3Z61icaOMdf j4b
———— END SSH2 PUBLIC KEY ———-
Public key code for pasting into OpenSSH authorized keys file :
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ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAQQC/815LxhvXhvkHtd59Z3DD510XqyA8 j8u7yP3y98tn
T1GehBkPa5eo6pH8S7nhiDZedL/VIGh3Z6icaOMdf j4b rsa—key

Time of Key pair created: 16:38:51 2007/5/25
Key name: client002 Server
Key type: RSA encryption Key

Key code:
3067
0260
BCFAC085 49A2E70E 1284F901 937D7B63 D7A077AB
D2797280 4BCA86CO 4CD18B70 5DFACI9D3 9A3F3ET74
9B2AF4CB 69FA6483 E87DA590 7B47721A 16391E27
1C76ABAB 743C568B 1B35EC7A 8572A096 BCA9DFOE
BC89D3DB 5A83698C 9063DB39 A279DD89
0203
010001
[client002]

# ¥ i BRI RSA ABIAL 6 2R 55 35 v -

[Quidway] rsa peer—public—key RsaKey001

Enter “"RSA public key” view, return system view with “peer—public—key end”.
[Quidway-rsa—public—key] public—key—-code begin

Enter “RSA key code” view, return last view with “public-key—code end”.
[Quidway-rsa—key—code] 3047

[Quidway-rsa—key—code] 0240

[Quidway-rsa—key—code] BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
[Quidway-rsa—key—code] 203C8FCB BBCS8FDF2 F7CB674E 519E8419 0F6B97A8
[Quidway-rsa—key—code] EA91FC4B B9E18836 SE74BFD5 4C687767 A89C6B43
[Quidway-rsa—key—code] 1D7E3E1B

[Quidway-rsa—key—code] 0203

[Quidway-rsa—key—code] 010001

[Quidway-rsa-key—code] public-key—code end

[Quidway-rsa—public-key] peer—public-key end

23 SSH HIJ* Client002 45 5%E SSH & /7 i [1] RSA /A4

[Quidway] ssh user client002 assign rsa—key RsaKey001

SSH JI% 25443 STelnet %251 g
# {ifE STelnet IR 55 TIHE

[Quidway] stelnet server enable

B E SSH I F' Client001. Client002 [ 45 7574 STelnet

[Quidway] ssh user client001 service-type stelnet
[Quidway] ssh user client002 service-type stelnet

STelnet 2 J i i % SSH R 55 4%
# RS, T EAERE SSH & i il AR TN RE .

[client001] ssh client first—-time enable
[client002] ssh client first—-time enable

# STelnet % i Client001 FH password WIE 7 sU%H: SSH RS54, Fr AL E (1 FH 44 F1

M’Eﬁ%o

{client001> systemview

[client001] stelnet 10.164.39.222

Please input the username:client001

Trying 10.164.39.222 ...

Press CTRL+K to abort

Connected to 10.164.39.222 ...

The server is not authenticated. Continue to access it?(Y/N):y
Save the server’s public key?(Y/N):y
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The server’s public key will be saved with the name: 10.164.39.222. Please wait..
Enter password:

# BN huawel, B/RERRINEBWT:

info: The max number of VTY users is 20, and the current number
of VTY users on line is 1.
<{Quidway>

# STelnet % F' i Clent002 ] RSA A 77 X IEH: SSH RS 2% .

<{client002> system—view

[client002] stelnet 10. 164.39. 222
Please input the username: client002
Trying 10. 164. 39.222 ...

Press CTRL+K to abort

Connected to 10.164.39.222 ...

info: The max number of VTY users is 20, and the current number
of VTY users on line is 1.
{Quidway>

o e A

Be & 5E i n, E SSH R%525iiFh 1T display ssh server status 7172 fll display ssh server
session 7%, 1 LLZF 2 STelnet x5 L& HE, Jf H STelnet & 7 ¥y L4 A D) 42 2|
SSH Jik 554 -

# 15 F SSH ARAE H .

[Quidway] display ssh server status

SSH version : 1.99

SSH connection timeout : 60 seconds

SSH server key generating interval : O hours
SSH Authentication retries : 3 times
SFTP server: Disable

STELNET server: Enable

# A1 SSH MR 45w MiEHAE B .

[Quidway] display ssh server session
Session 1:

Conn: VTY 3

Version: 2.0

State: started

Username: client001

Retry: 1

CTOS Cipher: aesl128-chc

STOC Cipher: aesl28-cbhc

CTOS Hmac: hmac—-shal-96

STOC Hmac: hmac—-shal-96

Kex: diffie—hellman—groupl-shal

Service Type: stelnet

Authentication Type: password
Session 1:

Conn: VTY 4

Version: 2.0

State: started

Username: client002

Retry: 1

CTOS Cipher: aesl128-cbc

STOC Cipher: aesl28-cbhc

CTOS Hmac: hmac—shal-96

STOC Hmac: hmac—-shal-96

Kex: diffie—hellman—groupl-shal

Service Type: stelnet

Authentication Type: rsa
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o & 3

# & SSH H 5 R

[Quidway] display ssh user—-information
User 1:

User Name: client001
Authentication—type: password
User-public-key—name: -
Sftp—directory: -
Service—type: stelnet
Authorization—cmd: No

User 2:

User Name: client002
Authentication—type: rsa
User-public-key—name: RsaKey001
Sftp—directory: -

Service—type: stelnet
Authorization—cmd: No

-

SSH k%5 %5 Quidway _I (I & SCA:

#

sysname Quidway
#

vlan batch 10
#
interface Vlanifl0

ip address 10. 164. 39. 222 255. 255. 255. 0
#

rsa peer—public—key rsakey001

public—key—code begin

3047
0240

BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB 203C8FCB BBC8FDF2 F7CB674E

519E8419 OF6B97A8 EA91FC4B B9E18836 5E74BFD5 4C687767 A89C6B43 1D7E3E1B 0203
010001

public-key—code end

peer—public—key end

#

aaa

local—user client001 password simple huawei
local—user client001 service—type ssh

#

stelnet server enable

ssh user client001

ssh user client002

ssh user client001 authentication—type password
ssh user client002 authentication—type rsa
ssh user client002 assign rsa—key RsaKey001
ssh user client001 service—type stelnet

ssh user client002 service—type stelnet

#

interface GigabitEthernet0/0/1

port hybrid pvid vlan 10

port hybrid untagged vlan 10

#

user—interface vty 0 4

authentication—mode aaa

protocol inbound ssh

#

return

SSH % J" it Client001 [1)HC & SCF

#

sysname client001

#
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9.7.4 Bt & SFTP & PimiEfE SSH AR 5525897~ 4

vlan batch 10
#

interface Vlanifl0

ip address 10. 164. 39. 220 255. 255. 255. 0
#

ssh client first-time enable
#

interface GigabitEthernet0/0/1
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#
return

® SSH % /7 Client002 (170 B 4

#

sysname client002
#

vlan batch 10
#

interface Vlanifl0

ip address 10. 164.39. 221 255. 255. 255. 0
#

ssh client first-time enable
#

interface GigabitEthernet0/0/1
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#
return

AR, JEILAE SFTP % 7' ui Al SSH AR 25 e it A A Mo B %, #F SSH AR 55 %5 v
A RSA AL IF M Y052 1% RSA A%H, SEZIL SFTP % ) wiiZE % SSH AR 45 2% .

LHME K
& 9-6 firo~, SSH RS- 2%m SFTP Mk4-{tifie)5, SFTP Client ¥ nJ LLifi ik Password.
RSA. password-rsa. all V\IE[1) 7 308 5k 31 SSH k5 9 i o
9-6 BLE SFTP & FimiEE SSH AR 5523 4H M &
SSH Server
B' 10.164.39.222/24
10.164.39.220/24 E B 10.164.39.221/24
Client001 Client002
Switch Ez | XN ) VLANIF IP Hizdik
SSH server GigabitEthernet0/0/1 VLANIF 10 10.164.39.222/24
Client001 GigabitEthernet0/0/1 VLANIF 10 10.164.39.220/24
Client002 GigabitEthernet0/0/1 VLANIF 10 10.164.39.221/24
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[T W5
KH R RS ECE SFTP & 7 v idi 8 SSH IR S5 25 1) 7~ -

Be & %5482 AT )8 VLAN BLEOGEHY, VLANIF 2 1111 1P ik

F P Client001 F1 Client002 FIFC & I 7E SSH 45 4 1 5¢ o

43S SETP %5 P 3t Fl SSH. RS $ i 2 B A< Hiy 5 EH %

Zf SSH k%28 A= B RSA A8, A Client002 4532 SSH % ' i ) RSA 22
H.

SSH JI 4% %83 SFTP IR &5 g
6. Bc'E SSH H 7 B SS J7 A AL H % .
HI 7 Client001 F1 Client002 43l LA SFTP J7 208 5% SSH k5545

EalR o

W

Him k&
SRR, oA A

®  FTP JIk55as i Al v 1) 1P Ml &% BT J& VLAN, HAKEZ0LE 9-6.
® SSH H /4 JakiE 7 K.

® SSH HI/ %5 E RSA A8

® SSH 4584,

BRIESER
1 ECEE L FTE VLAN FIOGHY VLANIF $2 11(#) 1P ik,

TEAE M R4 244 Switch A4 VLAN 10, JFPiCE VLAN 10 310 IP Huhl
10.164.39.222/24,

<Quidway> system—view

[Quidway] vlan 10

[Quidway] quit

[Quidway] interface GigabitEthernet 0/0/1
[Quidway-GigabitEthernet0/0/1] port hybrid pvid vlan 10
[Quidway-GigabitEthernet0/0/1] port hybrid untagged vlan 10
[Quidway-GigabitEthernet0/0/1] quit

[Quidway] interface vlanif 10

[Quidway-V1anif10] ip address 10.164.39. 222 24

Y8 % S Client001. Client002 1) Switch [¥) IP Muhikfic & [F] b (1&g .
S22 (ER S ws uiti 2E AN M 3 o)

{Quidway> system-view
[Quidway] rsa local-key—pair create
The key name will be: Quidway Host
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512,
It will take a few minutes.
Input the bits in the modulus[default = 512]:
Generating keys..
........... b
.................. L
R e
b+

B3 (LRSS St SSH A
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L0 ssemm
SSH A F £ &4 password. RSA. password-rsa. all iX 4 FFAEF X
® 4wk SSH A 7 #9iKiE7 A 4 password. password-rsa Bf, sbZEE & Rl 4% 49 local-user f 7 ;
o ?%%HW?%M&?K%RMﬁmwmﬂm\m,ﬁ%%%ﬂ%ﬁ%H§F%%MM&
A .

#WLE VTY H) .

[Quidway] user—interface vty 0 4
[Quidway-ui-vty0-4] authentication-mode aaa
[Quidway-ui-vty0-4] protocol inbound ssh
[Quidway-ui-vty0-4] quit

® {l% SSH F /' Client001.
# B 444 Client001 (1) SSH 7, HAANIE 7204 password.

[Quidway] ssh user client001
[Quidway] ssh user client001 authentication—type password

# > SSH HI )™ Client001 A & 25644 huawei.

[Quidway] aaa
[Quidway—aaa] local-user client001 password simple huawei
[Quidway-aaa] local-user client001 service—type ssh

® SHE S 444 Client002 () SSH /™, HAAIFE 7k RSA.

[Quidway] ssh user client002
[Quidway] ssh user client002 authentication—type rsa

B B 55 4 o RSA A
# R i A IR i PR A 1 2 B
{Quidway> system-view

[Quidway] sysname client002
[client002] rsa local-key—pair create

# O A% i A RSA A%,

[client002] display rsa local-key—pair public

Time of Key pair created: 16:38:51 2007/5/25
Key name: client002 Host
Key type: RSA encryption Key

Key code:
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 0F6B97A8
EA91FC4B B9E18836 5ET4BFD5 4C687767 A89C6B43
1D7E3E1B
0203
010001
Host public key for PEM format code:
———— BEGIN SSH2 PUBLIC KEY ———
AAAAB3NzaClyc2EAAAADAQABAAAAQQC/815LxhvXhvkHtd59Z3DD5f0XqyA8 j8u7
yP3y98tnT1GehBkPa5eo6pH8S7nhiDZedL/VTGh3Z6icaOMdf j4b
———— END SSH2 PUBLIC KEY ———-
Public key code for pasting into OpenSSH authorized keys file :
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAQQC/815LxhvXhvkHtd59Z3DD5f0XqyA8 j8u7yP3y98tn
T1GehBkPa5eo6pH8S7nhiDZedL/VIGh3Z6icaOMdf j4b rsa—key

Time of Key pair created: 16:38:51 2007/5/25
Key name: client002 Server
Key type: RSA encryption Key

9-40
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Key code:
3067
0260
BCFAC085 49A2E70E 1284F901 937D7B63 D7A077AB
D2797280 4BCA86CO 4CD18B70 5DFACID3 9A3F3ET74
9B2AF4CB 69FA6483 E87DA590 7B47721A 16391E27
1C76ABAB 743C568B 1B35EC7A 8572A096 BCA9DFOE
BC89D3DB 5A83698C 9063DB39 A279DD89
0203
010001
[client]

#4575 i B 2R RSA A B4R B AR 55 45 v -

[Quidway] rsa peer—public—key RsaKey001

Enter “RSA public key” view, return system view with “peer—public-key end”.
[Quidway-rsa—public—key] public-key—-code begin

Enter “RSA key code” view, return last view with “public-key-code end”.
[Quidway-rsa—key—code] 3047

[Quidway-rsa—key—code] 0240

[Quidway-rsa—key—code] BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
[Quidway-rsa—key—code] 203C8FCB BBCS8FDF2 F7CB674E 519E8419 0F6B97A8
[Quidway-rsa—key—code] EA91FC4B B9E18836 SET4BFD5 4C687767 A89C6B43
[Quidway-rsa—key—code] 1D7E3E1B

[Quidway-rsa—key—code] 0203

[Quidway-rsa—key—code] 010001

[Quidway-rsa-key—code] public-key—code end

[Quidway-rsa—public-key] peer—public-key end

$IE5 4 SSH /7' Client002 4552 SSH 2% i [f] RSA A 4H

[Quidway] ssh user client002 assign rsa—key RsaKey001

W 6 SSH s+t SFTP Ik 451l fiE
# {fifig SFTP 45 Thik
[Quidway] sftp server enable

PR 7 (L SSH RSG5 imlil & SSH HI /™ IRk 55 77 XMHRAL H 3%

H A7 SSH JIk4s 45 im CUBCE TP SSH HIJ': Client001 A1 Client002, Client001 [IAF /7
A j& password, Client002 [FJIAIIE /7 /& RSA.

[Quidway] ssh user client001 service-type sftp
[Quidway] ssh user client001 sftp—directory flash:/
[Quidway] ssh user client002 service-type sftp
[Quidway] ssh user client002 sftp—directory flash:/

$IB 8 SFTP % /) wit 4% SSH %5 2%
# Ok, MITREATHE SSH % I i UGN IE T fE .

[client001] ssh client first-time enable
[client002] ssh client first-time enable

# SFTP % /7 Client001 F password WAiIE /7 0% SSH IR 45 4% -

<{client001> system—view
[client001] sftp 10. 164. 39. 222
Input Username:client001
Trying 10. 164. 39.222 ...

Press CTRL+K to abort

Enter password:

sftp—client>

# SFTP % F'iiii Client002 F RSA TAIE 7 R4 SSH R4 28 o

{client002> systemview
[client002] sftp 10.164. 39. 222

SCRSRRAS 03 (2011-01-30) Sy LA TR (5 S 9-41
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Input Username: client002
Trying 10.164. 39.222 ...
Press CTRL+K to abort
sftp—client>

FE9 KARELR

BL'E 5E e, 7E SSH AR%s 253404 T display ssh server status iy 1 display ssh server
session 7%, T LI | SFTP ks & fiifie, I H SFTP %) i L4 i D)%+ 3 SSH
k5574 o

# & SSH RS .

[Quidway] display ssh server status

SSH version : 1.99

SSH connection timeout : 60 seconds

SSH server key generating interval : 0 hours
SSH Authentication retries : 3 times

SFTP server: Enable
STELNET server: Disable

# 1 SSH AR5 #s M H:45 KL

[Quidway] display ssh server session
Session 1:

Conn: VTY 3

Version: 2.0

State: started

Username: client001

Retry: 1

CTOS Cipher: aesl128-cbc

STOC Cipher: aesl28-cbhc

CTOS Hmac: hmac—-shal-96

STOC Hmac: hmac-shal-96

Kex: diffie—hellman—-groupl-shal

Service Type: sftp

Authentication Type: password
Session 2:

Conn: VTY 4

Version: 2.0

State: started

Username: client002

Retry: 1

CTOS Cipher: aesl128-cbc

STOC Cipher: aesl28-cbc

CTOS Hmac: hmac—-shal-96

STOC Hmac: hmac-shal-96

Kex: diffie—hellman—-groupl-shal

Service Type: sftp

Authentication Type: rsa

# 75F SSH Fl M5 & .

[Quidway] display ssh user—-information

User 1:
User Name: client001
Authentication—type: password
User-public-key—name: -
Sftp-directory: flash:
Service-type: sftp
Authorization—cmd: No

User 2:

User Name: client002
Authentication—type: rsa
User-public-key—name: RsaKey001
Sftp—directory: flash:
Service-type: sftp
Authorization—cmd: No

TR
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B &

SSH JI %5 #% Quidway - g & Sc

#

sysname Quidway
#

vlan batch 10
#
interface Vlanif10

ip address 10.164. 39. 222 255. 255. 255. 0
#

rsa peer—public—key rsakey001

public-key—code begin

3047
0240

C4989BF0 416DA8F2 2675910D 7F2997E8 5573A35D 0163FD4A FAC39A6E OF45F325
A4E3AALD 54692B04 C6A28D3D C58DE2ES E0D58D65 7A25CF92 A74D21F9 E917182B

0203
010001
public-key-code end
peer—public—key end
#
aaa
local-user client001 password simple huawei
local-user client001 service-type ssh
#
sftp server enable
ssh user client001
ssh user client002
ssh user client001 authentication—type password
ssh user client002 authentication—type rsa
ssh user client002 assign rsa—key RsaKey001
ssh user client001 service—type sftp
ssh user client002 service—type sftp
ssh user client001 sftp—directory flash:/
ssh user client002 sftp—directory flash:/
#
interface GigabitEthernet0/0/1
port hybrid pvid vlan 10
port hybrid untagged vlan 10
#
user—interface vty 0 4
authentication—-mode aaa
protocol inbound ssh
#
return
SSH % 5t Clien001 FTiC & SC A4
#
sysname client001
#
vlan batch 10
#
interface Vlanifl10
ip address 10. 164. 39. 220 255. 255. 255.0
#
ssh client first—time enable
#
interface GigabitEthernet0/0/1
port hybrid pvid vlan 10
port hybrid untagged vlan 10
#
return

SSH % /73 Clien002 [HC & SC A

#

sysname client002
#

vlan batch 10

SCRYRAS 03 (2011-01-30) Sl A RS B
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#

interface Vlanifl0

ip address 10. 164. 39. 221 255. 255. 255. 0
#

ssh client first—-time enable
#

interface GigabitEthernet0/0/1
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#
return

9.7.5 Bt & SSH AR 5588 2 5 H fthim O -S-177 19] B9 7~ 51

i B SSH AR 25 % S RF HoAth i 115 U5 W) (R 78] o ZEAS/RBIHR, Jl G e SSH RS 7 i 1]
Wi 5 oy HoAtg 105, S SVERH P oA et SSH & #%.

HRTER
SSH WL BR v Wi 115 2 22, G SR Beas 8 AW U o) bt 11, 3207 5 FH I 9% 2
PERER T BE, PECAD R kUi .
W BEE SSH S5 #i i )t W g 15 D JAtu i 115, Mo ANENE SSH. W 51
S AR IEFR S 5 22 1) socket EHZ, SSH R 5% s K I A B SR e 15 A
ST 5, AN ST socket R
DA AT EVER R R ] SSH g5 43 BOE AR bR AE IR WT i 1 A RE AL socket T8z, i
AT SSH MU RRAS S0 « Sk S im S A . AIE. SUHIER . &SGR B
9-7 B & SSH AR 55 2% X # E fthim O S 77 51 42 W
SSH Server
ﬁ 10.164.39.222/24
I I
10.164.39.220/24 B B 10.164.39.221/24
Client001 Client002
Switch B X R[] VLANIF IP Hutik
SSH server GigabitEthernet0/0/1 VLANIF 10 10.164.39.222/24
Client001 GigabitEthernet0/0/1 VLANIF 10 10.164.39.220/24
Client002 GigabitEthernet0/0/1 VLANIF 10 10.164.39.221/24
BCE B
KRN B S BR C B SSH RS54 S5 I A g 115 10 ) 7 81«
1. BCESEOITE VLAN LU Y. VLANIF $ H ) IP ik
9-44 B FREE B SCREARAR 03 (2011-01-30)
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2. H/7 Client001 F1 Client002 [FIFC & 47E SSH RS 2% |52 1%
AYHILE SFTP 2 7 it Fll SSH AR 45 23t A2 i A Hh 22 £ %)

4. fE SSH Hg5#s i Ll RSA A%, JF AT Client002 Z85E SSH 7 )73 [¥] RSA 2
iR

5. SSH JIR%% %83 STelnet F1 SFTP IR {4 fig o

6. MCE SSH H P RS 7 sCRE AL H 5%

7. BEE SSH AR s i W Wi 14 .

8. JHJ Client001 F1 Client002 435 LA STelnet F1 SETP J7 2% 5 SSH ARSs 2%

BiEHEE
0 SEFUEIL S, TR T

®  FTP R4 a8 b F12 1 b (1) TP Huhit J2 T J& VLAN, LAk 2 LB 9-7,
® SSH /" 44 Kk 15 s

® SSH H /#7145 RSA 2%,

® ks,

[ ]

SSH k45 75 i W W 4t 1155

$E1 UEE S VLAN RN VLANIF 32 011 1P Hidik .

e h R SS25 (4 Switch A% VLAN 10, FEALE VLAN 10 3211 1P Hulilk A
10.164.39.222/24,

{Quidway> system-view

[Quidway] vlan 10

[Quidway-vlan10] quit

[Quidway] interface GigabitEthernet 0/0/1
[Quidway-GigabitEthernet0/0/1] port hybrid pvid vlan 10
[Quidway-GigabitEthernet0/0/1] port hybrid untagged vlan 10
[Quidway-GigabitEthernet0/0/1] quit

[Quidway] interface vlanif 10

[Quidway-V1anif10] ip address 10.164. 39. 222 24
[Quidway-V1anif10] quit

Y}y % P Client001. Client002 f) Switch [ TP bk & 7] F (Bg) .
S D E RS S i A AN B o)

{Quidway> system-view
[Quidway] rsa local-key-pair create
The key name will be: Quidway Host
The range of public key size is (512 ~ 2048).
info: If the key modulus is greater than 512,
It will take a few minutes.
Input the bits in the modulus[default = 512]:
Generating keys..
,,,,,,,,,,, bttt
.................. ettt
RS
bt

S 3 it E RS 2 RSA A
# AE 7% A R s PR A b s 6
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{Quidway> system-view
[Quidway] sysname client002
[client002] rsa local-key—pair create

#BER )i EA R RSA A4

[client002] display rsa local-key—pair public

Time of Key pair created: 16:38:51 2007/5/25
Key name: client002 Host
Key type: RSA encryption Key

Key code:
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 OF6B97A8
EA91FC4B B9E18836 5ET4BFD5 4C687767 A89C6B43
1D7E3E1B
0203
010001
Host public key for PEM format code:
———— BEGIN SSH2 PUBLIC KEY ——-
AAAAB3NzaClyc2EAAAADAQABAAAAQQC/815LxhvXhvkHtd59Z3DD50XqyA8 j8u7
yP3y98tnT1GehBkPa5eo6pH8S7nhiDZedL/VTGh3Z6icaOMdf j4b
-——— END SSH2 PUBLIC KEY ———-
Public key code for pasting into OpenSSH authorized keys file :
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAQQC/815LxhvXhvkHtd59Z3DD5f0XqyA8 j8u7yP3y98tn
T1GehBkPa5eo6pH8S7nhiDZedL/VIGh3Z6icaOMdf j4b rsa—key

Time of Key pair created: 16:38:51 2007/5/25
Key name: client002 Server
Key type: RSA encryption Key

Key code:
3067
0260
BCFAC085 49A2E70E 1284F901 937D7B63 D7A077AB
D2797280 4BCA86CO 4CD18B70 5DFACI9D3 9A3F3ET74
9B2AF4CB 69FA6483 E87DA590 7B47721A 16391E27
1C76ABAB 743C568B 1B35EC7A 8572A096 BCA9DFOE
BC89D3DB 5A83698C 9063DB39 A279DD89
0203
010001
[client002]

# FENR S5 a iR 25 ) B AR ) RSA AP IE B 55 245 i o

[Quidway] rsa peer—public—key RsaKey001

Enter “RSA public key” view, return system view with “peer—public—key end”.
[Quidway-rsa—public—key] public—key—code begin

Enter “RSA key code” view, return last view with “public-key—code end”.
[Quidway-rsa—key—code] 3047

[Quidway-rsa—key—code] 0240

[Quidway-rsa—key—code] BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
[Quidway-rsa—key—code] 203C8FCB BBCS8FDF2 F7CB674E 519E8419 0F6B97A8
[Quidway-rsa—key—code] EA91FC4B B9E18836 SE74BFD5 4C687767 A89C6B43

[Quidway-rsa-key—code]
[Quidway-rsa-key—code]
[Quidway-rsa-key—code]
[Quidway-rsa-key—code]

1D7E3E1B

0203

010001
public-key—code end

[Quidway-rsa—public-key] peer—public—key end

S 4 (EHRSS At SSH
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(AARTL:
SSH A F &4 password. RSA. password-rsa. all iX 4 FrAIEH K.
® 4o SSH A F 49iKiE7 X 4 password. password-rsa BY, s&40EE & F) 4% 9 local-user A 7 ;
o ?%%HHF%%&?K%R%Ammm@m\m,ﬁ%%%ﬁ%ﬁ%HgP%%MM%
Z

#ELE VTY F 2 .

[Quidway] user—interface vty 0 4
[Quidway-ui-vty0-4] authentication-mode aaa
[Quidway—ui-vty0-4] protocol inbound ssh
[Quidway—ui-vty0-4] quit

# U SSH H F Client001, #radt ] 444 Client001 f#) SSH H /', HAAUE =N

password.

[Quidway] ssh user client001
[Quidway] ssh user client001 authentication—type password

# 4 SSH F J* Client001 FiC & 2515 4 huawei.

[Quidway] aaa

[Quidway-aaa] local-user client001 password simple huawei
[Quidway-aaa] local-user client001 service-type ssh
[Quidway-aaa] quit

#WCE Client001 155 772K STelnet.

[Quidway] ssh user client001 service-type stelnet

# BT 4404 Client002 1) SSH ™, HAINIE 8 RSA, JE45E SSH % /i RSA
/A\%HO
[Quidway] ssh user client002

[Quidway] ssh user client002 authentication-type rsa
[Quidway] ssh user client002 assign rsa—key RsaKey001

# I Client002 [ K455k SFTP, #ZALH 34 flash:/,

[Quidway] ssh user client002 service-type sftp
[Quidway] ssh user client002 sftp—directory flash:/

SSH Jk 4% 28l fig STelent 11 SETP 5%

[Quidway] stelnet server enable
[Quidway] sftp server enable

W SSH. IR 55 Sim i ) tht W i 11

[Quidway] ssh server port 1025
SSH % )" g 44 SSH 45 2%
# O Sk, MTEEATRE SSH %7 ity i O IE T RE -

[client001] ssh client first—time enable
[client002] ssh client first—time enable

# STelnet 25 F ¥iig FH 87 i 15 1282 SSH 5545

[client001] stelnet 10.164.39.222 1025

Please input the username:client001

Trying 10. 164.39.222 ...

Press CTRL+K to abort

Connected to 10.164.39.222 ...

he server is not authenticated. Do you continue to access it?(Y/N):y
Do you want to save the server’ s public key?(Y/N):y
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he server’s public key will be saved with the name: 10.164.39.222. Please wait..
Enter password:

N0 huawei, BBkl E BT

info: The max number of VTY users is 20, and the current number
of VTY users on line is 1.
<{Quidway>

N

# SFTP %% ) i B B 11 5 3% 8% SSH RS 2%

[client002]sftp 10. 164. 39. 222 1025

Input Username:client002

Trying 10.164. 39.222 ...

Press CTRL+K to abort

The server’s public key does not match the one we cached

The server is not authenticated. Do you continue to access it?(Y/N):y
Do you want to update the server’s public key we cached?(Y/N):y
sftp—client>

For A e 45
Wi A st 115 22 Vi) SSH RSG5 4%, ABERD .

[client002] sftp 10.164. 39. 222

Input Username:client002

Trying 10. 164. 39.222 ...

Press CTRL+K to abort

Can’ t establish tcp connection to server

BLE SE e, fE SSH AR%s 2540 4T display ssh server status iy 1 display ssh server
session 7%, T LI B SSH k454 4 5 i Wr i -5, JF H. STelnet % )" i 2 SFTP
% L D) IE R SSH RS54

# 15 F SSH ARA(E H .

[Quidway] display ssh server status

SSH version : 1.99

SSH connection timeout : 60 seconds

SSH server key generating interval : 0 hours
SSH Authentication retries : 3 times

SFTP server: Enable

STELNET server: Enable

SSH server port: 1025

# A1 SSH MR 454 MiEHAE B o

[Quidway] display ssh server session
Session 1:

Conn: VTY 3

Version: 2.0

State: started

Username: client001

Retry: 1

CTOS Cipher: aesl128-cbc

STOC Cipher: aesl28-cbhc

CTOS Hmac: hmac—-shal-96

STOC Hmac: hmac-shal-96

Kex: diffie—hellman—groupl-shal

Service Type: stelnet

Authentication Type: password
Session 2:

Conn: VTY 4

Version: 2.0

State: started

Username: client002

Retry: 1

CTOS Cipher: aesl128-cbc

9-48
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STOC Cipher: aesl28-cbc

CTOS Hmac: hmac—-shal-96

STOC Hmac: hmac-shal-96

Kex: diffie—hellman—-groupl-shal
Service Type: sftp
Authentication Type: rsa

s

BCEM
® SSH k%% Quidway |- [FIHC & SCAF:

#
sysname Quidway
#
vlan batch 10
#
interface Vlanif10
ip address 10. 164. 39. 222 255. 255. 255. 0
#
rsa peer—public—key rsakey001
public-key—code begin
3047
0240
C4989BF0 416DA8F2 2675910D 7F2997E8 5573A35D 0163FD4A FAC39A6E 0F45F325
A4E3AAID 54692B04 C6A28D3D C58DE2E8 EO0D58D65 7A25CF92 A74D21F9 E917182B
0203
010001
public-key—code end
peer—public—key end
#
aaa
local-user client001 password simple huawei
local-user client001 service-type ssh
#
sftp server enable
stelnet server enable
ssh server port 1025
ssh user client001
ssh user client002
ssh user client001 authentication—type password
ssh user client002 authentication—type RSA
ssh user client002 assign rsa—key RsaKey001
ssh user client001 service-type stelnet
ssh user client002 service—type sftp
ssh user client002 sftp-directory flash:/
#
interface GigabitEthernet0/0/1
port hybrid pvid vlan 10
port hybrid untagged vlan 10
#
user—interface vty 0 4
authentication—mode aaa
protocol inbound ssh
#
return

® SSH &% /7 Clien001 (170 & S04

#

sysname client001
#

vlan batch 10
#

interface Vlanifl0

ip address 10.164. 39. 220 255. 255. 255.0

#
ssh client first—time enable
#
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interface GigabitEthernet0/0/1
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#

return

® SSH % /73 Clien002 [HC & SC A

#

sysname client002
#

vlan batch 10
#

interface Vlanifl10

ip address 10.164. 39. 221 255. 255. 255. 0
#

ssh client first—time enable
#

interface GigabitEthernet0/0/1
port hybrid pvid vlan 10

port hybrid untagged vlan 10
#
return

9.7.6 Bt & SSH 33 RADIUS AERI 7151

BCERR

BC'E SSH 3Z£F RADIUS AR, FEARIH, it RADIUS k4548 AEH F 15
KL, SEUL SSH MRS5S AR B A IR &5 H v s 275 FU 1R SSH &/ i il 37 i 42

i RADIUS F /7 i#EH: SSH RS 2%, H344E SSH AIF R, SSH AR5 26 SSH %
FUmRAEE R (4. %) Rik4s RADIUS iS4 (375 TACACS R4-#%) itk
RN

RADIUS IR #IAIFZH )7, BHINIFS R R, R, 3 st a8 F 4528 iRk
[Fl25 SSH k45 %% . SSH R 45 23 AR $i UUE 45 J vl i A& 75 L 1F SSH %% 7 i 2 v i%E %2

2 E G 9-8 Firo o

9-8 fig & SSH 3z 3% RADIUS i\ iE4H M &

ﬁ 10.164.39.221/24 ﬁ10_164_6_41/24

10.164.39.222/24 10.164.6.49/24
SSH Client SSH Server Radius Server

K R R G E SSH %45 RADIUS WIE R 745 :

1. SSH %5 #%imc & RADIUS AR o
2. SSH k5% v e 5k
3. RADIUS k&#s U .
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9 Telnet /% SSH

6703 )

RESR

73 HAE STelnet %) Jii Al SSH R S5 s b £ A U85 10T o SSH. i 55 4 i Iy i i 1
T

SrAER T i R SSH RSty £F A Hb % 56T

7E SSH k45 #svii A 1 RSA A8H, I A ssh2@ssh.com 9 SSH & /i 1) RSA
NH.

SSH JIi 45 %% STelnet FI SFTP JIR 451 A .

e & SSH H P Wik 55 77 AN AL H 5%

H P sshl@ssh.com Fl ssh2@ssh.com 735l|LA STelnet A1 SFTP J7 &5 SSH k4545 -

N SE IR E B, A T R K -

BeE AN SSH H 7 K H BAGE J7 202 Password.
INIEREE ) RADIUS.

RADIUS #AR £ 5K o

RADIUS 4475

RADIUS H J? # Fr A5 o

£ SSH MRk 55 % i 2E AR 1 3 B 0

{Quidway> system—view

[Quidway] rsa local-key—pair create

The key name will be: Quidway Host

The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512

It will take a few minutes.

Input the bits in the modulus[default = 512]: 768
Generating keys..

e
e

o

B 25w i RSA A~ 4H
# 25 iy A R g () A M 2 BT
{Quidway> system—view

[Quidway] sysname client
[client] rsa local-key-pair create

# O F R i A RSA A4 .

[client] display rsa local-key-pair public

Time of Key pair created: 16:38:51 2007/5/25
Key name: Quidway Host
Key type: RSA encryption Key

Key code:

3047
0240

BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 OF6BI7A8
EA91FC4B B9E18836 5E74BFD5 4C687767 A89C6B43
1D7E3E1B

0203
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$IE3

010001
Host public key for PEM format code:
———— BEGIN SSH2 PUBLIC KEY ———-
AAAAB3NzaClyc2EAAAADAQABAAAAQQC/815LxhvXhvkHtd59Z3DD50XqyA8 j8u7
yP3y98tnT1GehBkPa5eo6pH8S7nhiDZedL/VTGh3Z61icaOMdf j4b
—-——— END SSH2 PUBLIC KEY ———-
Public key code for pasting into OpenSSH authorized keys file :
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAQQC/815LxhvXhvkHtd59Z3DD510XqyA8 j8u7yP3y98tn
T1GehBkPa5eo6pH8S7nhiDZedL/VIGh3Z6icaOMdf j4b rsa—key

Time of Key pair created: 16:38:51 2007/5/25
Key name: Quidway Server

Key type: RSA encryption Key

Key code:
3067
0260
BCFAC085 49A2E70E 1284F901 937D7B63 D7A077AB
D2797280 4BCA86CO 4CD18B70 5DFACID3 9A3F3ET74
9B2AF4CB 69FA6483 E87DA590 7B47721A 16391E27
1C76ABAB 743C568B 1B35EC7A 8572A096 BCA9DFOE
BC89D3DB 5A83698C 9063DB39 A279DD89
0203
010001
[client]

# K5 i B AR RSA A PIALIR IR 55 s it o

[Quidway] rsa peer—public-key RsaKey001

Enter “RSA public key” view, return system view with “peer—public—key end”.
[Quidway-rsa—public—key] public—key—-code begin

Enter “RSA key code” view, return last view with “public-key—code end”.

[Quidway-rsa-key—code]
[Quidway-rsa-key—code]
[Quidway-rsa-key—code]
[Quidway-rsa-key—code]
[Quidway-rsa-key—code]
[Quidway-rsa-key—code]
[Quidway-rsa-key—code]
[Quidway-rsa-key—code]
[Quidway-rsa-key—code]

3047

0240

BFF35E4B C61BD786 F907B5DE 7D6770C3 E5FD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 OF6B97A8
EA91FC4B B9E18836 5SET4BFD5 4C687767 A89C6B43
1D7E3E1B

0203

010001

public-key—code end

[Quidway-rsa-public—key] peer—public—key end

BI%E SSH ] J

1t RADIUS fR45dsui, WA, FH 2500008 sshl@ssh.com #1 ssh2@ssh.com;

JIANE IR E NAS

bk 10.164.39.222 F1254H huawei. NAS [l 235 F1 RADIUS

5% #a e P21 SSH S e r) ik
# 7E SSH R4S a3 umic s VTY H /7 St .

[Quidway] user—interface vty 0 4
[Quidway—ui-vty0-4] authentication-mode aaa
[Quidway—ui-vty0-4] protocol inbound ssh
[Quidway-ui-vty0-4] quit

# 7E SSH Jik 2543 um )43 SSH H /' ssh1@ssh.com 1 ssh2@ssh.com.

[Quidway]
[Quidway]
[Quidway]
[Quidway]
[Quidway]
[Quidway]

fit & RADIUS #ik

ssh user sshl@ssh. com

ssh user sshl@ssh. com authentication—type password
ssh user sshl@ssh. com service-type stelnet

ssh user ssh2@ssh. com

ssh user ssh2@ssh. com authentication—type password
ssh user ssh2@ssh. com service-type sftp

# BB IAIF T 2 newscheme, TAIIF 718 RADIUS.

9-52
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[Quidway] aaa

[Quidway—aaa] authentication—scheme newscheme
[Quidway—aaa—authen—newscheme] authentication—mode radius
[Quidway-aaa—authen—newscheme] quit

# it E SSH AR %5 uii ) RADIUS ikt 4 ssh.

[Quidway] radius—server template ssh

# il 'E RADIUS AF RS 221 1P Mtk 10.164.6.49 i 1 1812,

[Quidway-radius—ssh] radius—-server authentication 10.164.6.49 1812

# it & RADIUS %5284 4 huawei.

[Quidway-radius—ssh] radius—server shared-key huawei
[Quidway-radius—ssh] quit

$IES5 [ E RADIUS 144

# Mo E SSH AR 4% um ) RADIUS 144 4 ssh.com, £FEH TN HAUE S % newscheme-
RADIUS 4% ssho

[Quidway] aaa

[Quidway—aaa] domain ssh. com

[Quidway—aaa—domain—ssh. com] authentication—scheme newscheme
[Quidway—aaa—domain—ssh. com] radius—server ssh
[Quidway-aaa—domain-ssh. com] quit

[Quidway-aaa] quit

$IE 6 SSH % )i 4% SSH k5548 -
# ik SSH A4S 2835 () STelnet F1 SFTP R4 ZhfE .

[Quidway] stelnet server enable
[Quidway] sftp server enable

# OGS, WITTEATRE SSH 2/ B 1 A UE D B .

[client] ssh client first-time enable
[client] quit

# STelnet % /' 3K RADIUS TAIF%3: SSH JIR%s 25 .

{client> systemview

[client] stelnet 10.164.39.222

Please input the username: sshl@ssh. com

Trying 10. 164. 39.222 ...

Press CTRL+K to abort

Connected to 10.164. 39.222 ...

The server is not authenticated. Do you continue to access it?(Y/N):y

Do you want to save the server’ s public key?(Y/N):y

The server’s public key will be saved with the name: 10.164.39.222. Please wait..
Enter password:

NN huawed, W75 I E B R

Info: The max number of VTY users is 10, and the current number
of VTY users on line is 2.
<Quidway>

# SFTP & )i % H RADIUS A IFIE$: SSH 4S54,

{client> system—view

[client] sftp 10.164. 39. 222

Please input the username: ssh2@ssh. com
Trying 10.164. 39.222 ...

Press CTRL+K to abort

Connected to 10.164.39.222 ...
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Enter password:
sftp—client>

[AENURCRE S

BUE5CRE, 1E SSH R4S 25 dh AT display radius-server configuration 7% I display
ssh server session 7%, T LA F| SSH k45w - RADIUS R4 25 MiCE, JFHAE

#I| STelnet %% J i B, SFTP %}~

v K RADIUS WAIF O 48 i BiZEf2 5 SSH AR 45 2% .

# & RADIUS k%528 (T & 15 B

[Quidway—aaa] display radius—server configuration

Server—template—name ssh
Protocol-version standard
Traffic—unit B
Shared—secret—key huawei
Timeout—interval (in second) 5
Primary-authentication—server 10. 164. 6. 49:1812: LoopBack-1
Primary—-accounting—server :0.0.0.0:0:LoopBack0
Secondary—authentication—server : 0.0.0.0:0:LoopBack0
Secondary-accounting—server 0.0.0.0:0:LoopBack0
Retransmission 3
Domain—included YES
# 1 SSH 4525 M HAE B
[Quidway] display ssh server session
Session 1:
Conn : VIY 0
Version 0 2.0
State . started
Username . sshl@ssh. com
Retry 1
CTOS Cipher : aesl128-cbc
STOC Cipher : aesl128-cbc

CTOS Hmac

STOC Hmac

Kex

Service Type

Authentication Type
Session 2:

Conn

Version

State

Username

Retry

CTOS Cipher

STOC Cipher

CTOS Hmac

STOC Hmac

Kex

Service Type

Authentication Type

-

[=pras
SSH Mz 2% %5 1 e B SC A

#
sysname Quidway
#
radius—server template ssh

radius—server authentication
#

: hmac-shal-96

: hmac-shal-96

. diffie-hellman—-groupl-shal
. stelnet

. password

: VIY 1

0 2.0

. started

. ssh2@ssh. com
1

1 aesl28-chc

1 aesl28-cbc

: hmac-shal-96
: hmac-shal-96
: diffie-hellman—-groupl-shal
. sftp

. password

10. 164. 6. 49 1812

9-54

A A T B

SCRSRRAS 03 (2011-01-30)

WKL AT © HE A AAT IR 7



Quidway S5700 R 41 LLK AL AL
B fEr - S & 9 Telnet &2 SSH

rsa peer—public—key rsakey001
public—key—code begin
3047
0240
C4989BF0 416DA8F2 2675910D 7F2997E8 5573A35D 0163FD4A FAC39A6E 0F45F325
A4E3AAID 54692B04 C6A28D3D C58DE2E8 EOD58D65 7A25CF92 A74D21F9 E917182B
0203
010001
public—key—code end
peer—public—key end
#
aaa
authentication—scheme newscheme
authentication—-mode radius
#
domain ssh. com
authentication—scheme newscheme
radius—server ssh
#
#
sftp server enable
stelnet server enable
ssh user sshl@ssh. com
ssh user ssh2@ssh. com
ssh user sshl@ssh. com authentication—type password
ssh user ssh2@ssh. com authentication—type password
ssh user ssh2@ssh. com assign rsa—key RsaKey001
ssh user sshl@ssh. com service—type stelnet
ssh user ssh2@ssh. com service—-type sftp
#
user—interface vty 0 4
authentication—mode aaa
protocol inbound ssh

#
return
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10.1 Web & #LiA

R PaEE Web P, W] DAZE BB S R AR B S BI4ES S5700 R 51 LUK AL it
Mo

N T IR 85700 RSN LUK IMAZ AL LES L], A4 22wl R 1% AR 81 DU
ZZHHL Web K T fig .

S5700 W'E — Web k4578, 5 S5700 AHZER Ky (LA RILL PC A5)) nLLd L Web
WA 7] 85700,

Web M 1i2 17 A 5T Wi B 10-1 s

10-1 Web M&z{TINE
Switch

HTTP
Connection

10.2 B Web W&

LR InZ Web W T SC2E, BI%EE Web IR .

10.2.1 i3 Console 1% 5% S5700

10.2.2 %5 S5700 [ 1P Huhl:
LB AT LR S5700 (R4 HE TP Hidil .

10.2.3 A% Web M 51 s
A4 Web W TSR SRE %42 S ] LA FTP 77 3 _E4% Web W T SCAE 4 S5700 4% 4%

10.2.4 fn#k Web #7304
LB nZR Web B 0TS0

10.2.5 6173 Web Pk 5
ER il Web J7 308 % S5700 W4T, 75 Z5GHE S5700 45 L OJE Web M &k
=P
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10.2.6 % Web P&
e anflii it Web 75 08 5% S5700 1% %% o

10.2.1 i#33 Console A% % S5700

e =2 (=

B =Iao
{Eit Console & AMECE PRGN, /7 vl LLFE PC _Liliid Windows RZEH 1 “H
W7 5 S5700 HENTIERE.

RIES B

$I1 IG5 PC B BB g A&
EFE “THaR > FEFp > B > T > B & ” SEHI0, Windows Z 40 )8 B8 2% 2t
T2 HrdiEeE

WK 10-2 Fivs. ££ “HRR” SCRHER S BRI A RR; EREEIbr . A5«
& L

10-2 FiEEE

R SRR BRI BT
G
|cnmm1 |

P 3 W E G

HEANWIE 10-3 s [E#E ) & )G, 15 PC (Sle & 2o SEFR 8 A i D 7E
CERWHER TR A RNER U TR, ARG RS R .
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10 Web & i &

B BE
BEROIEL CBRER) 9600
G/ A 8
Rl k
(AR 1
Hdmmasl QR T

SRS B L), R CSOrE > R ST, BEAINE 10-5 Fron i [ ERREE ] A
Mo B “BEE” WA, f£ “LmfiE” MuyRMEPIES: “ Azl 5

“VT100” . iy “BiE” AR E .

& 10-5 &im L BI%F

EEm | B8 |
TheeHe. #7ZLEET0 Col BHME
@ SEURHE (1) D Windows F 0f)

Backspace IR

EHOE D

(%) Ctrl+HC) O Del (@) () Ctrl+H, Space, Ctrl+H (H)

VT100 v| [ #ZFREe.. . |

Telnet 3%k IDME): |vT100

FRAEPEATEB): 500

[ st Fre 0 (F)

BT

AsCIT BHRE 0. |

| wE |

FIUL B S ARG R E 5, # N “Enter” 8, DEAEHI<Quidway>HnfF, RR%

KF] 85700, BEHF AL AT A AT A, HoE e FE S5700.

B
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10.2.2 & & S5700 BYEIE IP ot
AR UA R S5700 [RASHE 1P Huhl,

RIESR
H$E1 AT 4 system-view, EARGWIE .
HIE 2 AT A4 interface meth 0/0/1, HEANEEE M DL
S 3 AT 2 ip address ip-address { mask | mask-length } [ sub |, &1 1) IP Huht,

R
10.2.3 _F1& Web M 134

A4 Web W TSR SRE %42 S ] DL FTP J5 2 FAL Web W 07 S04 48 S5700 % 4%

HI R M

Web W GUSCFSRINERAT: 158 8 BN A al BORSCREM GG Chttp:/support.huawei.com)
BokSa, AR AR > RARAT > HOE > ORI AZ L > S27&37&57 RA17 Hiie

T, RIERALFR, Tﬁﬁfhﬁﬁﬁﬁzﬁﬁﬁ:o WA IR A B Web T SCA, ZFRRN
“CPE R AR S web.zip”

£ EA% Web WUTUSCPFRT, TR SCIEPE DL 28 S v 46 (1% 7 o

A LA FTP J7 28 AL Web I 5304
[RARY:

Web F TS A4 T vAi@ id TFTP 7 XK, AT, S5700 484 TFTP & F 5%, H44 Web W R 5L
ey &tk A TFTP 4238, BAR T BRiE A% 8.52 484 TFTP FH X4+,

BRIESR
$BE1 HATHr 2 system-view, N RGIE.
P2
$B3 PUT 4 aaa, PN AAA MK

P4 AT 2 local-user user-name password { simple | cipher ! password, L& FTP H 4

e

1T 4 ftp server enable, {ffE FTP Jii%5.

S5 AT 2 local-user user-name ftp-directory directory, Ft'& FTP H i ) #54% .
T 6 PUTHr2 local-user user-name service-type ftp, FC'E FTP &% H P R 5%

S 7 76 PC ) emd ML F AT 2 ftp ip-address, N 446, B35 S5700.

C:\>ftp 10.1.1.132

Connected to 10.1.1.132.
220 FTP service ready.
User (10.1.1.132: (none)): client
331 Password required for client.
Password:
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230 User logged in
ftp>
ST, 8 & FTP YLK T AT put local-filename 7%, 4 PC L[] Web M 5T S (f5l4n: web.zip)
A% % S5700.

ftp> put web. zip

200 Port command okay

150 Opening ASCII mode data connection for web. zip

226 Transfer complete.

ftp: &i% 251047 F7, HI 3.36Seconds 74. 74Kbytes/sec.
ftp>

TR

10.2.4 fin#k Web M T13CH
AU InZk Web W 5LS0PE

F

= =3
ﬁ%1 :%\

il

Iz Web W TCSCARERT, SO L4 EAL 2 S5700,

RIES B
F$E1 AT S system-view, ARG .
P2 AT 2 http server load file-name, N Web P 7304

s

10.2.5 J3Z Web ME kS
ﬁﬁﬁ%@ﬁwwﬁﬁ%ismm&%%,%E%ﬁsnm&%imﬁwwﬂﬁw
o
BRIESR
H$E1 AT S system-view, HEAN RS .
$EE 2 #4714 http server enable, {fifit HTTP fiR%5.
$B3 JAT7r4 aaa, FEA AAA FLK.

S

T4 PATH2 local-user user-name password { simple | cipher } password, P& HTTP H
AT

(BARTY:
1 5 FRAe B B AT cipher % X694, B P 4 BB AR BN THE, ARIEZAN,
PHIE5 AT 2 local-user user-name service-type http, it & H /' admin 115 25784 HTTP.
TE6 HATm2 quit, RFIRZEME.

F$E7 (k) $ATA4 http timeout timeout, FLE HTTP 2 iGN ], SUEEN T, &
TN I [] 2 30 73

4R
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PR S MRS, SRR, JFEHE Web M ARG S

& 10-6 Z3R 5|
RAFPER
)
-
HUAWEI RPE&: admin
=5 TIYT!
BEIERS: Hw D F
Language: | F3¢ [
I iR A
(#r |[ 52 |
L1 i5m
Bs R XA, TOAL ERNFE | R P ETREREEN, AR S5
FALA B S AR P AR T B,

S 2 Pl BT s E NG AT BN Web W R G T
HoF Web WA JE, A LIS AZHALFATECE . HAEAEES W (Quidway S5700 F %1
LI IRPL Web PEZ F 5 E15RT) o

s
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